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OO0 3TOM PYKOBOJICTBE

1. Cornamienus

Cne,uymnme 3aMeYaHHsA OTHOCATCS KO Bcer JOKYMECHTAIITHH:

3aMeuaHus NpEACTABIAIOT HHTCPECHBIC, UHOT' Id TCXHUYECCKUEC, KYCKU I/IH(I)OpMaLlI/II/I

CBSI3aHHBIE C TEKYIITUM OOCYKICHHUEM.

@ [Tonckaska mpejiaraeT COBET UM O0Jiee MPOCTOE PelIeHne KaKOU-IM0O CUTYyalrH.

Q ITpenocrepexenue MpeaynpeKaacT 0 BOSMOXKHBIX POOIeMax U IIOMOTaeT

MIPEIOTBPATUTD UX.

O [Mpenynpexaenue nHPopMUpPYeT 00 yrpo3e, KOTOpasi MOKET BOSHUKHYTh BCIIE/ICTBUE

JAHHOI'O IEUCTBUI.

CornameHus o NMEPEKPECTHDBIX CCbUIKAX IIPH MEYATH BbITJIAOAT CJI€NYyOIIHM 06p330MI

* CcbUIKY Ha ApYTrHe JOKYMEHTBI WIHM BeO-CAlThI BBITJISIAT CIEAYIOIIUM 00pa3om

[http://www.ubuntu.com].

PDF, HTML, n XHTML Bepcum 3T0T0 JOKYMEHTA UCIIOJIB3YIOT TUIIEPCCBUIKH ISt

00pabOTKH MEPEKPECTHBIX CCHIIOK.
CornameHusi 0 THIAX BBITJSLIAT CJIeAYIOIHM 00pa3om:
» MmMeHa ¢aityioB Wik IyTH JUPEKTOPUM OYAYT OTOOPAKATHCS MOHOMHHHLIM MPHUDTOM

» KomaH[bl KOTOPBIE BbI BBOAWTE B KOMaHIHOM cTpoke TepMuHaia OyayT oToOpakaThbCsl Tak:

xoMaHma nng Habopa

* Oy KOTOPbIE BBl MOXKETE KIIMKHYTH, BBIJIETIMTH WU BRIOPAThH B MHTEpderice 0TOOpakaroTcs

MOHOIIMHHBEIM MPHUPTOM.

Bo10op MeHI0, 1efiCTBHS MBIIIBIO, H TOPSIUHE KJIABHIIH:
* Tlopsimox BeIOOpaA MEHIO OTOOpakaeTcs cieayromumM oopazom: Daiin - OTKPHITh

* JIeHCTBUS MBILIBIO MPEAIIONATAIOT HACTPOMKY MBIIIH JJIs TPABON PYKH. TEPMUHBI «KITHK
MBIIIN» U «IBOMHOMN KJIMK MBIIIN» OTHOCATCS K UCIIOIB30BAHUIO JIEBOM KJIABUIIY MBIIIIY.
TepMuH «IpaBblii KJIIMK MBIILIN» OTHOCUTCS K UCIIOJIb30BAHHUIO [IPABOM KJIIABUIIN MBILIH.
TepMuH «CpeIHUI KIMK MBIIIH» OTHOCUTCS K UCIIOJIb30BAHMIO CPEAHEN KIIABUIIY MBIIIIY,
HaXaTHUIO BHU3 KOJIECUKA TPOKPYTKH, UM OJHOBPEMEHHOMY HAKATHIO JIEBOW U IIPABOA

KJIaBUIII, B 3aBUCUMOCTHU OT JAu3aliHa Balllel MBbIIIU.

» KomOuHaImu ropssuux KjiIaBuIll oToOpakarorcs ciaeayronmmM oopa3om: Ctrl-N. I'me
cornamenus s «Control», «Shift,» u «Alternate» knasum oyayt Ctrl, Shift, u Alt,

COOTBETCTBEHHO, U O3HAYAIOT OTHOBPEMCHHOC HAXKATUEC HepBOﬁ U BTOpOfI KJIaBHIII.
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OO0 3TOM PYKOBOJICTBE

2. IlocuabHas noMoIb H 00paTHasI CBI3b

OTta mokymeHTauus coznana Komandoii Joxymenmuposarnus Ubuntu
[https://wiki.ubuntu.com/DocumentationTeam]. Bot MOKETE OKa3aTh COICUCTBUE

MPOEKTY TOKYMEHTUPOBAHMS JIETIICh CBOUMH UJIESIMU U KOMMEHTAPUSIMHU B JIUCTE
pacceuiku Komanast JlokymentupoBanust Ubuntu. MHpopmanus o koMaHze, JucTe
pPACCBIIKH, MMPOEKTAaX, U T.J, HAXOAUTCs 1o anpecy Komanda Jokymenmuposanusi Ubuntu
[https://wiki.ubuntu.com/DocumentationTeam].

Ecnu BBI yBUIEM OMIMOKY B JAHHOM JOKYMEHTE, WA XOTEIM ObI BLICKA3aTh CBO€ MHEHUE,
BBl MOETe ITPOCTO 3apEerucCTpUpOBaTh OTUET 00 ommbdke 1o aapecy Ubuntu Bugtracker
[https://launchpad.net/products/ubuntu-doc/+bugs]. Baia momouis oueHb HyKHa JJ1s1 ycrexa

Hallel JOKyMEHTauu!
OrpomHas 0;1arogapHoCThb,

-Bamra Komanga JloxkymentupoBanust Ubuntu
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I'naBa 1. Beenenue

Hobpo noxanoBath B Pykosodcmeo Cepsepa Ubuntu!

B Pyxosodcmee no nacmpoiixe cepsepa Ubuntu comepuTcst nHGOPMaI|s 10 YCTaHOBKE U
HACTPOMKE pa3IMYHbIX CEPBEPHBIX MPWIOXKEHUI HA Bairy cuctemy Ubuntu B COOTBETCTBUU C
Bamumu notpeOHOCTSIMH. DTO TTOMIAr0OBOE, OPUEHTUPOBAHHOE Ha BBITTOJTHEHUE KOHKPETHBIX
3a71a4 PYKOBOJACTBO MO KOH(UTYpaIU U HACTPOIiKe Bareit cucteMbl. 9TO pyKOBOJICTBO

3aTparvBaeT U MHOXKECTBO MPOMEXYTOUHBIX BOIPOCOB, TAKUX KAK:
* Hacrpoiika cetn

* Hacrpoiika Apache?2

e bBaspl JaHHBIX

e PabGota B cetn Windows

JlaHHO€ PyKOBOJCTBO TO/ICJICHO Ha CIEAYIONINE TIaBHBIE KATETOPHU:
e YcraHoBKa

* VhopasieHue akeTamu

e Pabora B cetn

e Pabora B cetu Windows

3T10 PYKOBOACTBO ITPEAIIOIAracT, YTO BbI YK€ UMCCTC OCHOBHBLIC HABBIKU pa6OTBI B CUCTEMC
Ubuntu. Ecu Bam H€O6XOJII/IMO ACTAJIbBHOC OIIMCAHUC ITPOoULCCa YCTAHOBKHU Ubuntu, CMOTPHUTC

PyxoBoactso 1o ycranoske Ubuntu.

HTML u PDF Bepcun JaHHOTO PYKOBOJICTBA IOCTYITHBI B pexXuMe online Ha caiite

Hoxymenmauyuu Ubuntu [http://help.ubuntu.com].

Bb1 MokeTe KynUTh TaHHOE PYKOBOJCTBO B OyMa>KHOM BapuaHTe B HalueMm Mazasune Lulu

[http://www .lulu.com/ubuntu-doc]. Bbl 3artaTuTe TOIBKO 32 CTOUMOCTD [€YaTH U JOCTABKH.
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I'maBa 2. YcTaHOBKA

B aToi1 rmaBe mpencTaBieH OBICTPBIN 0030p Tporecca ycranoBku Ubuntu 6.06 LTS Server
Edition. [{ns momyuenust Oosee moaHoN nHDOpManuu, moxanyiucTa, oopatutech kK PykoBocTBY

o ycraHoBke Ubuntu.



YcraHoBka

1. IToAroTOBKA K YCTAHOBKE

B manHom pas3aciic OOBSICHEHBI Pa3INYHBIC ACIICKThBI, KOTOPLIC JOJI>KHBI OBITH PacCMOTPEHBI 10

Hadajla YCTaHOBKH.

1.1. CucremHbIe TPeOOBAHUS

Ubuntu 6.06 LTS Server Edition mogaep>xuBaet Tpu (3) caMble paclpoCTpaHEHHbBIE
apxuTekTypsl: Intel x86, AMD64, u PowerPC. B Tabnune, npeacTaBaeHHON HUXKE, TTEPEIUCIICHBI
peKoMeH1yeMble crienuuKaniy Ha anmnapaTHoe odecrieuenue. B 3aBucuMocTu oT Bammx
BO3MOYHOCTEM, BBl MOXKETE MOMPOOOBATH 00OUTUCH U MEHBIMM. OTHAKO, OOJTBITUHCTBO

MOJTH30BATEJICH PUCKYIOT pa304apoBaThCs, €CIIM OHU IMPEHEOPETryT TaHHBIMU COBETAMHU.

Taonuna 2.1. PekoMeH10BaHHbIe MHHHMAJIbHbIE TPEOOBaAHHS

THn ycTaHOBKH RAM

MecTo Ha XEéc

Cepsep 64 Merab6aiita

[Mpoduns o ymomuanuto ais Ubuntu 6.06 LTS Server Edition moka3zan Hwke. OTMETHM el1ie
pas, 4To pa3Mep YCTAaHOBKH OY€Hb CHJIIBHO 3aBUCHUT OT Habopa CepBUCOB, KOTOPbIE OYAYT
yCTaHOBJIEHBI. 17151 OOIBIIMHCTBA A IMUHUCTPATOPOB HAOOP CEPBUCOB, BEIOPAHHBIH 11O
YMOJTYaHHIO, OYAET JOCTATOUYCH TSl OOBIYHOTO UCIIOIB30BAHMS CEpBEpa.
Cepsep
DT0 HEOOJIBIIION CEPBEPHBIN TPO(UIb, KOTOPHIN IPEAOCTABIISICT HAOOP OOIIKX MAKETOB
JUTSL BCEX CEPBEPHBIX MpUIIokeHui. OH MUHUMAJICH U pa3padboTaH IS TOTO, YTOOBI
YCTAHOBUTH MAKCUMAJIbHO HEOOXOAMMBIE CITY>KOBI, TaAKHe, KaK CITyKObI TOCTyMa K (aiiiam,
CITy>KOBI Ie4aTH, BeO-XOCTHHIa, 3JIEKTPOHHOM MOUTHI U T.1. 7151 3THX Ci1y’k0 10CTATOYHO
500 MerabaiT TMCKOBOTO MPOCTPAHCTBA, OJTHAKO JIYYIlle BBIACIUTH OOJIbIIE MECTa, B

3aBUCUMOCTH OT CJ'Iy>K6, KOTOPBIC BbI 3aXOTUTC PA3MCCTUTDb Ha CCPBEPC.

Heo06xoauMo MOMHHUTB, YTO 3TH pa3Mepbl He BKITIOUAIOT BCE OCTANIbHBIC JaHHBIE, KOTOPBIC
OOBIYHO XPAHATCS HA HKECTKOM JMCKE, TAKUE KAK TOJIb30BATEILCKUE (DAMITBI, 3JIEKTPOHHAS
rouTta, Gaiabl COOBITHI U T.J. JIydIlIuM BBIXOJI0M OYAET BhIIeTIeHHE OOJIBIIIEro MPOCTPAHCTBA

JUJIs1 BalllUX COOCTBEHHBIX q)aﬁJ'IOB " JaHHBIX.

1.2. Co3naHue pe3epBHON KOIUU

* Ilepen HayaIOM YyCTAHOBKH, YIOCTOBEPHTECH, YTO BbI CAENIAIN PE3EPBHYIO KOIIUIO
Bcex (aiyioB, HAXOASIIMXCS HA Ballled TeKyllen cucreme. Ecnu ycranoBka "HepoaHOR"
OIIEPAaLMOHHOMN CUCTEMBI IIPOBOJIMTCS HA Balll KOMIIBIOTEDP BIIEPBBIE, BIIOJIHE BEPOSITHO, UTO
BaM IPUJIETCS IPOBECTH NIEpepa3OMBKY JKECTKOI'O JUCKA Balllel CUCTEMBI, YTOOBI OCBOOOINTH
mecto st Ubuntu. Kaxxaerit pas mpu epepa3OuBKe JUCKA, BB TOJKHBI OBITh TOTOBHI K
MOJIHOM MOTEpe JaHHBIX HA TUCKe, OyIb TO M3-3a Ballel OIIMOKHU WK U3-3a MPOOJIEM BO

BpEM: ITponeccca paS6HBKH JUCKA, HAIIPUMEDP, OTKIIOYCHUC ITUTAHUSA CUCTEMBIL. HpOFpaMMBI,

10

500 Merabaiit



YcraHoBka

HCIIOJIb3YEMBIC B ITPONUCCCE YCTAHOBKHU, JOBOJIBHO HAACXKHBI, U OOJIBIIIMHCTBO M3 HUX
HCIIOJIb3YCTCA YK€ MHOTUC I'ObI. O)IHaKO, OHHU ITPOU3BOAAT B TOM YHCJIC U ACCTPYKTUBHDBIC

JEHUCTBUS, U OJTHA OImMnoOKa IIpH UX UCITIOJIB30BAHHUH MOXET ITPUBECTHU K MOTEPE NEHHBIX JaHHBIX.

Ecmu BBl co3maéte My IbTH-3aTpPy30UHYIO CHCTEMY, YOSTUTECh, UTO Y BacC IO PYKO# eCTh
HOCHTCIIN C JII/ICTpI/I6yTI/IBaMI/I BCCX OINICPAMOHHBIX CUCTCM, ITPUCYTCTBYIOIIMUX HAa IUCKC.
Ocob6eHHO eciu B Iiepepa3MedaeTe 3arpy304YHbIN IUCK, TO MOXeTe OOHAPYKHUTh, UTO
3aTEPIIM CUCTEMHBIN 3arPY3UMK OTNIEPAMOHHOM CHCTEMBI HITH, B OOJIBIIMHCTBE CIIy4YaeB, BCIO

OTIEPAIMOHHYIO CUCTEMY U Bce (Gaiiibl Ha pas3fiennax.

11



YcraHoBka

2. YcranoBka ¢ CD

BceraBbTe ycTaHOBOUHLIN Iuck B Baml npuBog CD-ROM u niepe3arpys3ute KOMIbIOTED.

YCTaHOBOYHAS CHCTEMa 3aITyCTUTCS Cpasy e P 3arpy3Ke ¢ KOMITAKT JIUCKa.

Ha nanHoM sTamne nmpodtute TeKCT Ha 3KpaHe. BO3MOXKHO BBl 3aXOTHTE MPOYUTATH CIIPABKY,

MPEAOCTABICHHYIO CUCTEMOM yCTaHOBKH. UTOORI cAenaTh 310, HaxkmuTe F1.

JJ1s1 BBITIOTHEHUST YCTAHOBKH CEPBEPA BEIOEPUTE « Y CTAHOBUTH Ha KECTKHIA JUCK» U HAKMUTE
Enter. bynet 3amyiien mpouecc ycTaHOBKH. [IpocTo cineayiTe MHCTPYKIMSIM Ha 9KpaHe U Balla
cuctema Ubuntu OyaeT yCTaHOBJICHA.

B kauecTBe anbTEepHATUBEI, T YCTaHOBKH cepBepa LAMP (Linux, Apache, MySQL,
PHP/Perl/Python), Be16epute «YcTaHoBUTH cepBep LAMP» 1 ciielyliTe HHCTPYKLHSIM.

12



I'nmaBa 3. YnpaBiieHHe nakeTaMH

Ubuntu coaepuT KOMIIEKCHYIO CUCTEMY YIIPABJICHHUS TAaKeTaMHU, UCTIOJIb3YEMYIO JIJIsi
YCTAHOBKH, OOHOBIIEHHSI, HACTPOUKH, a TAKXKe yJaJIeHUs1 IPOrPaMMHOI0 OOeCIIeYeHusl.

Ota cucteMa 06ecreunBaeT JOCTYI K CUCTEMATU3UPOBAHHOMN 0a3e u3 6osiee ueM 17 ThIcsY
MPOTPAMMHBIX MTAKETOB IS Bamier cucreMbl Ubuntu, Ooiee TOro, CpeacTBa MAaHUITYIMPOBAHUS
MaKeTaMH UMEIOT BO3MOXKHOCTH TSI PA3PEIICHHUS 3aBUCUMOCTEHM MEKAY MMaKeTaMU U ITPOBEPKH

HaJIM4usi OOHOBJIGHUH MMPOTPAMM.

EcTpb HeckoapKO mporpamm i paboThl C CUCTEMOl yrpaBiieHus makeramu Ubuntu, HaunHas ¢
MPOCTHIX KOHCOJIbHBIX YTHIIUT, UCIIOJIb30BAHHUE KOTOPBIX MOKET OBbITh JIETKO aBTOMAaTU3UPOBAHO
AIMUHUCTPATOPAMH CHCTEMBI, 10 MPOCTHIX B UCIOJIB30BAHUM IIPOTPAMM C rpauuecKum

uHTepdericoM, 6oee MOAXOASIMX AJIs1 HOBUUKOB B Ubuntu.
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YHpaBJ'IeHI/IC IHaxkeTaMu

1. BBenenue

CucreMa ynpaBiieHUs IAaKeTaMy CO3/1aHa Ha OCHOBE MTOA00HOM CHCTEMBI, UCIIOJIb3YEMO B
muctpubyTrBe Debian GNU/Linux. Daiiibl makeToB coAaepKaT BCe HEOOXOIUMbIE (aitiTbl,
MeTaJaHHbIe ¥ UHCTPYKIWH, YTOOBI 0OECTICUUTD UCTIONB30BAHME CIIeNUPUIECKUX (DYHKIMI UK

MIPOTPAMMHOT0 PUIOKEHHS Ha BallleM KOMIIbIoTepe Mo ynpasienueM Ubuntu.

®aiinel makeToB Debian 00bI9HO MMEIOT pacimpenue ".deb" U XpaHATCS B UHPOP MAUUOHHBIX
apxueax, KOTOPbIE SBIISTIOTCS HabopaMu MakeToB, TOCTYITHBIX Y€Pe3 Pa3IMUHbIC HCTOYHUKH,
Takue kak aucku CD-ROM, nimm koMnbloTepHble ceTu. OOBIYHO MAaKEThI MIPEIBAPUTEIHHO
CKOMIWJIMPOBAHbI B OMHAPHOM (OpME, TAKUM 00PA30M YCTAHOBKA IMIPOXOJIUT OBICTPO U HE

Tpe6yeT KOMITWIAIWH ITPOTpaMM U3 UCXOOHBIX KOJOB.

MHorue ci1oXKHbIe AKEThl UCIIOJIb3YIOT KOHUEIIHUIO 3asucumocmeti. 3ABUCUMOCTH - 3TO
ONMCAHUE JOTOJHUTEIbHBIX TAKETOB, HEOOXOIUMBIX 11 KOPPEKTHOM pabOThl OCHOBHOTO
nakera. Hanmpumep, nakeTr nporpaMmsl Juist cHHTe3a peun Festival 3aBUCHT OT nTakeTa
festvox-kalpc16k, KOTOpBIN NPEAOCTABIISET OJIMH U3 TOJOCOB, UCIIOJIB3YEMBbIX TAHHBIM
npuinoxxeHueM. s Toro, yTo6s! npunoxenue Festival paborano, BMecTe ¢ OCHOBHBIM MTAKETOM
Festival 10JIKHBI OBITH YCTAHOBIIEHBI BCE CBSI3aHHBIE C HUM NakeTbl. MHCTpyMenThl Ubuntu st

ypaBJICHUSA ITPOTPAMMHbBIM oOecIieueHreM BBIIIOIHST 3TO aBTOMATHUCCKHU.
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2. Apt-Get

Komanna apt-get - 370 MOIITHASI KOHCOJIBHASI yTUITUTA, UCTTOIb3yeMast B Ubuntu [1j1s1 paboThI
¢ Advanced Packaging Tool (APT), koTopast o0ecrieurBaeT Takue (PyHKIMY KaK yCTaHOBKA
HOBBIX MMPOTPAMMHBIX ITAKETOB, OOHOBIJIEHUE CYIIIECTBYIOIIUX MTAKETOB, OOHOBJIEHUE CITUCKOB

JIOCTYITHBIX IMAKETOB U, 00JIee TOro, 1axke 0OHOBJICHHE Beei crucTeMbl Ubuntu HeTuKoM.

HecmoTtps Ha TO, 4TO apt-get 3TO JHILIb KOHCOJIbHAS YTUINTA, OHA UMEET MHOKECTBO
MPEUMYLIECTB IO CPABHEHUIO C APYTUMH CPEJICTBAMH YIIPABJIEHUS TAKETAMH, TOCTYITHBIMU B
Ubuntu aIMMHHCTpPATOPAM CEPBEPOB. DTH MPEUMYIIIECTBA BKIIOYAIOT, HAIIPUMED, IPOCTOTY
WCIIOJIb30BAHUS UePE3 TEPMUHAIBbHOE coeuHeHre (SSH) 1 BO3MOXXHOCTbh IPUMEHEHUS B
CKPHUIITaX aIMUHUCTPUPOBAHUS CUCTEMBI, 3aITyCK KOTOPBIX, B CBOIO OYePE/b, MOXKET OBITh

dABTOMATU3UPOBAH C IIOMOIIbIO YTUJIIUTBI BBIIIOJTHCHUA 3aJIaHUM 110 pacimCaHuIO Cron.

Heckonbko mpuMepoB HCIOIB30BaHUS apt-get:

* YcraHoBKa nakera: YCTaHaBJIMBATh IAKETHI UCIIOJB3Ys apt-get JOBOIBHO Ipocto. Hampumep,
JUUIs1 YCTAHOBKHU CETEBOTO CKAHEpPA nmap, BBEOAUTE CIENYIOLTYI0 KOMMAHAY:

sudo apt—-get install nmap

* Vnanenuwe nmakera: Y 1aJeHUE [TAKETA WIM HECKOJIBKUX TAKON XKe MPSMOJIMHEHHBIN U TPOCTOM
nporecc. YToObI yAaIuTh NaKeT nmap, YCTAHOBIIEHBIN B IPEJbIAYIIEM [IpUMepe, HabepuTe
Clenyrolee:

sudo apt-get remove nmap

@ Heckonbko nmakeroB: Bel MoxeTe YKa3aThb Cpa3y HCCKOJIBKO IMAKCTOB JIsI YCTAHOBKH

WK yIaJIEHUs], pa3/IelIiB UX Ha3BaHUS TpoOeIaMu.

* OonoBnenne nHjaekca makeroB: Munekc naketoB APT 310 BakHast 6a3a JAHHBIX JOCTYIMHBIX
MAKETOB OT MCTOYHMUKOB, YKA3aHBIX B (paitie /etc/apt/sources.list UTOOBI OOHOBUTH

JIOKAJIbHBIN MHAEKC ITAKETOB Ha6CpI/IT€ caeayromiee:

sudo apt-get update

* OoHoBieHHe nakeToB: [leproauyecky, CTAHOBATCS TOCTYITHBIMU OOHOBIIEHHBIE BEPCUU
MAKETOB, YCTAHOBJICHBIX B Ballleil cHCcTeMe (HarmpumMep oOHOBIeHHUS 6e30macHocTH). YToOBI
OOHOBUTH CHCTEMY, CHAYaJIa OOHOBUTE MHIECKC ITAKETOB, KaK ObUIO MIOKa3aHO BBILIE, & TOTOM

HabepuTe:

sudo apt-get upgrade

Ecnu Bo BpeMsi 0OHOBJIEHUS MaKeTa BOZHUKHET HEOOXOIMMOCTD JOOABUTH UM YIAIUTh

HOBBIE 3aBUCHUMOCTH, TAKOM ITAKET HE 6yI[CT OOHOBJIEH IIpHU UCITOJIb30BAHUU KOMMAHIbI
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upgrade. [1ns 0OHOBIIEHUS TAKETOB B MOI00HOM CUTYaIlMH HEOOXOIMMO HMCIIOJIb30BATh

KOMMaHNy dist-upgrade.

BbI MokeTe Takke 0OHOBUTB BCO cuctemy Ubuntu HeIMKOM OT OJTHOM BEPCHH K IPYTOi C
nomobio dist-upgrade. Hampumep, mtst oonosienns Ubuntu ¢ Bepeuu 5.10 10 Bepeun 6.06
LTS, Bam HEOOXOIMMO CHaYaia 3aMEHUTH CYIIIECTBYIOIINI CITMCOK PEITO3UTOPHUEB TSI BEPCUM
5.10 criuckom st 6.06 LTS B aitiie /etc/apt /sources.list, 3aTEM BBITIOJIHUTh KOMMaHIY
apt-get update, CMOTpPH ONKMCAHUE BHIIIIE, U, B KOHIIE KOHIIOB, HETIOCPEICTBEHHO ITPOU3BECTH

OOHOBJIEHHE C IIOMOIIBIO:

sudo apt-get dist-upgrade

ITo mporecTBUM JOBOJIBLHO 3HAUUTEILHOTO IIPOMEKYTKA BPEMEHH, Ballla CUcTeMa OyeT
oOHOBIIEHA g0 Oosiee HOBOM Bepcuu. OOBIYHO, ITOCIe OOHOBJICHUS CUCTEMBI HY)KHO OyIeT
BBITTOJTHUTH HEKOTOPBIE IIATH, CJICAYS UHCTPYKIMK 110 OOHOBJICHUIO, TTPEIOCTABICHHOM B

0oJiee HOBOM BEPCHUU CUCTEMBL.

HeﬁCTBHﬂ KOMaH/bI apt-get, TaKMe KaK YCTaHOBKA M yAAJICHUE NAKECTOB, COXPAHAIOTCS B (baﬁn

/var/log/dpkg.log

3a monoJHUTENBbHOM HH(opManuei 00 ucnonb3oBanuud APT oOpaturech kK Joxymenmayuu no

Debian APT [http://www.debian.org/doc/user-manuals#apt-howto] nam BBIITOJHUTE KOMMAHAY:

apt—get help
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3. Aptitude

[Tpunoxenue Aptitude mpegocTaBseT TEKCTOBBIN HHTEp(DEHC, yIIPaBIsIEMBbIil C TOMOIIBIO MEHIO,
K GhyHKIUSIM cucTeMbl Advanced Packaging Tool (APT). MHorue oCHOBHBIE (DYHKIUH YITPaBICHUS
[MaKeTaMH, TAKUE KaK YCTAHOBKA, y/ialleHue 1 OOHOBJICHHE, BBITMOJHSIOTCS B Aptitude ¢ TOMOIIBIO

OJHOCHUMBOJIBHBIX KOMMAaH/, KOTOPBIC 0OBIYHO OpeaACTaBJICHBI ITPOITMCHBIMU 6yKBaMI/I.

Hawnyunmit cnoco6 ncnonb3oBanust Aptitude - pabota ¢ HUM B HerpauuecKoi TepMHUHAIIBHON
cpene it obecrieueHust MpaBUIbHOM pabOThl KOMMAaH/IHBIX KJIaBHIl. Bbl MokeTe 3amycTuTh

Aptitude Kax OOBIYHBIN TTOJIB30BATETHF B KOMMAH/THOM CTPOKE TEPMUHAJIA C TIOMOTITHIO:

sudo aptitude

[Tocne 3amycka Aptitude, Bbl yBUAMTE CTPOKY MEHIO BBEPXY 3KpaHa U JIBE [TAHEIIN 01 HEH.
BepxHsist maHenb COOEP>KUT I'PYIIIBI HAKETOB, TaKue Kak Hosvie nakemwl u Heycmarnosaenuvie
naxemel. B HrkHelN na"enu oroopaxxkaercs nHGopMmanys, CBsI3aHHAs ¢ MaKeTaMU M KATETOPUSIMU

ITIAKETOB.

Hcnonb3oBanue Aptitude 1151 yripaBjieHHs TIAKETaAMH OTHOCUTENIBHO MPOCTO, a
MOJIb30BATEIBCKHUI MHTEP(ec 0OeryaeT BHIIOTHEHHE TOBCEIHEBHBIX 3a1a4. Jlanee ciuenyioT

MIPUMEPBI, KaK BBIMOJHITH OCHOBHBIE (DYHKIMHN YITPABJICHUS ITaKkeTaMu B Aptitude:

* YcranoBka naketoB: UTOObI yCTAHOBUTD NTAKET, HAUINTE HYKHBIHM AKET Yepe3 IPYyIILy
"HeycTaHOBIIEHHBIE MAKETHI'", UCIIOIB3YS, HATPUMEDP, KYPCOPHBIE KIIABUIIN U KIIABUIILY
ENTER, 3aTeM BBIIENNTE ITAKET, KOTOPBIN BBl XOTUTE YCTAHOBUTB. 11ocTe BeIAEIEHNS
HY>XHOT'O IIAKETa, HAXXMUTE KJIABUILY +, U CTPOKA C OIIMCAHUEM ITAKETa NOJDKHA CTATh 3€/1eHO,
[TOKa3bIBasl, YTO MMAKET OTMEUEH Il YCTAHOBKU. Ternepb HAXKMUTE KIIABUILY g, BBl [TOJTYyUUTE
OIMCaHUE OIpeanui, KOTopble OyayT Mpou3BeeHbl Haj maketamu. HaxxmuTe eme pas
KJIABUIILY g, ¥ IPOTpaMMa ITOMPOCUT BAC CTATh IMUHUCTPATOPOM [IJIs 3aBEPILIECHMS IIpoLecca
ycraHoBku. Haxxmute ENTER, 3T0 npuBeneT K NOsIBJIEHUIO CTPOKH [1JIs1 BBOAA HapoOJIsl.
BBenute Bau naposb, 4ToObI CTATh AAMUHUCTPATOPOM. B KOHIIE KOHIIOB, HAXXMHTE €lle pa3 g,
BBI OJIyumTe 3anpoc Ha ckaunBaHue nakera. Haxas ENTER nHa sneMente I1podoasicums, Bbl

3aIllyCTUTE MMPOUECC CKAYUBAHUA U YCTAHOBKH ITAKETA.

* VYnanenue nakeroB: UYT0OObI yAaIuTh MAKeT, HAWAUTE HY>KHBIN MAKET Yepe3 IPYyIILy
"YcTaHOBIIEHHBIE TAKETHI", UCIIOJIb3Ysl, HAIPUMED, KypcopHble kiaBulu v kiasuily ENTER,
3aTeM BBIIENINTE MTAKET, KOTOPBIN BBl XOTUTE YAAIUTbUTh. [10Cie BbIAeIeHns] Hy)KHOTO TTaKeTa,
Ha)XMUTE KIIABUITY +, U CTPOKA C ONMCAHUEM MAKETA JTIOJKHA CTATh PO3080ii, TOKA3bIBAS,

YTO MAKeT OTMEUEH [JIs1 yaaneHus. Ternepb HaXKMUTE KIIABUILY g, Bl TOJIYYUTE OMUCAHUE
oIpeanuii, KOToOpble OyIyT Npou3BeieHbl HaJ nakeramu. HaxxmuTte ewe pa3 kiasuily g, v
porpamMma MOMPOCUT BacC CTaTh aAMUHHACTPATOPOM JIJI51 3aBEPILECHUS ITPONECCa YCTAHOBKU.
Haxxvute ENTER, 3T0 npuBeaeT K IOSIBJICHHIO CTPOKH JIJ1s1 BBOJa napoisi. BBegure Bai
apoJib, YTOOBI CTATH AAMUHUCTPATOPOM. B KOHIIE KOHIIOB, HAXKMHTE €IlIe pa3 g, Bbl MOIYUUTE
3ampoc Ha yxaienue nakera. Haxxas ENTER Ha anemente I1podosowcums, BBl 3aITyCTUTE

IIponecC yaajaCHus IaKeTa.
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* OOHoBJIeHHe KaTaJIora nakeroB: YToObl 0OOHOBUTH KAaTAJIOT [TAKETOB, IPOCTO HAXKMHTE
KJIABUIILY U, ¥ TPOTpamMMa MOMPOCUT BAC CTATh AAMUHUCTPATOPOM ISl 3aBEPLIEHUS ITPOLECCA
ycraHoBkU. Haxkmure ENTER, 3T0O IpuBEAET K IMOSBIIEHUIO CTPOKHU JJIs1 BBOJA NTAPOJIS.
BBenute Bai naposb, 4ToObI cTaTh aAMUHUCTpaTOpoM. HauHercs mpouecc 0OHOBIEHUS

KaTtajiora rmake€ToB.

¢ OoOnoBieHHe nakeroB: YToObl OOHOBUTH MMAKETHI, BHIITOJIHUTE OOHOBJIEHHUE KAaTajIoTa ITIAKETOB,
KaK OMMCAHO BBIIIE, 3aTeM HaxxMuTe KiaBuiy U 4TOOBI BEIOpPATh BCE AKETHI, JJ1s1 KOTOPBIX
UMEIOTCs OOHOBIIEHUS. Teneps HAKMUTE KJIABUIIY €, BbI TIOJIYUHTE OITUCAHUE OTIpeanui,
KOTOpBIE OyIyT MPOU3BEACHBI HaJ TakeTaMu. HaxkmMuTe erre pa3 KJIaBuIy g, U TporpaMmma
IOIIPOCUT BAC CTATh AJIMUHUCTPATOPOM [IJISI 3aBEPIICHUS Mpolecca yCTaHOBKU. Haxxmure
ENTER, 5T0 npuBeJeT K MMOSBIEHUIO CTPOKH JUIsl BBOAA MapoJis. BBeauTe Bail naposib, 4TOObI
CTaTh aJIMUHUCTPATOPOM. B KOHIIE KOHIIOB, HAXXMUTE €I1Ie Pa3 g, BbI MOJIYYHUTE 3AIIPOC HA
ckaunBanue nakeroB. Haxxa ENTER na anemente ITpodoastcums, Bbl 3aI1yCTUTE IIPOLIECC

OOHOBIIEHUS [TAKETOB.

HepBaﬂ KOJIOHKA, 0T06pa>1<aeMaﬂ B CIIMCKC ITAKETOB B BerHeﬁ IIaHeJIu, IIPpHU HETIOCPECACTBEHHOM
IIPOCMOTPC ITAKECTOB, 0T06pa>1<aeT TCKYHIICC COCTOAHME ITAKETA U UCITOJIB3YCT CIICAYIOIINC

CHUMBOJIBI /ISl HTHIMKAIMK 3TOT'0 COCTOSIHUS:

* i: [TakeT ycTaHoBIIeH

» c: [lakeT He ycTaHOBJIEH, HO HACTPOUKHU MTAKETA OCTAJIMCh B CUCTEME
* p: YaamneH u3 CUTEMBbI

* v: BupTyanbHbIli akeT

* B: HcnopueHHbII TaKeT

* u: Daiibl pacrakoBaHbl, OJJHAKO HACTPOMKA MMaKeTa He 3aKOHYEHa

* C: Ilony-HactpoeH - HacTpoiiku makera 3aKOHYHIIACH HEeyT1aued, HeOOX0IUMO UCITPABIICHUE

MPOOIIeMBI

» H: Ilony-HacTpoeH - YaaneHue nakera 3aKOHYMIACh Heyaauel, He0OX0IMMO UCTIPABIICHHE
MPOOIIeMBI

YtoOs! BeIiTH U3 Aptitude MPOCTO HAXKMHUTE KJIABUIITY ( M IIOJTBEPUTE CBOM BbIXOA. MHOTHE

JIpyrue PyHKIUM JOCTYITHBI U3 MeHIO Aptitude, KOTOpOe JOCTYITHO 1O HaxaTuio kiasuiiu F10.
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4. Kondurypaius

OnucaHus peno3uTOPUEB cucTeMbl Advanced Packaging Tool (APT) xpaHsrcs B daiire
letc/apt/sources.list. Jlajgee paccMOTpeH mpuMep Togo0HoTO (haia u 1aHa uHpopMaI|s o

100aBIIeHUH B 3TOT (aityl U y1aJeHUH U3 HETrO CChUIOK Ha PENO3UTOPUH.

3decs [../sample/sources.list] BBl MOXeTe HAWTH TPOCTOM MTPUMEP TUITUIHOTO (aiiia

/etc/apt/sources.list.

BbI MOkeTe U3MEHATH (a1 JJTsl MOIKITIOYSHUS U OTKJTIOUEHUs pero3uTopueB. Hampumep, pist
OTKJTFOUeHMs TpeOOBaHMs BCTaBUTh AUCK Ubuntu BO BpeMsi BBIITOJIHEHHS OTIEPALMH C ITAKETAMM
MIPOCTO 3aKOMMEHTHPYHTE CTPOKH C COOTBETCTBYIOIIMM TUCKOM, KOTOPBINA HAXOUTCS B HAYaIe
(aiina:

# "He Hapo mpocuTh muck Ubuntu

# deb cdrom: [Ubuntu 6.06 _Dapper Drake_ - Release 1386 (20060329.1)]/ dapper main restricted
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S. JlonoJIHHTEJIbHbIE PENO3HTOPHH

B nononHeHue K NoaepKuBaEMbIM O(UIMAIBHO PEMO3UTOPHUSIM 10cTynHbIM B Ubuntu,
CYILECTBYIOT JIOTIOJTHUTENIBHBIE PEMO3UTOPHUH, TIOAJIEPKUBAEMbIe cO00IIecTBOM. B HUX
COZIepKaTCs THICSYM JOIOJHUTEIbHBIX [TAKETOB /ISl YCTAHOBKH. [IBa Hanbosee NOMyJIsIpHbBIX

(M3 IOMOJIHUTENBHBIX) PENO3UTOPHS Ha3bIiBatoTCs Universe u Multiverse. 9T peno3uTopun

He UMEIOT odunmaibHoM noaaepxku Ubuntu, TO3TOMY 110 YMOJIYAHHIO OHM OTKJIIOUYEHBI. B
0011eM Ke, UCITOIb30BAHME ITAKETOB UX 3TUX PENO3UTOpUEB Ha Baulel Ubuntu cucteMe 10BOJIBHO

0Oe30IacHo.

ITakeTs! u3 penozutopus Multiverse 4aCTO MIMEIOT OrPaAHWUYEHUSI JIMIIEH3NOHHOTO
XapakTepa, 4TO HC IMO3BOJIACT BKIIIOYATD JAHHBIC ITAKCTBI B U PACIIPOCTPAHATD UX
BMECTE CO CBOOOTHON OTIePAIMOHHON CUCTEMON, O0JIEe TOTO UCTIOTE30BAHUE 3TUX

IMAKETOB MOXET OBITh HE3aKOHHBLIM B Ballleil CTpaHe.

O OOpartaeM Ballle BHUMaHUE, UTO YKa3aHHBIC perto3utopun, Universe u Multiverse,
HE coJiepkaT O(pUIHAIBLHO TOICPKUBAEMBIX TTAKETOB. B UacTHOCTH, MOXKET He

CYIIIECTBOBATH HEOOXOAMMBIX OOHOBJIEHHH 0€30MACHOCTH TSI 3TUX [TAKETOB.

JocTymHo OO0JIbIIIoe KOJIMUYECTBO IPYTUX UCTOYHUKOB MTAKETOB, HHOTA MTPEIOCTABIISIONINX
JIOCTYM JIMIIIb K OJHOMY MAaKETy (HAapuMep, B Cllydyae MaKeTa ¢ UCXOAHbIMU KOJAMH,
MPEIOCTABIIEMOTO pa3pabOTUNKOM OTAETBHOTO MPUIOKEHUs). BBI TOJIKHBI OBITh OUEHB
OCTOPO>KHBI U BHUMATEIbHBI IPU UCTIOTHE30BAHUN HECTAHAPTHBIX NICTOYHHUKOB MTAKETOB.
BHuMaTenpHO M3yUnTE KaK HCTOUYHHMK, TAK M MAKET NMEPE YCTAHOBKOM, TaK KaK HEKOTOPBIE
WUCTOYHUKH, U TTAKETHI, TPEIOCTABIISIEMbIE UMM, MOTYT BBI3BaTh HECTAOUIIBHYIO pabOTy Balmei

CUCTEMBI WU JaXKe TTOTHYIO €€ HepaOOTOCIIOCOOHOCTD.

YTtoObl MOAKITIOUUTE pernio3utopuu Universe u Multiverse, pACKOMMEHTHUPYHUTE COOTBETCTBYIOIINE
CTpOKPIB(baﬁHG /etc/apt/sources.list:

# Mbl OYeHb-OUEHb XOTHM HCIOJIb30BaTh peno3uTopuu Multiverse u Universe! Hy noxany#cra

deb http://archive.ubuntu.com/ubuntu dapper universe multiverse

deb-src http://archive.ubuntu.com/ubuntu dapper universe multiverse

5.1. CcpUIKM

HOWTO: JJobasaernue penosumopues (Ubuntu Wiki)
[https://wiki.ubuntu.com/AddingRepositoriesHowto]
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I'maBa 4. Paoora B cetn

KoMITbIoTepHBIE CETH COCTOST U3 IBYX U OOJIee YCTPOUCTB, TAKMX KaK KOMITBIOTEPHBIE CUCTEMBI,
MIPUHTEPHI, U COMYTCTBYIOIIee 000pyA0BaHUE, OO BEAMHEHBIX KAaOETHHBIMU WX OECTIPOBOTHBIMU
COEIMHEHUSIMU C LIEJIBIO Pa3AeNieHUs U pacipeaesaeH st nHOOpMAaIWi CpeIy TOAKITIOUEHHBIX

YCTPOWMCTB.

JlanHblit pa3aen pykoBoACTBa Mo cepepy Ubuntu coaepKuT ob1Iye CBEICHUS U CIeNU(PUUECKYIO
WH(GOPMANUIO OTHOCUTETILHO PA0OTHI B CETH, BKIIIOUASI 0030p CETEBBIX KOHIICTIIHIA U TOAPOOHOE

PACCMOTPEHHUE MMOITYJIIAPHBIX CETEBBIX IIPOTOKOJIOB U CEPBEPHBIX HpHJ’IO)KGHPIfI.
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Pabora B ceTu

1. HacTpotika ceTn

Ubuntu mocTaBiIsieTCsl ¢ HECOJIbKUMU Fpa(I)I/I‘{CCKI/IMI/I HUHCTPYMCHTAMM OJI1 HaCTpOﬁKH CCTCBbIX
YCTpOfICTB. 9T1O0T JOKYMCHT paCCUUTAH Ha IMPOJABUHYTBIX MOJIb30BATENIEH U (bOKYCI/IpyeTCﬂ Ha

YIIpaBJICHHUU CETHIO C ITIOMOIIBIO KOMaHIHOU CTPOKH.

1.1. Ethernet

Bonbias yacte HacTpoek ethernet CKOHIGHTPUPOBAHA B OAHOM (arie:
/etc/network/interfaces. Ecin Yy BaC HET CETEBBIX yCTpOﬁCTB, TOraa TOJBKO
loopback-unTtepdeiic 6yaeT npeacTaBiieH B 3ToM daiiie, U Gailst OyaeT BhITISIIETh MPUMEPHO BOT
TaK:

#3TOT daWn ONHCHBAET CETEBbE YCTPOHCTBA MNPUCYTCTBVIAIHE B CHCTEME

# u cmocofwl ux akTuBauuu. Hna Gonee mompobuod uudopmauuu cMm. interfaces (5).

# The loopback interface
auto 1lo

iface lo inet loopback
address 127.0.0.1
netmask 255.0.0.0

Ecnu B Bamelt crcreMe OnHO ethernet-yCTpoOiCTBO, KOTOPOE ITOIY4YaeT HACTPOEYHbIE JAHHBIE C
cepsepa DHCP, 1 0HO JOIKHO OAKIIIOYATHCS aBTOMATUYECKH ITPU 3aIPY3KE CUCTEMBI, TO IS
€ro HaCTPOMKH OHAA0OUTCS BCETO JIMIIb IBE CTPOUYKHU JOMOJIHUTENBHO:

auto ethoO
iface eth0O inet dhcp boot

IlepBas cTpoka rOBOPHUT O TOM, UTO YCTPOHCTBO ethQ JOKHO BKIIIOUATCS aBTOMATUYECKU

pu 3arpyske. Bropas crpoka omnpenenset, uto uHTepdeiic («iface») ethQ mommkeH paboraTh

B IPOCTpaHCTBe afpecoB IPv4 (3ameHuTe «inet» Ha «inetb» ISl yCTPOWCTB ¢ aapecamu [Pvo)

Y IIOJIy4aeT HacTpoeuHble nfaHHble ¢ cepBepa DHCP. [ToapasymeBasi, UTo Ballla CETh U CEPBEP
DHCP HacTpoeHbI U pabOTAIOT MPaBUIBLHO, HACTPOMKHU CETH TAHHOTO KOMITbIOTEPA HE TPEOYIOT
JanpHeuel HacTporku st pabotsl B cetr. CepBep DHCP npenocTaBut apec OCHOBHOTO
LITI03a (pealln30BAHHOTO C IOMOIIBI0 KOMaHAbI route), IP-agpec ycTpoicTBa (peaJM30BaHHOTO
¢ moMoIIbIo KoMaHAkI ifconfig) u agpeca DNS cepBepoB, HUCIIONB3YEMBIX B CETH (PEAIM30BAHO B

(aiine /etc/resolv.conf)

JJ1s1 HacTpOWKM Balllero ycTpoicTBa ethernet Ha UCIIOJIB30BaHUE cTaTudeckoro IP-anpeca u
coOCTBEHHBIX HACTPOEK, HEOOXOAMMO UMETh OoJiblie nHpopMauun. J{omycTum, Bbl XOTUTE
npucBouTs [P-aapec 192.168.0.2 ycTpoiicTBy ethl, co cranmapTHOM Mackor cet 255.255.255.0.
IP-amgpec Bamero ocHoBHOTO 1utro3a 192.168.0.1. Torma Bam ¢aiii /etc/network/interfaces
Oynmet moo0eH CIeayoIeMy:
iface ethl inet static

address 192.168.0.2

netmask 255.255.255.0
gateway 192.168.0.1
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B aToMm ciiydae BaM Takke HEOOXOIUMO OIPEACIIMTh BpYUHYIO Balu cepBepbl DNS B daiite
/etc/resolv.conf, KOTOPBIHM OyAET BHITIISACTh TpuMepHO Tak: which should look something like
this:

search mydomain.com

nameserver 192.168.0.1

nameserver 4.2.2.2

HupekTtusa search 6yaet 1o0aBiasiTh mydomain.com K 3aipocaM UMEHH XOCTa IIPH MOTBITKAX
pas3penmTh UM B Balllei cetu. Hampumep, eciiu 1oMeH Baiieti ceTd mydomain.com U BbI
MOIBITAETECh MTOCIIATh 3X0-3aMPOC XOCTy «mybox», 3armpoc DNS Ha paszpeiieHue umeH Oyaer
MoaupuIMpPoBaH K BUIY «mybox.mydomain.com». IHCTpYKIuY nameserver ONPEACISIOT
cepBepbl DNS, ucnosnb3yeMsblie 1 pa3pelieHust UMeH XocToB B IP-anpeca. Eciu BbI UCIIOJIB3YETE
cOOCTBEHHBII CEPBEP UMEH, YKAXKUTE €ro 3/1eCb. B MpOTHBHOM ciyyae, 3aIpocuTe y

Balero mposatizepa yciayr MutepHet (Internet Service Provider, ISP) anpeca ocHOBHOTO 1
BCIIOMOTaTelbHOTO cepBepoB DNS, u onummte ux B aiisie /etc/resolv.conf KaK OKa3aHO

BBIIIIC.

Cy1ecTByeT 00JIbII0€ KOJIMYECTBO BO3MOKHBIX BAPHAHTOB HACTPOEK CETH, BKIIIOYAsl MOJIEMHBIE
untepdeiicel PPP, padoty B cetu mo mpotokoiy IPv6, VPN ycrporictBa u T.11. Bosnee monHas
uH(pOpPMAaLKS U OTMCAHHE TIOIIEPKUBAEMBIX BO3MOKHOCTEN TAHO B PYKOBOJICTBE man 5
interfaces. [ToMHuTE, UTO (AT /etc/network/interfaces UCMIONB3YeTCs ckpuntamu ifup/ifdown
B JUIS IIPEIOCTABJIEHUsI CXEMBI HACTPOHEK 00JIee BBICOKOTO YPOBHS, UEM MOXKET UCIIOIb30BATHCS
B Ipyrux AucTpuOyTrBax JIMHYKC, a TakkKe, YTO TPaAULMOHHbIE HU3KOYPOBHEBBIE YTHUIIUTHI
Takue Kak ifconfig, route u dhclient Takke JOCTYIHBI BaM 7151 CHIEUUATIBHO ITOA0OPaHHBIX

HaCTpPOCK.

1.2. Yupasnenue 3amucsimu DNS

JlaHHbIM pa3aen oObICHIET KaK HACTPOUTh UCIIOJIb30BaHKE CYIIECTBYIOIINX CEPBEPOB UMEH
(name server) mpu paspelreHuu IP-anpecoB B MMEHA XOCTOB U 00paTHO. 31eCh HE OOBSICHSIETCS,

KaK HACTPOUTH CUCTEMY IJIsA pa6OTI>I B KaUCCTBC CCPBEPa UMCH.

Hns ynpasienust ciuckoM DNS, BBl MokeTe 100aBIATH, U3BMEHSITh WU yAAIsITh uMeHa DNS B
(aiine /etc/resolv.conf. ComepxumMoe ghatira-npumepa [../sample/resolv.conf] mpencraieHo

HMXKCE:

search com

nameserver 204.11.126.131
nameserver 64.125.134.133
nameserver 64.125.134.132
nameserver 208.185.179.218

KitoueBoe c1oBo search ompeneseT CTpOKy, KOTopast OyneT 7100aBIAThCS K HETIOJTHBIM UMEHAM
xocToB. B Hammem mpumepe 310 cTpoka com. To eCThb, €ClIU MBI BBITIOJTHUM KOMMAH/Y: ping

ubuntu, oHa OyneT UHTEpIpeTUpOBaHa Kak ping ubuntu.com.
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KmoueBoe ciioBo nameserver omnpezenset [P-anpec cepBepa umes. DToT aapec OyaeT
UCIIOJIB30BaH, TIPH pa3pelieHuu 3a1anHoro IP-aapeca ninm uMenu xocra. JaHHbIi daitn
MOKET COJEPKATh HECKOJIBKO 3aAIMCElN C ONMCAHUEM cepBepoB uMeH. CepBepbl UMEH OyayT

HCIIOJIb30BATHCS CETECBBIMU 3aIlIpOCAMU B TOM XK€ IIOCIIEA0BATEIIbHOCTH, KAK OHU YKa3aHbl B

(haiire.

O Ecnu cepsepa umedn DNS gocrasisitores apTromatuuecku yepe3 DHCP wiu PPPOE
(ot Bamero ISP). He qoOaBIIsIATE 3aMKMCH JIJI CEPBEPOB UMEH B 3TOT ¢atin. OH OyeT

OOHOBJIEH aBTOMATHYECKH.

1.3. YpaBiaeHUe XOCTaMHu

J7s1 ynipaBiieHust XOCTaMu, Bbl MOXeTe JJOOABIISITh, U3MEHSITh, YAAISATh XOCTHI B (haiine
/etc/hosts. DTOT (Dai comepxut IP-ajipeca U COOTBETCTBYIONIKE UM UMEHA XOCTOB. Kora
Ballla CUCTEMA MBITAETCS pa3pelluTh Ha3BaHue xocra B [P-aapec, cHauana mpoucxoaur
obOpateHue K Qaiity /etc/hosts ¥ JMIIb IOTOM UCIOJIB3YIOTCS cepBepbl uMeH. Eciu IP-aapec
COJIEPKUTCS B paliyie /etc/hosts, CEPBEPHI UMEH HE UCTIONB3YIOTCS. Takoe MoBeAeHUE MOXKET

OBITH M3MEHEHO HACTPOMKAMHU B (haiijie /etc/nsswitch.conf, HA Balll COOCTBEHHBIN PHUCK.

Ecnu B Baeii ceTu ecTb KOMIBIOTEPHI, Ubk IP-afgpeca He mpomnucansl B DNS, MBI peKOMEHAyeM

BaM 00aBUTH UX B (haMII /etc/hosts.
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2. TCP/1P

ITpoTokon koHTpoA nepeaaur AaHHbIX U MHTEpHET poTokoa (The Transmission

Control Protocol and Internet Protoco - TCP/IP) - 310 cTaHAapTHBIN HA00P MPOTOKOJIOB,
pa3paboTaHHBIX B KOHIE 70-X FO/I0B yIpaBIeHUEM NEPCIEKTUBHOTO TUIAHUPOBAHUS OOOPOHHBIX
Hay4YHO-HCCIIeoBaTebcKux padoT (DARPA) B KadyecTBe cpeicTBa KOMMYHUKAIMH MEKITY
pPAa3IMYHBIMU THIIAMHU KOMITBIOTEPOB U KOMITBIOTEPHBIX ceTell. Tak kak ceTb HTEpHET
rnocrpoeHa Ha creke mpoTokosioB TCP/IP, oHM NpeACTaBIISIOT CaMblii MTOIYJISIPHBIN HA0O0D

CETEBBIX IIPOTOKOJIOB Ha 3eMIIe.

2.1. BBenenue B TCP/IP

JBe koMnoHeHThI ITpoTokojia TCP/IP uMeroT J1e10 ¢ pa3InuHbIMU ACTIEKTAMH KOMITBIOTEPHBIX
cetet. Humeprem npomoxoa (Internet Protocol), "IP" B TCP/IP - 3T0 mpoTokon 6€3 opraHu3anuu
COEIMHEHUS], KOTOPBI 00ECIIeUnBALT JIMIIb [IEPECBUIKY CETEBBIX ITAKETOB, UCIIOIBL3YS [P
damazpammel B KQUECTBE CIMHUIBI IPEICTABIICHUS ceTeBo nHpopMauu. IP matarpamma
COCTOMT U3 3ar0jIOBKa, 38 KOTOPBIM CIIEAYET TEI0 COOOIeHUS. [IpomoKkoa ynpasaerust
nepedaueti(Transmission Control Protocol), TCP B TCP/IP, obecrieunBaeT XocTaM CETH
BO3MOXHOCTH YCTAHABIIUBATh COCTUHEHMSI, KOTOPBIE MOTYT OBITh UCITOJIb30BAHBI JJISI

obMeHa moTokamu JaHHBIX. TCP oOecnieurBaeT rapaHTUPOBAHHYIO JOCTABKY JAHHBIX MEXKIY
COEIMHEHHBIMH CUCTEMAMH, a TAK)XE TO, YTO 3TU JAHHbIC JOCTABJISIIOTCS HA MPUHUMAIOIIUI XOCT

B TOM K€ CAMOM TOPS/IKE, B KOTOPOM OHH OBLIM OTIIPABJICHBI C IPYTOr'0 XOCTA.

2.2. Hacrpoiika TCP/IP

Hactpoiika npotokosna TCP/IP cocTOUT W3 HECKOJIbKHX 3JIEMEHTOB, KOTOPbIE JOIKHbI

OBITh YKa3aHbBI B COOTBETCTBYIOIIMX (aiiiaX KOHPUrypamui, Wi MOJIYYCHbBI C TOMOIIBIO
JIOTIOJTHUTEJIFHBIX CITY>KO TaKUX KaK CEpBEp MPOTOKOJIA TMHAMUYECKOM HACTPOUKHU XOCTOB
(Dynamic Host Configuration Protocol, DHCP), koTOpbI#, B CBOIO OU€pENb, MOKET ObITh HACTPOEH
JUIs1 aBTOMATUYECKOTO IIPEAOCTABIIEHUS IPaBUIbHBIX HAcTpoeK TCP/IP kimeHTaM ceTu.
CrenyromuM ImapaMeTpaM HaCTPOMKHU TOJDKHBI OBITh YKa3aHbI PAaBUJIbHBIC 3HAUYCHUS, YTOOBI

obecneunTh HOpMaJIbHYIO paboTy Batel cucremsl Ubuntu B ceTH.

OObrunbIe meMenTsl HacTpoek TCP/IP v nx Ha3HaYeHHUEe TAKOBBIL:

» IP agpec. IP anpec - 370 yHHKaIbHAS UIEHTU(PUKAIMOHHAS CTPOKA, IPEICTABIICHHAS B BUJIE
YeTBIPEX AECATHUHBIX Ynce B quamna3zone oT Hys (0) 4o ABYXCOT MSITHACCATH IIsITH (255),
pa3menéHHbIX TOYKAMH, KaXI0€ U3 YEThIPEX YMCeTT ITPEACTABIISET BOCEMb (8) OUT ampeca,
MOJTHAS JTMHA KOTOPOTO TpUANaTh ABa (32) 6uta. ToT hopMaT Ha3bIBAIOT dotted quad

notation (uemvipexKOMNOHEHMHAS. CUCHEeMA 0003HAUeHUli adpecos ¢ MouKamiL).

* Macka cern (Netmask) Macka mojiceT (Miu mpocTo, netmask) - 3TO JOKajbHast OUTOBas
MackKa, Uik Habopsl GIraros, oTaensiomas yacts [P-aapeca, 3HaUUMYIO JJIsI CETH, OT OUTOB,

3HAYUMBIX ISl nodcemu (subnetwork). HanmpuMmep, B cetu kitacca C, cTaHIapTHasl Macka CeTH
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oIpejelieHa Kak 255.255.255.0, oHa MackupyeT nepBble Tpu OarTa IP agpeca 1 mo3BoJseT

nocneHeMy O6aunTy IP agpeca octaBaThCsl TOCTYITHBIM ISl 0OO3HAUEHHS XOCTOB B TIOJICETH.

Anpec cetn (Network Address) Aapec cetu peicTaBisieTcs: OaiTaMu, BKITIOUAIOITUMU

B ce0s ceTeByIo yacth IP agpeca. K mpumepy, xoct 12.128.1.2 B cetn kiacca A OyaeT
rcronb3oBaTh 12.0.0.0 B KauecTBe agpeca CeT, KOTOopasi UCIOJb3YeT ABeHaauaTh (12) ais
npescTaBiieHus mepporo Oanra IP agpeca (cereBas 4acTh), Toraa kKak Hyiu (0) B OCTaBIIMXCS
TpexX OalT MPEICTABISIOT MOTCHIMAIBHBIC 3HAUCHMSI JJIST XOCTOB. XOCTBI CETH UCTIOJIB3YIOIIHE
CTaHJIapTHBIC 3aKPBITHIE U HE MapIIpyTusupyemele IP agpeca, mogoousie 192.168.1.100,
OyIyT, B CBOIO OYepelb, CIIOIL30BaTh B KauecTBe aapeca cetu 192.168.1.0, koTopas
ompeensieT nepeble Tpu Oarta 192.168.1 cetu xitacca C u Hyb (0) 11 BCEX BO3MOXKHBIX

XOCTOB B CE€TH.

IIupokosemaTenbHbli anpec (Broadcast Address) [1IupoxoBemnaTebHbIN aapec - 3TO
Takoii [P ampec, KOTOPBI MO3BOJISIET IEPEIATH CETEBBIE JAHHBIE OJJTHOBPEMEHHO HA BCE
XOCTBI 33/IAHHOM MOJICETH, BMECTO MepeAayl Ha KOHKPETHbIN XocT. CTaHAAPTHBIM O0IINM
IMPOKOBEIIATENBHBIM anpecoM 11 IP cerelt siBiisieTcs 255.255.255.255, onHako 3TOT
aJipec He MOXKeT OBITh UCIIOIB30BaH JIJIsl TIepelauu IMPOKOBEIIATEILHBIX COOOICHHI BCEM
xoctam cetd MHTepHeT, Tak Kak poyTephl OJIOKUPYIOT JaHHBIN agpec. bornee npuemiem
IIMPOKOBEIIATENBHBIN aAPEC COOTBETCTBYIOIMMI KOHKpeTHON noaceTy. Hanmpumep, 1
MIONYJIAPHOM 3aKpbITON ceTH Kiacca C, 192.168.1.0, mmpoKoBeaTeNbHbIN aAPEC JOTIKEH
OBITh HacTpoeH Kak 192.168.1.255. [llupokoBemaTenbHbIe COOOIEHUsT 0OBIYHO PACCHUTAIOTCS
CETEeBBIMU MMPOTOKOJIAMH TAKUMHU, KaK MMPOTOKOJI pazpenieHus aapecoB (Address Resolution
Protocol uiu ARP) u uHpOpMapoHHbI TPOTOKOI MapipyTu3aiuu (Routing Information
Protocol, RIP).

Anpec muo3a (Gateway Address) Anpec nuio3a - 3o IP agpec, yepes3 KOTOPBI HEKOoTOpast
CETh, UIIK XOCT B CETH, MOTYT OBITh JOCTYIHBI. I1yCTh OJIMH CETEBOM XOCT XKelraeT
OPraHu30BaTh COCUHEHUE C APYTUM CETEBBIM XOCTOM, HO OHU PACIIOJIOKEHBI B PA3HBIX CETSX,
B TaKUX CIIy4asiX JOJKEH UCTIONIb30BAThCS uiit03 (gateway). Bo MHOTHX cilydasix aJpec IUTI03a
OyJIeT COBNAAATH C aJPECOM MaPIIPYyTHU3ATOPA TOM ke CETH, KOTOPBIH, B CBOIO OUepelb, OyIeT
IepeHaIpaByIsATh TpaUK B IPYTHe CETH UK Ha APYTUE XOCTHI, TaKHe KaK XOCThl MHTepHeT.
Anpecy 11TI03a JTIOJHKHO OBITH MMPUCBOCHO MPABUIILHOE 3HAUSHHUE, B TPOTUBHOM CITydae Balia

CHUCTEMA HE CMOXKET CBA3ATHCA HU C OAHUM XOCTOM, HAXOOAIINUMCH 3a ITPEACIaMU BallICH CETH.

Anpec cepepa umeH (Nameserver Address) Agpeca cepBepoB UMEH ITPEACTaBISIOT 1P
aJipeca CUCTEM CITykKObI MeHOBaHHUs JoMeHOB (Domain Name Service, DNS), koTopbie
paszpemaioT umeHa xoctos ceTu B IP aapeca. ECcTe Tpu ypoBHS aipecoB cepBepOB UMEH,
KOTOPBIE MOTYT OBITh OTIPENICICHBI B MOPSJIKE PUOPUTETA: OCHOBHOIL (Primary) cepBep UMEH,
scnomozamenvhslil (Secondary) cepep UMeH, u mpemuunstii (Tertiary) cepBep umeH. st

TOT0, YTOOBI Ballla CUCTEMa MOTJIA Pa3pelIaTh CETeBbIEe MMEHA XOCTOB B COOTBETCTBYIOIIHE
IP anpeca, Bbl JOJDKHBI ONIPEETUTh JOIIYCTUMBIE aAPECA CEPBEPOB UMEH, KOTOPBIE BAM
pa3peIeHo UCIoib30BaTh B HacTpoitkax TCP/IP Bamieit cucteMbl. Bo MHOTHX ciIydasix 3TH

ajpeca OyAyT IIPeIOCTABIICHBI BAIIIMM ITPOBAMIEPOM CETEBBIX YCIYT, HO TAK)KE CYIIECTBYIOT
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CBO6OI[HBIC " OTKPLITO AOCTYIIHBIC CEPBEPAa UMEH, KOTOPBIC MOKHO HUCIIOJIb30BaTh, TAKHUC KAK

cepBepsl Level3 (Verizon) ¢ IP anpecamu ot 4.2.2.1 1o 4.2.2.6.

@ IP agpec, macka cetu, apec CeTH, ITMPOKOBEIATEIIbHbBIN aIPeC U aIpeC LIUTI03a
OOBIYHO OMPEACTISIOTCS C TTOMOIIBIO MOAXOSAIUX HHCTPYKIMIA B (aiiie
/etc/network/interfaces. AJIpeca cepBEPOB UMEH OOBIYHO 3aIAI0TCS C TOMOIIBIO
TMPEKTUBBI nameserver B Gpaiiie /etc/resolv.conf. JlJIst momydenus: 6osee moTHOM
UH(pOPMALUH, CMOTPHUTE CTPAHUIBI CHCTEMHOT'O PYKOBOJICTBA JUISl interfaces MM

resolv.conf, COOTBETCTBCHHO, BBCOs CIICAYIOIINWE KOMAaHAbI B TCPMHUHAJIC!

OOpaTtuTech K COOTBETCTBYIOIIEH CTPAHULIE CHCTEMHOTO PYKOBOJICTBA O interfaces C

IIOMOIIBIO KOMMAHABI:

man interfaces

OOpaTuTech K COOTBETCTBYIOIIEH CTPAHMIE CHCTEMHOTO PYKOBOJCTBA O resolv.conf C

IIOMOIIIBYO KOMMAH/BbI:

man resolv.conf

2.3. IP mapuupyTuzauus

IP mapurpytuzauus (pOyTHHT) - 3TO CIIOCOOBI ONPEAENICHUS] M HAXOXKICHHUS ITyTeH I0CTABKU
ceTeBbIX JaHHBIX B ceTu TCP/IP. MapipyTusanus UCIionb3yeT Habop mabauy mapupymusayuu
(routing tables) nu1s1 ynpaBIleHuUs IEpeJayeii CETEBBIX NAKETOB JAHHBIX OT OTIPABUTENS K
[10JIy4aTeNI0, 3a4aCTYIO Yepe3 MHOXKECTBO IPOMEKYTOUYHBIX CETEBBIX Y3/10B, UMEHYEMBIX
mapupymusamopsi (routers). IP MapmipyTu3anuys - 3T0 OCHOBHOM CITOCO0 OTIpeAe/IeHus My Ten
nocraBku B cetd MuTepuet. EcTh aBe ocHOBHBIX (hopMmbl I[P MapuipyTtusamuu: cmamuueckasi

mapuipymusayust (Static Routing) n dunamuueckasi mapupymusayusi (Dynamic Routing).

CraTtuyeckast MapIIpyTH3aLUs TO/Ipa3yMeBaeT pydHoe Jo0asnenue [P mapiipyToB B Tabuuiy
MapIIPYTH3ALUUA CUCTEMBbI, OOBIYHO 3TO JOCTUTAETCSl U3MEHEHHEM TaOJIUI MaPLIPYTU3ALMH C
IIOMOLIBIO KOMaHbI route. CTaTHueckass MapLIpyTU3aLUsl UMEET MHOKECTBO IIPEUMYILIECTB
Ha/Jl IMHAMHUYECKOM, TAKMX KaK IMPOCTOTA PeajIn3alyy B HEOOJBIINX CETSIX, IPEICKa3yeMOCTh
(TabnuIBl MAPIIPYTU3ALUUA PACCUUTHIBAIOTCS 3apaHee, CIeI0BATENIHHO UCIIOIb3yeMbIe
MapIIPYThl OCTAIOTCSI IOCTOSIHHBIM OT pa3a K pasy), a TAKKe Majas Harpy3ka Ha Jpyrue
pOYTEPHI U CETEBBIE COEAMHEHMSI TAK KAK HE UCIIOJIb3YETCs TPOTOKOJI JUHAMUYECKOM
MapupyTtuzamuu. OgHaKo, y CTaTUYECKON MaplIpyTH3aliM €CTh M CBOM MUHYCBI. Hanpumep,
ee MPUMEHEHHE OTPAaHUYEHO HEOOIIBIIIUMH CETSIMH, K TOMY K€ OHA TUIOXO MacIITadupyeTcsl.
Bornee Toro, u3z-3a GUKCUPOBAHHOCTH MAPIIPYTOB, CTATUYECKAS] MAPIIPYTU3ALMS HE MOXKET
aJanTUPOBATHCS K epedosiM B paboTe ceTH U OIMOKaM, BO3HUKAIOIIUM Ha MapLIpyTax

JOCTaBKH.

JAuHamuueckasi MapuIpyTU3anus 3aBUCUT OT OOJIBIIINX CETel CO MHOKECTBOM BO3MOXKHBIX

[P MapmipyTOB OT OTIIPABUTENS K IIOJYUYATENIO U UCIIOJIB3YET CIIENUATIBHBIE TPOTOKOJIBI
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MapIIPYyTU3ALUU, TAKUE KaK MPOTOKOJI MapipyTHoi uHpopmanuu (Router Information Protocol,
RIP), KOTOPBII NOAIEPKUBAET ABTOMATUYECKHE U3MEHEHUS B TAOIULIAX MaPIIPYTU3ALUH, YTO
JleIaeT BO3MOXKHBIM CaMy TUHAMUYECKYIO MapUIpyTHU3auurio. JIMHAMUYECKUI POYTUHT UMEET
HECKOJIBKO MPEUMYIIECTB HaJ CTATUYECKUM, B YHCIIE KOTOPBIX OTIMYHASI MACIITAOMPYyEMOCTh
Y BO3MOXHOCTD IOJICTPOMKHU MPU BO3HUKHOBEHUH COOEB U OITMOOK HA MaPIIPYTaX TOCTABKU
JIaHHBIX. B momonHeHue K 3ToMy, IpH 3TOM criocode He0OXOAMMO MEHBIIIE PYYHBIX HACTPOMEK
TaOJIUL MaPIIPYTU3ALKHY, TAK KaK POyTepbl OOMEHUBAIOTCS APYT C APYTOM UH(PpOpMALUEH

O CYILLIECTBOBAHMH JPYTUX POYTEPOB M JOCTYIHBIX MapLIPyTax. ITO TAKXKE yCTPAHSIET
BO3MOHOCTH BHECEHHSI OIMOOYHON NH(DOPMAIIMKU B TAOJIMIBI MAPIIPYTOB U3-3a OTUOOK
onepaTtopoB. OJHAKO, TMHAMUYECKHI CITOCOO MapIIPyTHU3ALMU TOXKE HECOBEPIIIEHEH. M3
HEAOCTATKOB Mbl OTMETHUM IOBBIIIEHHYIO CJI0KHOCTh U JIOIOJIHUTEIBbHYIO HATPY3KY HA CETH,
CBSI3aHHYIO C Iepefayei HHpopManum Mex1y poyTepaMu, KOTOpbIe He Jal0T MTHOBEHHbIX
MIPEUMYIIECTB MOJIb30BATEINIO0, HO B TO K€ BpeMsI UCIOJIB3YIOT YaCTh MIPOITYCKHOM ClTIOCOOHOCTH

CCTH.

2.4. TCP u UDP

TCP - mpOoTOKOJI C yCTAHOBJIEHUEM COEIMHEHUS, TTPEAOCTABIISIONIMIT KOPPEKIHUIO OMUOOK U
rapaHTUPOBAHHYIO JOCTABKY JAHHBIX Yepe3 TaK HA3bIBAEMOE ynpasieHue nepedaueii (flow
control). YIIpaBJIeHue TIepeaadeii orpeeseT Koraa IOTOK JAHHBIX HEOOX0IMMO OCTaHOBUTH
Y 3aHOBO OTIPABUTD MPEIBIAYIINE TTAKETH JAHHBIX BCIICACTBUE TAKUX MMPOOIIEM KaK KOAAUSUL
(collisions). TCP 0OBIYHO UCIIOIB3YETCS IMPU 0OMEHE BaXKHOM WH(pOpMAIKei, TAKOM KakK

TpaH3aKuu 0a3 TaHHBIX.

ITporokon nmonp3oBaTenbekux gararpamm (UDP - User Datagram Protocol), ¢ mpyro# cTOpoHBI,
ABJISETCS IPOTOKOJIOM Oe3 yCmaHo8.AeHUst cOeOuHerUst, KOTOPBIA PEIKO UCIIONb3YETCS IS
repeaayy BaXHbIX JaHHBIX, [IOCKOJIBKY B HEM OTCYTCTBYET YIIpaBJIEHUE lIepeayeii Win Ipyrue
CHOCOOBI FapaHTUPOBAHHOM JOCTaBKOM JaHHBIX. UDP 00BIUHO MCHOIB3YETCS B MPHIIOKEHUSIX
JUUISL TIepe/ladu TOTOKOBOTO ay/IMO WK BUJIEO, B KOTOPBIX OH siBnsieTcs: ObicTpee TCP u3-3a
OTCYTCTBHS KOPPEKIUHU OLIMOOK U YIIPABIICHUS NIepeiayueil, U I MoTepsl HECKOJIbKUX AaKETOB He

SIBJIIETCS] KATACTPO(UUHOM.

2.5. ICMP

ITpoTokon ynpasnstomux coobmenuii cet Mutepuet (Internet Control Messaging Protocol,
ICMP) - sT0 pacimpenue MuTepHeT npotokona (IP), onpeaenenHoe B nokymeHTe RFC#792
(Request For Comments), O1Iep>KUBAIOIIEE CETEBBIE MTAKETHI, COACPKAIINE YITPABIISIONIUE

¥ nHGOPMALMOHHBIE COOOIIEHH S, a TaKke coobmeHus 06 ommnbkax. ICMP ucnone3yercs
CETEBBIMH MPUIIOKEHUSIMH, HAITPUMED, YTUIUTOH ping, C TOMOIIBIO KOTOPOM MOKHO ONPENETUTh
JIOCTYITHOCTh CETEBOT'O XOCTa WK ycTpoiicTBa. Hampumep, cooOmieHust o0 ommoKax,
Bo3BpamaemMbix ICMP, KOTOpBIE ITOJIE3HBI KAK XOCTaM B CETH, TAK U yCTPOMCTBAM THUIIA
MapIIPYyTU3aTOPOB, BKIIIOUAIOT B ce0st adpecam nedocmynen (Destination Unreachable) n

npeesvluero epemst odxcudanus (Time Exceeded).
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2.6. JleMOHBI

JleMOHBI - 3TO CHenraibHbIE CUCTEMHbBIE TPOTPAMMBI, KOTOPBIE, KaK MPABUJIO, BBITIOTHSIOTCS
IIOCTOSIHHO B (DOHOBOM PEKUME U OKUAAIOT 3AMPOCOB HA (DYHKIUH, KOTOPHIE OHU
MIPEIOCTABIISIOT ISl APYTUX MporpaMM. MHOTHE IEMOHBI HATIPABJIEHBI HAa pa0OTY C CETHIO; TO
€CTh, OOJIBIIIOE YKCITO JEMOHOB, BHITIOJTHSIOIIUXCS B (JOHOBOM pekuMe B cucteMe Ubuntu MOTYT
MIPEAOCTABIIATH CETEBYIO (PUHKIMOHAILHOCTh. B KauecTBe mpuMepa TaKuX CETEBBIX IEMOHOB
MOxHO npuBectu Hyper Text Transport Protocol Daemon (httpd), KOTOPBII IPETOCTABIISIET
dbyHKIMK BeO-cepBepa, Secure SHell Daemon (sshd), KOTOPBIH TPeIOCTABIACT O€30TACHBIM
yJIAJICHHBIN TOCTYIT K KOHCOJIM U BO3MOXKHOCTD Tiepenaun ¢hainoB u Internet Message Access

Protocol Daemon (imapd), KOTOPBIN MPEOCTABIISIET CITYKObI JJIEKTPOHHOU MOYTHI.
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3. HacTpoiika MexxceTeBOoro 3kpaHa (oOpanamayepa)

Anpo Linux BkiIrouaet nojacucremy Netfilter, KOTOpasi UCIIONB3YETCS TS PETYIMPOBAHHUS
ceteBOoro Tpadduka, BXOASIIETO Ha WK MTPOXO/ISINETro Yepes3 Balry cucteMmy. Bce coBpeMeHHBIe

CpeICTBa MEKCETEBOM 3aIMThI Linux UCTIONIB3YIOT 3Ty CUCTEMY AT QUIbTPALMHY TAKETOB.

3.1. BBeaenue B Opanamayep

CucreMa (pubTpanuu MakeToB sapa Obuta ObI MAIOTPUTOTHOM JJISI aIMUHUCTPATOPOB Oe3
MOJIb30BATENbCKOTO UHTEpdeiica ynpasieHus ero. s 3Toro npeaHa3HaYeHO MPUIIOKEHUE
iptables. Korga maker mocturaer Bamero cepsepa, oH nepegaercs moacucteme Netfilter mrst
npuema, o0pabOTKU WITM OTKIIOHEHHS!, B 3aBUCUMOCTH OT TIPaBUJI, IIepeJaBaeMbIX eif U3 pabodero
MIPOCTPAHCTBA MOJIL30BATEINS C TOMOIIBIO iptables. Takum 00pa3oM, eciv Bbl XOPOIIO 3HAKOMBI
c iptables - 3TO Bce, YTO BaM HEOOXOUMO JIJIs1 YIIPABJICHUS MEXCETEBBIM IKpaHoM. OHAKO,
CYIIECTBYET MHOXECTBO MPOTPAMM IIPEIOCTABIISIONMX HHTePDEC U1 YIIPOIICHHUS STON

3aga4u.

3.2. IP MackupoBKa

Haznauenve IP MacKUpOBKH B TOM, YTOOBI ITO3BOJIMTH MAIlTMHAM B Balllel CETH C YACTHBIMH,

HE MapupyTusupyeMbiMu IP-agpecamu, uMeTh 1OCTYI B IHTEpHET Yepe3 MallluHYy,
OCYIICCTBIISIONTYIO MAaCKUPOBKY. Tpaduk u3 Baled ceTu, MpeTHa3HaYeHHbIM Ji711 UHTepHeTa,
JIOJDKEH OBITh 00paboTaH TakK, YTOOBI OTBETHI MOTJIM BEPHYTHLCS 0OpATHO HA MAIlIMHY, KOTOpas
opraHuzoBaja 3anpoc. YToObl 3TO cienaTh, SAPO AOJDKHO U3MEHUTH [P-anpec ucmounuxa

B K&)XJIOM TAKeTe TaK, YTOOBI OTBETHI BO3BpAIlaJINCh HAa CEPBEP, a HE Ha YacCTHBIN IP-agpec
(4TO HEBO3MOXHO B IHTEpPHETE), C KOTOPOTO CAeNaH 3anpoc. Linux ucnons3yet Connection
Tracking (conntrack) mjist XpaHeHUs 3aIMCU O TOM, KAKUM MAIllMHAM ITPUHAJIERKAT COEAUHEHUS],
Y TIepeHaNpaBIIsIeT KaX Il BO3BPAIICHHBINM MAKET COOTBETCTBYIOMUM 00pa3om. Takum
o0pa3om, Tpaduk, MOKUIAIOIIMHA BAIly CETh, "3aMaCcKUpPOBaH", Kak OyATO UCXOAUT OT MAIIIUHBI,
KOTOpAasi BBIIOJHSET POJIb UTI03a. B nokymenTarmu Microsoft 3TOT Iporecc ymnoMUHAETCS KaK

texHosorus Internet Connection Sharing.

DTOT0 MOXKHO JOCTHUYb C ITIOMOUIBIO ITPOCTOI'O ITpaBUjid B iptables, KOTOPOC MOKET CJICTKa

BapbHUPOBATHCA B 3aBUCUMOCTH OT HACTPOECK BalllEH CETH:

sudo iptables -t nat —-A POSTROUTING -s 192.168.0.0/16 -o ppp0 -j MASQUERADE

B xoManze, NpUBEeIEHHON BBIIIE, TPEAIIOIATrAETCS, UTO BBl UCIIOJIB3YETE 3aKPBITOE AAPECHOE
npoctpancTBo 192.168.0.0/16, a noakmouyeHue k MHTepHeT obOecneyeHo uepe3 ycTporcTso ppp0.

JlaHHBIN CHHTAKCUC MOYKET OBITh OOBSICHEH TaK:
* -tnat -- mpaBWJIO, JJIs1 oOpareHus Kk Tadaune NAT
* -A POSTROUTING -- npauito, go6asismoe (-A) x nenouke POSTROUTING

* -5192.168.0.0/16 -- mpaBuIO IpUMEHsIeTCs JUIs TpaduKa, MPOUCXOAAIIETO U3 0003HAUYEHHOTO

AAPECHOI'O ITPOCTPAHCTBA
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* -0 ppp0 -- mpaBUIIO MPUMEHSETCS K TpadUKy, KOTOPBI IUIAHUPYETCSl HAITPABUTH Yepe3

OIIPCACIICHHOC CCTCBOC YCTpOﬁCTBO

* - MASQUERADE -- Tpaduk IoIa aronuii Mo JaHHOE MPaBHIIO JOJDKEH OBITh
nepeHarpasniieH "jump" (-j) ¢ mackupoBkori (MASQUERADE) st 06paboTKH, Kak ONKUCAHO

BBIIIC

JTro6as nernoyka mpaBui B Ta0uie GuiabTpanuu (3T0O OCHOBHAS TaOJUIA, T/Ie TTPOUCXOTUT
00paboTKa OONBIIMHCTBA TAKETOB) UMEET B KAUeCTBE noumuxu (policy) o yMOITYaHUIO
npaBuiio ACCEPT (mpuHMMAaTBh), HO €CJIH BBl CO3JA€TE MEXKCETEBON IKPAaH B JTOMOJIHEHNE

K YCTPOMCTBY ILITIO3a, BbI MOKETE HACTPOUTh MOJIUTHUKHU HA UCTIOIb30BaHue mpasuil DROP
(mpontyctuth) unu REJECT (OTKIIOHUTE), B 3TOM citydae (JU1sl paboThI MpaBuiia, OIMMMCAHHOTO
BBIIIIE) HEOOXOAMMO PA3PEIIUTh MPOXOK/CHUE BAIIEr0 MACKUPOBAHHOTO TpaduKa uepes
nenouky FORWARD (nepeHanpaBuTh):

sudo iptables -A FORWARD -s 192.168.0.0/16 -o pppO —-j ACCEPT
sudo iptables -A FORWARD -d 192.168.0.0/16 -m state —--state ESTABLISHED,RELATED -i pppO —-j ACCEPT

Ot KOMAH/bI pa3p€lIaroT BCE COCAUHCHUA U3 BalLIEH JIOKAJIBHOM CETH B I/IHTCpHCT, a TAKXC
ITO3BOJIATIOT BCEMY Tpa(bm(y, OTHOCAIICMYCA K 3TUM COCAUHCHHAM, BO3BPAIATbCA HA MAILIMHBI

X UHUUHUPOBABIIIHEC.

3.3. UHCTpYyMEHTBHI

Ecth OobI1110€ KOTMYECTBO MPOTrpaMM, KOTOPBIE TOMOTYT BaM IOJHOCTHIO HACTPOUTH
O6paHaMaysp 6e3 HeOOXOMMOCTH TOAPOOHOrO U3yueHus iptables. ¥ Tex, KTO IpeaOYnTaAET
rpaduyeckue 000JI0UKH, JOBOIBLHO MOMYJISIPHO MPOCTOE B UCMOJIH30BAHUM MTPUIIOKEHUE
Firestarter, a Taxxe fwbuilder - oueHb MOIIHBIM HHCTPYMEHT HACTPOHKH, KOTOPBIN MOKAXKETCS
3HAKOMBIM aIMUHUCTPATOPAM, MOJIb30BABIIMMCS KOMMEPUYECKUMH OpaHaMayIpaMH THIIA
Checkpoint FireWall-1. [{ns npeanounTaronmx paboTy B KOMaHIHON CTPOKE U ITPOCTHIE
TEKCTOBBIE (haitibl HAcCTpoeK, Shorewall - MoaXo/Is1IIEE U MOIITHOE PEIIEHUE, KOTOPOE TOMOXKET
HACTPOUTh MEXCETEBOM IKPpaH JII00O0M CII0KHOCTH 151 J1t000# ceTn. Eciu ke Bama cetb
JIOCTaTOYHO MPOCTast, WJIM y BaC BOOOIIIE HET JIOKAJIbHOM CeTH, yTuinTa ipkungfu mpengocraBut
BaM paboTaromuii "u3 kopooku" (6€3 HeOOXOIMMOCTH HACTIIPOMKH) OpaHaAMAay3p, a TAKKE
JIaCT BO3MOXHOCTb JIETKO HACTPOUTH OOJIEe CIIOKHBIN MEKCETEBOM IKPAaH C MOMOIIBIO
pEeaKTUPOBAHUS TPOCTHIX U XOPOIIO JOKYMEHTUPOBAHHBIX (paityioB HacTpoek. Emte onHa
MHTepecHas mporpamma - fireflier, koropas paspadoTaHa Kak MEKCETEBOM IKpaH IS
HactoiabHOTrO IIK. OHa cocTouT u3 cepsepa (fireflier-server) u rpadguueckoro KJIMeHTa Ha Balll
BbIOODP (GTK mmm QT). Bo Bpemsi paboThl OHA BenleT ceOs MOX0Ke HA MHOTHE UHTEPAKTUBHBIC

Opanamayspsl 11t Windows.

3.4. XypHanupoBaHue

Coo0imeHus B )ypHaJie OpanaMaypa HeoOXOUMBI TS OTNTpe/ie/ieHUs aTakK, IoucKa mpooieM

B ITpaBUJIaX, a4 TAKXKC OJIs1 OIIPCACIICHUA HEOOBIYHOM aKTUBHOCTH B BaIllei ceTr. UToObI
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AKTUBUPOBATH )XYPHAJIMPOBAHUE BAM HEOOXOIUMO BKIIFOUUTH COOTBETCTBYIOIIIME ITPABUIIA B
KOH(UTYPAIMIO BAIlIEr0 MEXKCETEBOro 3KpaHa, 00Jiee TOro, 3T IIpaBHjIa JOJDKHBI ObITh 3a/1aHbI
paHee BCceX MPUMEHSIEMBIX 3aBEPIIAIOIINX IIPABUII (3TO IIPaBWIIA C UENIbIO, KOTOPAsl ONPEAEIISIET
JanpHenyto cyabp0y nakera, Takue kak ACCEPT, DROP wiu REJECT). Hanpumep,

sudo iptables —-A INPUT -m state ——-state NEW -p tcp ——-dport 80 —-j LOG —--log-prefix "NEW_HTTP_CONN: "

Torna 3anpoc Ha opt 80 ¢ IOKAJIBHOM MalllMHbI OyJIeT FTeHepupoBaTh coOOIIeHHe B dmesg

MOJI0OHOE CIIeTYIONIEMY:
[4304885.870000] NEW_HTTP_CONN: IN=lo OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=127.0.

Coo01reHue BhIIIE, OyIEeT TAKXKe 3aIMcaHo B (aiiIbl /var/log/messages, /var/log/syslog, U
/var/log/kern.log. JJaHHOE NOBEAEHUE MOKHO U3MEHUTHh COOTBETCTBYIOILIMMHU HACTPOMKAMHU

B (haiinie /etc/syslog.conf WU C IOMOIIBIO YCTAHOBKHU M HacTporiku ulogd (ITpu 3TOM HY>KHO
ucnoJiib3oBath neiib ULOG BMecTo LOG). [lemoH ulogd - 3T0 cepBep MOIb30BATEIILCKOTO
pabouero npocTpaHcTBa, KOTOPBIN OKUAAET OT SApa MHCTPYKUMH JUIsl 3aIIMCH B KypHAI,
cnemuUYHBIX 111 OpaHAMAayIpPOB, U MOXKET COXPaHSTh UX B JII000# (haiiyl Ha Balll BKYC, U Jaxke
B 0a3y gaHHbIX PostgreSQL uin MySQL. PazoOpathcs B )xypHale OpaHaMay3pa MOKET TOMOYb

WCITOJIb30BAHUE YTUIMT aHAIM3a XYPHAJIOB COOBITHI, TaKuX Kak fwanalog, fwlogwatch, nmu lire.
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4. CepBep OpenSSH

4.1. BBenenue

JIaHHBII pa3nen JoKyMeHTamu cepBepa Ubuntu mpeacTaBiIsieT MOIIHbIA HAO0p HHCTPYMEHTOB
OpenSSH, NCTI0Ib3yEMBIi U1 yJAJIEHHOTO YIIPABJIEHHSI KOMIIBIOTEPOB B CETH U IE€peIaun
JTAHHBIX ME&XIY HUMH. BBI Takxke y3HaeTe 0 HEKOTOPBIX BO3ZMOKHOCTSIX HACTPOMKH CEPBEPHOTO

npuitoxenust OpenSSH, a Takke Kak U3MEHSTh 9T HACTPOMKHM Ha Batuer Ubuntu cucreme.

OpenSSH - 3T0 ¢cBOOOIHO 1OCTYITHASI BEPCHSI HHCTPYMEHTOB, MOIEPKUBAIOIINX TPOTOKOJI
Secure Shell (SSH), 151 ynaleHHOTO yIIpaBlieHHs] KOMITBIOTEPOM WITH TTepenayu (paion

MEXTy KOMITbIOTepaMu. TpauiMOHHO UCTIOTH30BABIIMECS TSI 9TUX LEJIeH HHCTPYMEHTHI,
TaKue Kak telnet uim rcp, He SIBISIIOTCS] O€30MaCHBIMM: OHM IIEPEAAIOT NapoJIb MOIb30BATENS
IIPOCTBIM TEKCTOM BO BpeMsl UX UcIonb3oBaHusa. OpenSSH npenocTaBiiseT cepBepHOro 1eMoHa
U KJIMEHTCKHE TIPOTPAMMBI [IJIs1 oOecriedeHrs: Oe301TaCHbBIX U 3aM(POBAHHBIX OTIepaLHi
yIAJICHHOTO YIpaBJIeHus U niepeaadu Gpamios, 3pPEeKTUBHO 3aMEHsISI IIPU 3TOM YCTapEBIIINE

NIPOTPAMMBI.

Cepgepnas komnoHeHTa OpenSSH, sshd, TOCTOSIHHO 0kH1aeT KIIMEHTCKUX COETMHEHUI OT
JIFOOBIX KIIMEHTCKUX mporpaMM. Korma mpuxoauT 3ampoc Ha coeauHenue, sshd yctanaBimmBaeT
MPaBWIbHBIN TUIT COEAUHEHUS], B 3aBUCUMOCTH OT THUIIA MOJIKII0YaeMOro kimeHta. Hanpumep,
€CIT YAJICHHBIM KOMIIBIOTED MbITAETCS MOAKIIOUNUTCS C IOMOIIBIO TTPUIOKHUSI-KIMEHTA ssh,
cepsep OpenSSH, nociie aBTopH3almy, 3aIyCTUT CEAHC YAAICHHOTO yrpasieHus. Eciu xe
YAAJICHHBIN MTOJIb30BATEb MOAKIIOUAETCS C MOMOIIBIO SCP, cepBEPHBIN AeMOoH OpenSSH, mociie
aBTOPU3AIMHU, OPTaHU3yeT Oe30TIaCHOE KOMMUPOBaHUe (GaiIoB MEX/Ty CEPBEPOM U KITUEHTOM.
OpenSSH MoXkeT UCTI0NIb30BaTh MHOXECTBO METOJIOB aBTOPHU3AIIUH, BKITIOUYAs OOBIYHBIN TAPOJIb,

HCIIOJIb30BAHUEC OTKPBITOT'O KJIrO4Ya, 1 CCpTI/I(bI/IKaTBI Kerberos.

4.2. YcTaHOBKa

VYcranoBka kiueHTa u cepBepa OpenSSH npocra. g ycranoBku OpenSSH kiueHTa Ha Bay

cuctemy Ubuntu, MCIIOJIB3YHTE CIIEAYIONIYI0 KOMAH/Ty B CTPOKE TEPMHHAIIA:

sudo apt-get install openssh-client

Hns ycranoBku cepBepa OpenSSH u Bcex He0OX0AUMBIX (DAIOB BBIMOJIHUATE 3TY KOMaHIY B

CTPOKE TEpMHUHAJIA:

sudo apt-get install openssh-server

4.3. Konduryparnms

Bb1 MoxeTe HACTPOUTH PEeKUM PabOThI 10 YMOJIUAHHIO cepBepHOTro npuioxenus OpenSSH,

sshd, penakTupys aii /etc/ssh/sshd_config. JJIst moryueHust uHGopmarmu o6 UHCTPYKIUSIX
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HACTPOMKH, UCIIOJIb3YEMBIX B 3TOM (aiiie, Bbl MOKETE IPOCMOTPETh COOTBETCTBYIOLIEE
PYKOBOJZCTBO € IIOMOIIBIO CIIEAYIONIEN KOMaHIb], BEIITOJIEHHON B KOMAaHIHON CTPOKE

TepMUHAJIA:

man sshd_config

B xoHpurypaumonnom daiie remoHa sshd cyrecTByeT MHOKECTBO TUPEKTHUB, YITPABIISIOIIUX
TaKUMHM BEIIAMH, KaK HACTPOMKH COEIMHEHHUS M PEKUMBI ayTeHTuuKkammu. Hike nepeuncieHbl

MIPUMEPHI TUPEKTUB, 3HAUEHUSI KOTOPBIX MOTYT OBITh U3BMEHEHHI B (haliyie /etc/ssh/ssh_config.

@ ITepen BHeceHreM 3MeHeHHMI B Gaiiil HACTPOEK, BbI IOJKHBI CKOTIMPOBATH
OPUTMHAJIBHBIN (DAl U 3aIMUTHUTD €ro OT 3anuch. TakuM 00pa3oM, Bbl OYIUTE UMETh
OpPUTHHAJIbHBIE HACTPOUKH JIJIs1 CIIPABKHU WM TIOBTOPHOT'O UCTIOIL30BAHUS, ITPH

HEOOXOIUMOCTH.

Co3zpnaiite Komuio (aiiia /etc/ssh/sshd_config U 3aIIUTUTE €TO OT 3AIMUCH, UCTIOB3YSI

CIIEAYIONIYI0 KOMaH Ty, BBEJICHHYIO B KOMaHIHOM CTPOKE TepMUHATIA:

sudo cp /etc/ssh/sshd_config /etc/ssh/sshd_config.original

sudo chmod a-w /etc/ssh/sshd_config.original

Hwxe nanel mpuMepsl MHCTPYKIUN HACTPOMKH, KOTOPBIE BBl MOXKETE U3MEHSTH:

* Yto6w1 HacTpouts JemoHa OpenSSH B pexxum nipocnymmBanusi TCP mopra 2222, BMecTo
cra"gaptHoro TCP nopta 22, uaMeHute qupektuBy Port Takum o6paszom:

Port 2222

* Yrto0sI sshd m03BOJIST BO3MOKHOCTH MPOLEAYPhI HIEHTH(PUKAINH TOJIH30BATENS C
UCIIOJIb30BAHHMEM JIaHHBIX, OCHOBAHHBIX HA OTKPBITOM KIIIOYE, IPOCTO JOOABHTE UM

U3MEHHTE CIIETYIOIIYIO CTPOKY:
PubkeyAuthentication yes

B (aiisie /etc/ssh/sshd_config, €CIIM TaKask CTPOKA y)Ke MIPUCYTCTBYET B (haiie,

YAOCTOBEPHLTECH, YTO OHA PACKOMMCHTHUPOBAHA.

* Yto6wn1 Bam cepBep OpenSSH otobpaxkan cogepkumoe paiyia /etc/issue.net B KAUECTBE

COOOIIEHUs TIepe] JIOTUHOM, ITPOCTO T00aBhTE MITM U3MEHUTE CIICIYIONIYIO CTPOKY:
Banner /etc/issue.net
B (hailiie /etc/ssh/sshd_config.

[Tocne BHeceHust u3MeHeHHM B (Paitil /etc/ssh/sshd_config, COXPAHUTE €r0 U, YTOOBI U3MEHEHHS
BCTYIIWJIM B CUILY, [IEPE3AIyCTUTE CEPBEPHOE ITPUIIOKEHUE sshd, BBIIIOJIHUB CIEAYIOLIYI0O KOMaHIY

B TCPMHUHAJIC!

34



Pabora B ceTu

sudo /etc/init.d/ssh restart

o JocTymHo 00JbII0e KOMMUECTBO HHCTPYKIWMIA 171 sshd, 4ToOBI HACTPOUTH MTOBEJCHHE
CEPBEPHOTO MPUIIOKEHUS IO BalM HY/Ibl. OJIHAKO, MBI BaC IPEIYIPERKIAEM: ECITH
€MHCTBEHHBIN JI1 BaC METO/] IOCTYIa K CEPBEPY - C IOMOILBIO ssh U BbI IOIIyCTUTE
omMOKY Mpu HACTpolike sshd ¢ momMonIbio (aiina /etc/ssh/sshd_config, MOXKET
CIIYYMTCSI, UYTO BBI 320JI0KUpYyeTe ceOe IOCTYM K cepBepy MOCIIe ero rnepe3anycka uiu
4yTO cepBep sshd OTKaXKeTCs 3aMyCTUThCA U3-32 HENIPABUIBHOMN JTUPEKTUBBI HACTPOMKH,
TO €CTh Oy/AbTE MPeIeIbHO BHUMATEIBHBI IPH PEJAKTHPOBAHMM 3TOTO (aita Ha
yIaJIE€HHOM CEpBEpE.

4.4. CcpUIKHA

Caiim OpenSSH [http://www.openssh.org/]

Cmpanuua Wiki o pacuupennvix nacmpoiikax OpenSSH
[https://wiki.ubuntu.com/AdvancedOpenSSH]
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5. FTP Cepsep

ITpoToxon nepenauu darior (FTP) seisiercs TCP-poTOKOI0M JIJIs Tiepeaaun (GamioB MEXITy
xomnbroTepaMu. FTP pabGoTtaer no Mmozaenu kineHT-cepsep. CepBepHas yacTh Ha3bpiBaercs FTP
demornom. OH OCTOSIHHO IpociyimBaeT FTP-3anpoce! oT yaaneHHbIX kianeHToB. Korma 3ampoc
MOJIYYEH, OH aBTOPU3YET KIIMEHTA M YCTaHABIMBAET coeaquHeHue. Ha mpoTskeHnu Bee ceccun

FTP-cepBep BbINOJIHSET JT100bIe KOMaH/ABI MTocnaHHble FTP-kiIueHToM.

Hoctymn k FTP cepBepy MOXeT OBITh YCTAHOBIICH ABYMSI Iy TSMHM:

¢ AHOHUMHBINI

* ABTOPHU30BAHHBIN

B AHoHMMHOM pexuMe, yalieHHbIe KJIMEHThI MOTYT MOJyuuTh noctyn K FTP cepsepy,
WCIIOJIb3Ysl CTAHJAPTHYIO YUYETHYIO 3aIMCh 'anonymous' WK 'ftp' 1 riepeaBaBs B KAUECTBE NapOJIst
CBOI1 aJIpec 3JIEKTPOHHOM MOUThl. B ABTOPH30BaHHOM PEKUME MOJI30BATENb JOJKEH UMETh
YUETHYIO 3aITUCh U TapoJib. [10p30BaTeN! MOTYYatoT AOCTYII K (haitnam u kataisoram FTP
cepBepa B COOTBETCTBUHU C IIPABAMM YUETHOM 3AIIMCH, UCITOJIb30BAHHOM IIpU BXoe Ha FTP
cepep. OO11eit HopMo# siBisieTcs: To, 4To FTP cepBep ckpbIBaeT CBOIO KOPHEBYIO AUPEKTOPHUIO

Y TIOACTABJISAET BMECTO HEE JOMAIIHIOW AUPEKTOpHIO FTP, 4TO MO3BOJISIET CKPBITH OCTAIBHYIO

qacCTb (baleOBOfI CUCTEMBI OT YAAJICHHBIX KJIIMCHTOB.

5.1. vsftpd - YcranoBka FTP cepBepa

vsftpd - aTo FTP nemon mocrymusiit B Ubuntu. OH ITpOCT B YyCTAHOBKE, HACTPOMKE U

ucTioIb30BaHuu. {151 ycraHoBKku vsftpd HEOOXOAMMO BBITIOJHUTE CIIEIYIOIIYI0 KOMAHIY:

sudo apt-get install vsftpd

5.2. vsftpd - Hacrtpoiika FTP cepsepa

YUToOBI CMEHUTH HACTPOWKHU CEPBEPA, C 3aJaHHBIX 110 YMOIYAHHIO, BB MOXKETE OTPEAAKTUPOBATH
dain HacTpoek vsftpd: /etc/vsftpd.cont. [1o yMoT4aHHIO, TO3BOJIEH TOIBKO AHOHUMHBIN

noctyn Ha FTP. Eciu BBl XOTHTE OTKIIFOUUTH 3TY OIIMIO, BAM HY>KHO U3MEHUTH CTPOKY

anonymous_enable=YES

Ha

anonymous_enable=NO

ITo YMOJIYaHHIO, JIOKAJIbHBIM ITOJIB30BATECIAM OTKI/IIIOUCHA BO3MOXKXHOCTH BXO/JJa Ha FTP CEPBEP.

UToOBI UBMEHUTD ITO, PACKOMMEHTHPYHUTE CIETYIONIYIO CTPOKY:

#local_enable=YES
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Taxoke HACTPONKHU MO-YMOJIUAHHMIO, TO3BOJISIOT IMOJIB30BATENSIM TOJIBKO CKaunuBaTh ¢aiiinl ¢ FTP
cepBepa, HO HE pa3pelaroT 3arpykarth (paissr Ha cepBep. i1 u3MeHeHHsT TOTO TTOBEIECHHUS,

PACKOMMEHTUPYNUTE CTPOKY

#write_enable=YES

TouHO Tak k€ aHOHMMHBIM TTOJTb30BATEISAM 3aIpelieHa 3arpy3ka ¢arnos Ha FTP ceppep. s

M3MEHEHUS 3TOU HACTPOMKU PACKOMMEHTUPYNTE 3Ty CTPOKY:

#anon_upload_enable=YES

B xoHpurypaumoHHoM daiiie cogepKuTcs 00JIbII0e KOTUIECTBO MapaMETPOB HACTPOMKH.
Nudopmanust o kaxxaoM mapaMeTpe Takxke JaHa B Qaitie KoHpurypauu. B kauectse
aITbTEPHATHBBI, IS TIOJTyYEeHUsI OoJiee TIOTHOM MHPOPMALMHU O KaXIOM ITapaMeTpPe, BBl MOXKETE

o0paTuThes K JokyMeHTaruy: man 5 vsftpd.conf.

Kak Tonpko Bbl HacTpowiu vsftpd, BBl MOKETE 3aIlyCTUTh ieMoHa. 151 3a1mycka BOCIIOJIb3yHTECh

CIIEAYIOLLEN KOMAHIOM:

sudo /etc/init.d/vsftpd start
[TpumuTe BO BHUMaHMe, YTO HACTPOWKH, ITPOTIMCAHHBIE TTO YMOTYAHUIO B (aiiie
KOH(purypaiuu, BBIOpaHbl UMEHHO TaKMMHM U3 cOOOpakeHuii 0e3onacHoct. Kaxkmoe

HN3MCHCHHC, U3 OIIMCAHHLIX BbIIIC, JCJIACT Ballly CUCTEMY HEMHOT O Ooiee YHBBHMOﬁ.

BHocute 3TH u3MeHeHUs TOJIBKO €CIIH BEI JEUCTBUTEIIBHO HYXTAa€TCCh B HUX.
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6. CereBas arnosas cucrema (Network File System, NFS)

NFS no3BoJisieT cucteMe MpeIoCTABIISIThL B OOIIMI CETEBOM JTIOCTYM KATAIOTH U (Daiiibl.
[TocpencTBom NFS, 1o1p30BaTeNH U MPOrPaMMBbl MOTYT TIOJTy4aTh JJOCTYI K (aitiaM Ha

yIAJICHHBIX MAIIIMHAX TaK e JIeTKO, KaK OyATO 3TO (haiyIbl HA X JTIOKAIIBHOM KOMITHIOTEPE.

HexoTtopble U3 mpeumyInecTB, KOTopbie MOXeT obecrieunth NFS:

» Pabouue craHImu UCIIOIB3YIOT MEHBIIIE JJOKAJIBHOT'O IMCKOBOTO IMPOCTPAHCTBA, TaK KaK
00I11THe TaHHBIE MOTYT COJIEPKAThCS Ha OJTHOM MAIITMHE U OCTaBaThCS TIOCTYITHBIMU T10 CETH

JJIA BCEX OCTAJIbHBIX.

e V nonw3oBaTenei oTInagacT HeO6XOI[I/IMOCTB B UCITOJIB30BAHWHN OTACIBHBIX JOMAIIHHUX
KaTaJoroB HA KAXXA0M MAaIlMHE, TOJKIIOUYEHHOMU B CETh. Mo:xHO PasMCCTUTb AOMAITHUC

KaTaJjoru noyub3osareinen Ha cepepe NFS u cienats Mx JOCTYITHBIMU C IIOMOIIBIO CETH.

* VYcrpoiicTBa XpaHeHUs! HHPOpMAaIMK TaKue Kak (PIIOMY JUCKOBOABI, TPUBOABI KOMIAKT
nmuckoB U USB npuBO/IBI MOTYT KCIIOJIB30BATHCS IPYTUMH MAITUHAMH B CETU. DTO MOXKET

YMCHBIIUTD O6HI€€ YHCIIO0 HAKOIIUTENIEIIEN CO CMEHHBIMM HOCUTEIISIMU B CETU

6.1. YcranoBka

Beeaute cnenyoonyo KOMaHay B TepMuHalie i yctaHoBKU NFS cepBepa:

sudo apt-get install nfs-kernel-server

6.2. Kondurypanus

BrI MOXeTe HACTPOUTH TUPEKTOPHH [UTS HKCIIOPTA T00ABIISISI UX B (DAMIT /etc/exports.

Hanpumep:

/ubuntu * (ro, sync,no_root_squash)

/home * (rw, sync,no_root_squash)

Bb1 MoxeTe 3aMEeHUTh * OJHUM U3 (I)OpMaTOB 3aITMCH UMCHH XOCTaA. CﬂenaﬁTe 00BsIBIIEHHE XOCTA
HaCTOJIBKO HCO6LI‘-IHBIMI/I, HACKOJIbKO 3TO BO3MOXKHO, YTOOBI HEXKEJTaHHBIE CUCTEMbBI HE MOTJIN

MOJIYYUTH AOCTYyNa K MOHTHpOBaHUIO NFS

Hns 3anycka NFS cepBepa BBIIIOIHHUTE CIIEAYIOIIYI0 KOMaHIy B TEpMUHAJIE:

sudo /etc/init.d/nfs-kernel-server start

6.3. Hacrpoiika NFS kiueHra

Ucnonp3yiite komaHAy mount Juisi MOHTHpoBaHusl NFS mupekTopun OTKPBITOM Ha Ipyroun

MarmHe. Habepute B TepMHHAIIE KOMAHY, CXOXKYIO CO CIETYIONTUM IIPUMEPOM.
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sudo mount example.hostname.com:/ubuntu /local/ubuntu

O Touka MOHTUPOBAHMUS /local/ubuntu JOJDKHA CYLIECTBOBATh. B aupexTopun

/local/ubuntu HE TOJDKHO OBITh HUKAKHX (DAMIOB MM TTOI-AUPEKTOPHIA.

Hpyroii cmoco6 mouTupoBanust NES pecypca, OTKPBITOTO Ha APYTOd MAIIMHE COCTOUT B
J1006aBJIEHUH COOTBETCTBYIOLIEH CTPOUKH B (Daitil /etc/fstab. CTpoOUKa AOKHA COAEPKATH UM
xocta NFS cepBepa, Ha3BaHue KaTallora, OTKPBITOTO HA CEpBEpe, M HA3BAHUE JUPEKTOPUM Ha

JIOKaJIbHOM MaluuHe, Kyaa 0yaer MoHTupoBaTbes NFS kaTasor.

OO1mit CHHTaKCUC CTPOKH (paiia /etc/fstab CIEAYIOIINN:

example.hostname.com: /ubuntu /local/ubuntu nfs rsize=8192,wsize=8192,timeo=14,intr

6.4. CcbUIKH

Jlunyxc NFS FAQ [http://nfs.sourceforge.net/]
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7. IIpoToKoa fHHAMHYECKOH HACTPOHKH X0cTOB (Dynamic Host
Configuration Protocol, DHCP)

DHCP (11poTOKOJT AMHAMUYECKON KOH(PUTYPALMH y3J1a) 3TO CETEBOM CEPBUC, ITO3BOJISIOINIA
KOMIIBIOTEPAM aBTOMATHUYECKU I10JIYy4ATh HACTPOUKHU OT CEPBEPA, B OTIIMYUE OT PyUHOM
HACTPOWKH KaXXI0T0 KOMIIbIOTepa B ceTu. KoMIbioTephl, HaCTpoeHHbIe B kKauecTBe DHCP
KJIMEHTOB HE KOHTPOJIUPYIOT IMApaMeTPhl, KOTOpele OHU noaydaroT oT DHCP cepsepa, u

HaCTpOﬁKa Ipo3pavyHa IJ1d IMMOJIb30BATCIIA KOMIIBIOTEPA.

B camomM o611iem ciiydae, HaCTpoOWKH npefgoctasiseMble cepBepom DHCP ero knueHTam

BKJIIOYAIOT B ceO:

* [P agpec u macky ceTu
* DNS
* WINS

Kpome Toro, DHCP cepBep MOXKET AOMOJHUTENBHO IPEIOCTABUTH MapAMETPbl HACTPOEK TAKHE
KaK:

* HNwMs xocrta

e HMMs nomeHa

 IIlr03 o ymoa4aHuio

» CepBep CUHXPOHM3AILUK BPEMEHH

* Cepsep neyatu

ITpeumymectBo ucnonbpzoBanuss DHCP cepBepa B c€TH COCTOUT B TOM, UTO U3MEHEHHUS
HACTPOEK CETH, HAIIPUMeED, u3MeHeHue aapeca DNS cepBepa, TOIKHBI BBITOIHATHCS

tonbko Ha DHCP cepBepe. Bce ocTanbHble KOMIBIOTEPHI B CETH OYAYT aBTOMATUYECKH
nepeHactpoernbl DHCP kimmenTamu Bo BpeMs cieayromero onpoca umu DHCP cepsepa.
JlonomHUTENBPHOE TPEUMYILIECTBO COCTOUT B TOM, YTO CTAHOBHUTCS MPOIIIE MOJKIIOYATh B CETh
HOBbIE€ KOMIIBIOTEPHI, TAK KAK OTHAJAeT HEOOXOAMMOCTh MPOBEPSITh AOCTYNHOCTH IP anpeca.

Taxke cokpariaercs KOJIMUecTBO KOH(IMKTOB MpH Ha3HayeHuu [P agpecos.

DHCP cepBep MOXET IPEAOCTABIATh KOHOUTYPALMIO IBYMSI CITOCOOaMHU:

MAC-anpec
JanHblit MeTO/ BKIItOUaeT B cedst ucronp3oBanue DHCP miist onpeaeneHust yHUKaIbHbBIX
anmapaTHbIX aApEeCOB KAXKION CETEBON KAPThI, ITOJAKIIIOUEHHOM B CETh, 4 3aTEM [OCTOSHHBIM
MIpeAOCTaBICHUEM OHOM U TOM ke KOH(PUTYypaluu KaX bl pa3, korga DHCP knueHT fenaet

3aIpOC K CEPBEPY, UCTIOIB3YsI TAHHOE CETEBOE YCTPOMCTBO.

ITyn anpecon
JlaHHBII METOA NMOAPa3yMeBAET OIIPENEIICHHUE ITyJla (MHOT A UCIIOIB3YETCS] TEPMUH
nmuanasoH) IP aapecoB, U3 KOTOPBIX TUHAMHUYECKH (DOPMHUPYIOTCS TapaMeTpbl KOHPUTYpaLyn
it kaxaoro DHCP kimenTa, 00Cy)KuBaHUEe KOTOPBIX BEIETCS 10 IMPUHIMITY: TIEPBBIA

nputien - nepBbid oocinyxeHd. Eciu DHCP kiueHT He paboTaeT B CETH B T€UEHHE HEKOTOPOTO
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ONPENEICHHOTO MEPHO/Ia BPEMEHHU, TO MPUCBOEHHASI eMy KOH(UTYpaIUs yTpauuBaeT
CHJIY U €€ aJIpeC BO3BpAIAETCA Ha3a/l B IyJI aAPECOB JIs1 UICHIOJIb30BaHus Apyrumu DHCP

KIIMCHTaMHU.

B nocraBky Ubuntu Bxoaat kak DHCP cepsep, Tak u xineHT. dhepd (DHCP nemMoHn) - aTo cepsep.
KmuenT, mocraBnseMslii ¢ Ubuntu Ha3piBaeTcs dhclient u JokeH OBITH YCTAHOBIIEH Ha BCEX
KOMITBIOTEPaX, KOTOPhIE HEOOXOIMMO HACTpauBaTh aBTOMaTu4decku. O0e MporpamMMBbl JIETKO

YCTaHAaBUTb U HACTPOUTD. OHM aBTOMATHYECKHU 3aIlyCKAIOTCA B IIPOLECCE 3arpy3Ku CUCTCMBI.

7.1. Ycra"HoBka

st ycranoBku dhepd BBeIUTE CIIEAYIONIYIO KOMAaH/ly B TEPMUHAJIE:

sudo apt-get install dhcpd

BBIyBHHHTeCHeﬂyKHHHﬁ]HﬂBOH,O6LﬂCHHKHHHﬁ,QTOIWHaTBHaHe&

il

[loxyny#cTa, OTMETbTE, €CIM Bb ycTaHaBnusaeTe DHCP cepBep B [epPBBIH

pas, TO ero HeoOGXOOMMO HACTPOHUTL. l[loxany#HcTa, ocrTaHoeure (/etc/init.d/dhcp<
stop) DHCP cepsep, oTpenaktupyuTre /etc/dhcpd.conf cormacHo BammM MOTPEOHOCTIM
B ONpelneNeHHOM KOHUIypaluu, U nepesanycture DHCP ceprepd

(/etc/init.d/dhcp start) .

il

Heo6xomumo Takxe orTpenaktupoBaTh /etc/default/dhcp mong ykxasaHud HHTEPDEHCOB, <
KOoToOpbele ponxeH ucnonesoBaTh dhcpd. I[lo yMonuaHmoO ucrnonsayetrcd eth(0.d

il

[lpuMeuaHune: coofmenud dhcpd's ornpaBungiorcd B syslog. Bce OHArHOCTHUYECKHEd
coobmeHnd HeOOXOOHUMO CMOTPETH TaM.

pal

3anyck DHCP cepBepa: Ommbka sanycka dhcpd - Ong OHArHOCTHKH NPOBepbTe Syslog.

7.2. Konduryparnms

Coob1eHue 00 ommobKe, ¢ KOTOPhIM 3aKaHUMBAETCS MPOLECC YCTAHOBKH MOXET ObITh HEMHOTO

HEIMOHATHBIM, HO ITPUBCACHHBIC HUXKC IIAT' ITIOMOTI'YT BaM HACTPOUTD CJ'Iy)K6y

Hauboiee BeposiTHO, BbI 3aXOTUTE YyCTAHOBUTH ClTydaiiHyto pa3gady IP angpecoB. 9To MOXeT

OBITH BBITIOJIHEHO CIUIEAYIONIMM 00pa3oM:

# Sample /etc/dhcpd.confd

# (BamM KOMMEHTapPHUU TYT)
default-lease-time 600;

max—lease-time 7200;

option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.254;
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option domain-name-servers 192.168.1.1, 192.168.1.2;

option domain-name "mydomain.org";

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.10 192.168.1.100;

range 192.168.1.150 192.168.1.200;

}

910 npuseseT Kk ToMy, 4To DHCP cepBep npucBout kiventy [P agpec u3 auanazona
192.168.1.10-192.168.1.100 nmm 192.168.1.150-192.168.1.200. Ip agpec HazHayaetcs Ha 600
CEKYHJI, €CJIM KJIMEHT HE 3aIIPOCUT KOHKPETHBIX BPEMEHHBIX paMOK. B mpoTuBHOM ciyuae
MaKCHMaJibHOe (pa3pelicHHoe) BpeMs apeHas! IP agpeca oOyaer 7200 cexyna. CepBep Takxke
"MOCOBETYET" KIIMEHTY UCIIONIB30BaTh 255.255.255.0 B KauecTBe Macku mojceTu, 192.168.1.255 B
Ka4eCTBE HIMPOKOBEIIATEIBHOTO aapeca, 192.168.1.254 B kauecTBE MapLIPpyTU3ATOPA/ILITIO34, 4
Takxe 192.168.1.1 u 192.168.1.2 B kauectBe DNS cepBepoB.

Ecnu Bam HeoOxomumo 3agath WINS cepBep s Bamrero Windows KiIMeHTa, BaM HY>KHO

BKJIIOUUTH OMNIUIO netbios-name-servers, HAITPUMEpP

option netbios—-name-servers 192.168.1.1;

Hacrpotiiku kondurypanuu Dhepd 6epyrest us DHCP Munn-HOWTO, koTopoe MOKHO HalTH
3decs [http://www.tldp.org/HOWTO/DHCP/index.html].

7.3. Ccbulku

DHCP FAQ [http://www.dhcp-handbook.com/dhcp_faq.html]
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8. Cnyx0a nmenoBanus 1oMeHoB (DNS)

Cnyx6a nmeHoBaHus 1oMeHOB (Domain Name Service, DNS) - aTo cepBuc cetu MuTepHer,
KOTOPBIN YyCTAaHABIMBAET COOTBETCTBHE MEXy [P afpecamu v MOJTHOCTHIO ONPEIEIEHHBIMU
nMmeHamu 1oMeHoB (FQDN). DNS yacTuyHO CHUMaeT HeOOXOOUMOCTD B 3alToMUHaHuu 1P
anpecoB. KommnbroTepsl, KoTophie 00cTykuBatoT DNS Ha3BIBAIOT cepgepbl umen (name servers).
Ubuntu nmocrasisercs ¢ npunoxenueMm BIND (Berkley Internet Naming Daemon - nemoH
nMeHoBaHwus 11 MHTepHET poaoM u3 bepkin), caMoti pacmpocTpaHEeHHON TPOTPaMMOH,
WCIIOJIB3YEMOH JIs1 OIepKKU cepBepa nMeH Ha GNU/Linux.

8.1. YcranoBka

st ycraHoBku bind HabepuTe B TepMUHAJIE CIICAYIONTYI0 KOMaHIY:

sudo apt—get install bind

8.2. Kondurypanus

Kondurypammonusie daiibsl DNS XpaHSATbCS B TMPEKTOPUH /etc/bind. [ TaBHBIM (hai
KOH(UIypamuu /etc/bind/named. cont. Huxe npeacraBiieHo coaepkKuMoe KOHPUIYypPauHOHHOT O

(haiina Mo yMoJ4aHUIO:

// 2TO mepBoHauanbHBH dakn kxoudurypauuu BIND DNS cepsepa.

//

// MNoxany#cTta npoututre /usr/share/doc/bind/README.Debian nng nonyueHud HHOOPMALHU O
// crtpykTrype dainor koudburypauuu BIND B Debian mna BIND Bepcu# 8.2.1

// wu Bemme, *I0O TOU'O* xak BHl H3MEHUTE STOT Paln KOHIPUTYPALIHH.

//
include "/etc/bind/named.conf.options";

// YMEeHbIIEHHEe MHOI'OCJIOBHOCTH JOra IIPH HEIOLKOHTPOIBHBIX HaM Hpo6neMax

logging {
category lame-servers { null; };
category cname { null; };

}i

// B3arpysuTh B CepBep 3HAHUE O KOPHEBEIX CepBepax
zone "." {

type hint;

file "/etc/bind/db.root";
}i

// OLITH ABTOPUTETHHIM ILiId NepelHeld U OOpPaTHOM 30H NOKANIbHOIO XOCTa, U LId

// WHUPOKOBemAaTeNnbHHIX 30H Kak nud RFC 1912

zone "localhost" {
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type master;
file "/etc/bind/db.local";
}i

zone "127.in-addr.arpa" {

type master;

file "/etc/bind/db.127";
}i

zone "O.in-addr.arpa" {

type master;

file "/etc/bind/db.0";
}i

zone "255.in-addr.arpa" {

type master;

file "/etc/bind/db.255";
}i

// mobaBbTe cCroma OIpeleleHusd MeCTHBIX 30H

include "/etc/bind/named.conf.local";

HupekTuBa include onpenensietr umst aita, KOTopsId cogepxkut ompu DNS. TupekTrBa
directory B ¢arte ot roBopuT DNS r1e uckaTs 31Tu daitnbl. Bee daiibl, KOTOpbIE UCTOTB3YeT

BIND OynyT OTHOCUTBCS K 9TOM IUPEKTOPHH.

@aiin /etc/bind/db. root OMMUCHIBAET MUPOBBIE KOPHEBLIE cepBephl MeH. CepBephI CO

BPEMECHEM UBMCHAIOTCA U JOJIXKHBI ITOAACPKUBATHCA C€YaC U ITIOTOM.

Pasnen zone onpesensier OCHOBHOW cepBep, 3TOT pas3/iell COXpaHEH B (daiiyie ymOMSHYTOM
HarnpoTuB Tara file. @ain KaXx10¥ 30HBI CONEPXKHUT 3 pecypCHBIX 3amnucH (resource records, RRs):
SOA RR, NS RR u PTR RR. SOA - cokpatmenue a4 Start of Authority. "@" - 3T0 crienuaabHOe
o0o3HaueHue, moapasymMmeBaroliee mpoucxoxaeHue. NS - ato cepsep umeH (Name Server RR).
PTR - ykazartens nomeHHoro umeHu (Domain Name Pointer). [{sist 3amycka DNS cepsepa,

BBIITOJIHUTE CIICAYIOIIYIO KOMaHAY B CTPOKE TCPMHUHAIIA:

sudo /etc/init.d/bind start

J71s1 moTy4YeHust 1eTaabHOM HH(POPMALUK BbI MOXKeTe 0OpaTUThCS K JOKYMEHTAIMH,

yHOMHHaCMOfI B pa3aciic CChbIIIOK.

8.3. CcpUiku

DNS HOWTO [http://www.tldp.org/HOWTO/DNS-HOWTO.html]
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9. CUPS - cepBep neyatu

Common UNIX Printing System (CUPS) - 3T0 ocHOBHOM MexaHu3M nedatu B Ubuntu u
npeAcTaBiIeHus cyk0 neuatu. JlaHHas cucTemMa nevaT MpeACcTaBisieT coooi CBOOOIHO
pacopoCTpaHsIMBbIii, IEPEHOCUMBIN YPOBEHbD YIIPABJICHUS [TI€UYaTHI0, KOTOPHI YK€ CTAJI HOBBIM

CTaHAApPTOM IevyaTH BO MHOTUX AucTpuOyTuBax GNU/Linux.

CUPS ympaBisieT 3a/IaHUsIMU Ha TIeYaTh U OYEePEAsiMU, a TAK)KE 0OecrieunBaeT reuaTh Mo CETH,
WCIIOJIB3YSI CTAHAAPTHBIN MpoTOoKOoJ neuatu MuTepHet, (Internet Printing Protocol, IPP). B To ke
BpEMsI OH MOJIEP>KUBAET OOJIBIIOE KOJIUYECTBO MPUHTEPOB, OT MATPUIHBIX 110 jJa3epHbix. CUPS
TAaKKe MoJIepKUBaeT onrcanue npuHTepoB PostScript (PostScript Printer Description, PPD) n
aBTO-OIPEEIICHNE CETEBBIX IPUHTEPOB, U UMEET MPOCTOM Web-OpUEHTUPOBAHHBIM HHCTPYMEHT

HACTPOWKH U aIMUHUCTPUPOBAHMSI.

9.1. YcranoBka

st ycranoBku CUPS Ha Bain koMnbsroTep ¢ Ubuntu, MpoCTO BOCIIONIB3YUTECH KOMAHIOM
sudo BMecTe C apt-get, mepelaB Ha3BaHUS MIAKETOB B KAYECTBE MEPBOTO apryMeHTa. Ilonnasa
uHcTtausiuys CUPS nMeeT oueHb MHOTO 3aBUCUMOCTEH, HO BCE OHM MOT'YT OBITh YKa3aHbI B

OJHOM KOMaH[e. BBenuTe cienyrouryo KoMaHay B CTpOKe TepMuHaiia 1j1s1 ycraHoBku CUPS:

sudo apt-get install cupsys cupsys-client

[Tocne ayrenTudrKanyu ¢ TOMONILIO BAIIErO NMapOoJIs, TAKEThI JOJDKHBI OPTh CKaAYaHbI U
ycraHoBJeHbI 0e3 ommboxk. 1o 3aBepiienun ycranoBku, cepBep CUPS Oynet aBToMaTHYeCcKH
3amnyieH. st pa3penienus: npo06ieM, Bbl MOKETE IPOCMAaTPUBATH JIOT OIIMOOK cepBepa

CUPS B (paiise )KypHaIUPOBAHUS OLIMOOK: /var/log/cups/error_log. Ecim nor-gaiin He

JIaeT JOCTATOYHOU MH(OPMAIIUU TSl OTIPE/IEIIeHNs] ICTOUHWKA Ballleil MPpOOJIeMbl, KOJINIECTBO
uHpopmanuu 3armucbiBaeMoii B JIor CUPS MOXeT ObITh YBEIMYEHO U3MEHEHHEM IUPEKTUBBI
LogLevel B (aiine HacTpoek (cMoTpu aanee) Ha "debug" niu naxe "debug2", koTopas
COXpaHsIET BCe, B OTJIMUME OT NIapaMeTpa o ymondanuto "info". Eciu Bel caenaere 3T
WU3MEHEeHUs1, He 3a0y/IbTe UCIIPABUTH BCE OOPATHO, IMOCIE TOTO, KAK PEIIMTE Ballly MpooIeMy, s

MPeAOTBPAILIEHUS] 3HAUUTEILHOTO YBEIMUEHUs pa3Mepa Jor-gaiia.

9.2. Kondurypanus

[ToBenenue cepepa CUPS HacTpauBaeTcsi ¢ TOMOIIBI0 HHCTPYKIMIA, CoIepKaluxcs B dariie
/etc/cups/cupsd.conf. @ana HacTpoek CUPS uCnosib3yeT TaKow ke CHHTAKCUC, KAK U OCHOBHOM
(aitn Hactpoek HTTP cepBepa Apache, TO €CTh ITOIB30BATEIM 3HAKOMBIE C MOIU(DUKAIIHEH
(haitioB HacTpoek Apache JOJKHBI CIIOKORHO OPUEHTUPOBATHCS MPU Pa00OTE C HACTPOUKAMU
CUPS. IIpuMepbl HEKOTOPBIX HACTPOEK, KOTOPBIE BbI BO3MOKHO 3aXOTUTE UBMEHHUTH C CAMOTO

Havasa, Oy1yT IPeACTABIICHbI 3/1€Ch.
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@ [lepen nzmeHeHneM KOHPUTypalMOHHOTO (aliia, cAeNaiTe KOMUIO C OpUrhHala
U 3AIIUTUTE ¢ OT 3aITUCH, YTOOBI UCITOIb30BaTh (haiil OPUTMHAIBHBIX HACTPOEK B

Ka4deCTBE CIIPABKHU, a4 TAKXE UMETH BOSMOXKHOCTD HCIIOJIB30BaATh €0 CHOBA.

Cxonmpyiite Qaiti /etc/cups/cupsd.conf ¥ 3AIIUTUTE €T0 OT 3AIMCH C TIOMOIIBIO

CIICAYIOIIMUX KOMaH/, BbIIIOJIHCHHBIX B KOMAaHIHOM CTPOKE TECpMHUHAJIA:

sudo cp /etc/cups/cupsd.conf /etc/cups/cupsd.conf.original

sudo chmod a-w /etc/cups/cupsd.conf.original

* ServerAdmin: UToObI HACTPOUTH a/Ipec NMEKTPOHHOM MOYTHI JKEITAEMOTO aJIMUHUACTPATOPA
CUPS cepBepa, IpoCTO OTpeaaKTUPYiTe (Paiiin KOHPUTYPALUH /etc/cups/cupsd.conf B BallleM
TEKCTOBOM PEAAKTOPE, U COOTBETCTBEHHO U3MEHUTE CTPOKY ServerAdmin. Hanpumep, eciu
Bbl Anmunuctpatop CUPS cepBepa, 1 Ball ajipec 3JIeKTPOHHO# oUTH! 'bjoy @somebigco.com’,

TOTJIa U3MEHUTE CTPOKY ServerAdmin Takum oOpa3om:

ServerAdmin bjoy@somebigco.com

Ecnu Bam HeoOx01uMO OotbIliee KOJTUYECTBO MPUMEPOB aupeKTuB (aitna konpurypaiuu CUPS
cepBepa, 0OpaTUTECh K COOTBETCTBYIOIIEH CTPAHHIIE PYKOBOACTBA CUCTEMBI BBE/IS CIICTYIOIIYIO

KOMaHOy B TCPMHUHAJIC!

man cupsd.conf

Ecnu BBl BHEceTe u3MeHeHus B (aiil KOHPUTYPAIMH /etc/cups/cupsd.conf, BAM
O0ynet HeoOxoaumo niepezamnyctutb CUPS cepBep, BBITIOTHUB CIEAYIONIYI0 KOMAHAY B

TepMUHAJIE:

sudo /etc/init.d/cupsys restart

Hexoropsie nononnutenbusie HacTpoiiku CUPS cepBepa BhITIONHSIOTCS B (aiiie

/etc/cups/cups.d/ports.conf.

 Listen: B Ubuntu mo ymomuanuto, cepeep CUPS npociymmBaeT nHTepheic 00paTHOM CBS3U
nio IP axgpecy 127.0.0.1. [{ns nactpoiiku cepBepa CUPS Ha npocnymmBanue IP agpeca
KOHKPETHOTO CETEBOTr0 aJlalTepa, BaM HYXKHO yKa3aTb uMs xocta, uiu IP agpec, unu napy
IP angpec/mopt uepe3 gomnoiHeHne K nHCTpyKuu Listen. Hanpumep, eciau Bamn CUPS cepsep
HaxXOAuTCs B Ballel JJokalibHOU cetu 1o IP agpecy 192.168.10.250 v BbI XOTUTE CIIETATH
€ro JIOCTYITHBIM TSI IPYTUX CUCTEM B 3TOM MOJICETH, BaM HY)KHO OTPEIAKTUPOBATH (haiit

/etc/cups/cups.d/ports.conf, J00aBUB MHCTPYKIMIO Listen cieayronuM o0Opa3om:

Listen 127.0.0.1:631 # cymectTrByronui Listen wuurtepderica loopback
Listen /var/run/cups/cups.sock # cymecTsByromud Listen nong coxeTos
Listen 192.168.10.250:631 # Listen ua uurtepderice LAN, Iopt 631 (IPP)
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B BrIIETIpHUBEIEHHOM ITPUMEPE BBl MOYKETE 3aKOMMEHTHPOBATH WIIH YIAIUTDH CChUIKH

Ha loopback axpec (127.0.0.1), ecu sxenaere, 9To0ObI cupsd BMECTO 3TOro MHTEpelica,
UCTIOJIB30BAJ TOJIBKO ethernet HHTEPQEHCHI JIOKAJTBLHOM ceTH, [IJIs pa3pelieHus: UCITOIb30BaHMS
BCEX MHTEPQeNcoB, BKiIoUas loopback, K KOTOPBIM MPHUBSI3aHO OMPEIEIEHHOE UMsI XOCTa,

CO3/1aB 3aIMCh Listen AJI UMEHH XOCTa socrates CJIEAYIOIIUM o6pa30M:

Listen socrates:631 # Listen Ha Bcex uHTepdelcax xOCTa IO HMeHH 'socrates'

WJIM OIYCTUB JUPEKTUBY Listen 1 UCIIONB3ysl BMECTO Hee Port Kak B

lNopT 631 # IlpocnymyBaHHe Ha NOpTy 631 Ha Bcex HHTepdeHcax

9.3. Ccbuiku

Caiim CUPS [http://www.cups.org/]
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10. HTTPD - Be0 cepBep Apache2

Apache - camblit uCcioIb3yeMblii BeO-cepBep Ha cucteMax GNU/Linux. Be6-cepBepa
WCITOJIB3YIOTCS JIJIS TIPEAOCTaBIICHUS 3aIIPOIIEHHBIX KJIMEHTCKUMHU KOMITBIOTEPAMU BeO-CTpaHHUII,
ITonb30BaTenM OOBIYHO MPOCMATPUBAIOT B3O-CTPAHUIIBI UCIIONB3Ys BeO-Opay3epsl Firefox,

Opera, unu Mozilla.

[Tonp3oBatenu BBoasT ccbliky (Uniform Resource Locator (URL)), uToObI yka3aTh cepBepy Ha
3anpamuBaeMsblil pecypc, ucnonsdyss FQDN (Fully Qualified Domain Name (11oHO€ JOMEHHOE
ums)). Harmpumep, 4ToOBI yBUAECTH TOMAIIHIOO CTpaHuny caita Ubuntu [http://www.ubuntu.com]
II0JIb30BATENb 10JDKEH BBecTH ToJbko FQDN. [ls1 3anpoca nndopmarmu o crpanune paid
support [http://www.ubuntu.com/support/supportoptions/paidsupport] moab30BaTEIIO0 HAJIO BBECTH
FQDN 1 noJHEIHA yTh 10 CTPAHULEI.

CaMpble ucnosb3yemMbie TPOTOKOJIBI s nepenaun Bed crpanun - 310 HTTP (Hyper Text Transfer
Protocol). ITpoTokon, momo6usiit HTTP, uepe3 besonacuoe coequaenue (HTTPS) u mpoTokon
nepenaun ¢ainos (FTP).

Beb6 cepBep Apache yacTo HCIONIB3YETCsI B CBA3KE € ABMKKOM 0a3 JaHHBIX MySQL, CKpUIITOBBIM
sa3pIkoM PHP 1 pyrumu monyJIsipHbIMU CKPUIITOBBIMU SI3bIKaMU - Python u Perl. Jlannas
KoH(purypamus obo3HaueHa abopusuatypoit LAMP (Linux, Apache, MySQL, Perl/Python/PHP)

U (popmupyet cobo¥ MOIIHBINM HAOOP HHCTPYMEHTOB AJI Pa3pabOTKH U UCIIOIb30BaHUS

BEO-ITPHITOKEHUH.

10.1. YcTraHoBka

Be0 cepsep Apache2 nocrymen B Ubuntu Linux. Yto6s1 ycTaHOBUTH Apache?2:

® Bsenute B TEPMHUHAJIC CJICAYIOIIHUC KOMAHIbI:

sudo apt-get install apache2

10.2. Kondurypanus

Apache HACTpOEH MOCPEACTBOM dupexmug, 3aTTMCAHHBIX OOBIYHBIM TEKCTOM B
KoH(puUryparmoHHbIe Gaiibl. OCOBHOM KOHPUTYpALMOHHBIN (ailil Ha3BaH apache?2.conf. Kpome
TOTO, Ipyrue KOHPUTryparuoHHbIe (Gailiibl MOTYT J00ABIISITHCS TOCPEACTBOM AUPEKTUBHI Include;
B HEM MOTYT HUCIOJIb30BaThCsl 0000IIAIOIIIE CHMBOJIBI AJIs MOJAKITIOYEHUS] HECKOIBKUX (DaMIOB.
JIrobas nupeKkTHBa MOXKET OBITh PACIIONIOKEHA B TI0OOM U KOH(PUI'YPALMOHHBIX (aiIoB.
M3MeHeHns: B OCHOBHOM KOH(UTYPAMOHHOM (aiiiie TpUHUMAIOTCs cepBepoM Apache2 TOTBKO

nocJie 3amycka/mepesanycka. Ha paboTaromimii cepBep H3MEHEHHUS HE TIOJCHCTBYIOT.

CepBep Tak ke yuTaeT ¢ai, coaepKallui mime-TUIT JOKYMEHTA; UMl (aiiia yCTaHABIUBACTCS

nupektuBon TypesConfig v IO yMOJTYAHHUIO OHO mime . types .
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®daiin koHpUrypanuu Apache2 Mo yMoJIUaHHIO: /etc/apache2/apache2.conf . BBl MOXeTe
pPEIaKTUPOBATH €r0 JJIsl HACTPOHKH cepBepa Apache2. Bel MOxeTe HACTPOUTh HOMEP MOPTa,

pacnoioxenue (HaiIoB CTPAHUL, MOYJIH, JIOT (DaitIbl, BUPTYyaIbHBIE XOCTH M TAK J1aJiee.

10.2.1. OcTHOBHBIE HACTPOMKU

JlaHHBIN pa3en OnmuchIBa€T OCHOBHBIE MTapaMeTphbl HACTPOUKH cepBepa Apache2. 3a
JIOIIOJIHUTEIIbHOM MH(pOopMalueii odpalantech no aapecy Apache2 Documentation
[http://httpd.apache.org/docs/2.0/].

* Apache 2 nocraisieTcs ¢ yA00HOH [UIsl TOIb30BaTeNsI KOH(UTypauuen BUPTYyalbHbIX
xocToB. To ecTh, CKOHPUIYpPUPOBAaH OJUH BUPTYAJIbHBII XOCT 10 YMOJTYAHHIO (C
UCIIOJIb30BAHKUEM TUPEKTUBHI VirtualHost), HACTPOUKY KOTOPOTO MOKHO MOJTU(PUIMPOBATH
WJIM UCTIOJIb30BATH KAK €CTh WM UCIIOIb30BaTh IAOIOHBI I J0OABIEHUS IPYTUX
BUPTYaJIbHBIX XOCTOB, €CJIM Y BAC HECKOJIBKO calTOB. Eciin HUUero He MeHsTh,
yKa3aHHBIN 10 YMOJTYaHHUIO BUPTYAJIbHBIN XOCT Oy/1eT 0TOOpakaThCs KaK Balll CANT
10 yMOT4YaHUIO. Tak ke 3TOT CaT YBUIAT MOJIb30BATEINH, 3AIIPOCH KOTOPBIX HE
COBHIAAYT HH C OJHUM 3HAUCHHEM TUPEKTHUBHI ServerName B KOHDUTYPALMOHHOM
(baitnie BUPTYyaJIbHBIX XOCTOB. JJI1 M3MEHEHHUS! BUPTYAIbHOT'O XOCTA 110 YMOTYAHUIO
OTPEIAKTUPYITE aiil /etc/apache2/sites-available/default. ECIIM BBI XOTUTE
HACTPOUTDH HOBBIN BUPTYaJIBHBIN XOCT WIIM CANT, CKOTIUPYHUTE 3TOT Paliyl B TOT ke KaTajaor
¢ BeIOpanHbIM Bamu uMeHeM. Hampumep: sudo cp /etc/apache2/sites-available/default
/etc/apache2/sites-available/mynewsite OTpenakTupyiiTe HOBBI (a1 A1 HACTPOUKH HOBOTO

camra HCIIOJIb3YyA NUPCKTHUBLI, OITMCAHHBIC HHUXKE

» JMupexTtuna ServerAdmin onpeaessieT MOYTOBBIN aIpec aIMUHUCTPATOPA CEpBEpPa, KOTOPBIi
OyneT oToOpakaThes IOJIb30BATEIIM. 3HaAUCHHE 110 YMOITYaHUIO - webmaster @localhost.
Jannast mepemMeHHast JOJDKHA OBITh U3MEHEHA Ha JIOCTYIHBIN JJIsI BAC IIOYTOBBIN aJIpeEC
(ecnu BbI - aIMUHUCTpATOp cepBepa). Ecnv Ha BamieM caliTe BOSHUKHYT ITPOOJIEMBL,
Apache2 oTo6pa3uT ommbKy, B KOTOPOU TaK xe 0yJaeT 0TOOpakeH YKa3aHHbBIN TOYTOBBIM
aJIpec ¢ 1eNbio cooOIIeHus MpobieMbl. Bbl MOXeTe HalTH 3Ty IUPEKTHUBY B BaleM (aiiie

KOH(uUrypamuu canToB, B KaTayore /etc/apache2/sites-available.

» upekTuBa Listen onpeensieT NOpT U, IpH yka3aHuu, [P anpec, Ha KOTOPOM JTOJIKEH
paborath Apache2. Ecnu IP anpec He ykaszaH, Apache2 paboTaet Ha Bcex IP aapecax, koTopbie
JIOCTYITHBI KOMITBIOTEPY, HA KOTOPOM OH 3aIyIleH. 3HaueHUe TUPEKTUBBI 110 YMOITIAHHUIO -
mopt 80. Bel MoxeTe uamenuts 3HaueHue Ha 127.0.0.1:80 yToOb1 Apache2 paboTtai TOIBKO
Ha JIOKaJILHOM UHTepdeiice U He ObLT TOCTYIIEH U3 BHE. Tak ke MOXKHO yKa3aTh, HAIIPUMED,
3HavyeHue 81 Jy1st u3BMEHEeHUsI TIOPTa CepBEpa WIIM OCTABUTD BCE KAK €CTh JIJIs PabOTHI 1O
yMoItyaHuio. JlaHHast AMPEKTHBA MOYKET ObITh Hal/ieHa U U3MEHEHA B €¢ COOCTBEHHOM (aitiie

/etc/apache2/ports.conf

* [upextuBa ServerName yka3biBaeT, Ha kakoe FQDN (rmoyiHoe JOMEHHOEe UMs) TOJIKEH
OTBEYATh BaIll CAUT. B BUPTyaJIbHOM XOCTE O YMOJIYAHUIO TUPEKTUBA ServerName He
yKa3aHa, I0OTOMY OH OyZIeT OTBeuaTh Ha JIIOOBIE 3aIIPOCH], HECOOTBETCTBYIOIINE TUPEKTUBAM
ServerName B IpyTrux BUPTYyaJbHBIX XO0CTaX. ECITH BBI TOJIBKO YTO MPUOOPETH TOMEH
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ubunturocks.com ¥ XOTHUTE €ro pa3MECTUTh Ha CBOEM CEPBEPE, BaM MOTPeOYETCsl yCTAHOBUTD
3HaYeHHUe TUPEKTUBHI ServerName ubunturocks.com B BareM ¢aiie KOHUrypauuu
BUPTYaJIbHOTO XOcTa. JJ00aBbhTE 3Ty AUPEKTUBY K HOBOMY BUPTYAJIbHOMY XOCTY, (paiti

KOTOPOTIO BbI CO3/1aJIM PAHBLIE (/etc/apache2/sites-available/mynewsite).

@ Bo3MOXHO BBI 3aX0TUTE, YTOOBI BaIll CAUT OTBEYAJ 3arpocy www.ubunturocks.com,
IIOTOMY YTO MHOTHE ITOJI30BATEIIEIM IIPUBBIKIIA UCIIOJIb30BATh IIPUCTABKY WWW.
Bocnionb3yiitech TupeKkTuBOL ServerAlias aysl peanu3anuu 3Tou 3aaaun. Bel Tak ke
MOJKETE BOCIIOJIB30BATHCS 0001maronmM cuMBotioM (*). Hanpumep, npu ykazaHuu
3Ha4YeHMsl TUPeKTUBLI Buaa ServerAlias *.ubunturocks.com Bai caiit Oynaer

OTBEUYATh HA JIOOBIE 3aIIPOCHI, OKAHUYMBAIOIIUECS CTPOKOM .ubunturocks.com.

» JlupexktuBa DocumentRoot onpenenser, rae Apache T0oKeH UCKATh ¢aiibl caiTa. 3HAaUCHHUE
o ymoayanuio /var/www. [1o aToMy ITyTH caiita HETY, HO €CJIM Bbl pACKOMMEHTHPYETE
TMPEKTUBY RedirectMatch B daiinie /etc/apache2/apache?2.conf, 3aPOCHl OYAYT
IepeHanpasieHbl o aapecy /var/www/apache2-default, rae pacnonoxeH cait Apache2
o ymMoJryaHuto. I3MeHuTe 3HaueHHe 3TOM TUPEKTHUBEI B BaleM (aitjie KoHQUTypauu

BUPTYAJIbBHOT'O XOCTA U HEC 3a6yane CO3a4aTh KaTaJior, €CJIM OH €11€ HE CO3O4H.

@ Apache2 He mpocMaTpuBaeT KaTajor /etc/apache2/sites-available. CumBonuueckue
CCBUIKHM B /etc/apache2/sites-enabled yka3pIBatoT Ha JOCTYIIHbIE caliThl. Bocmosnb3ynTech
yTuimrtoit a2ensite (Apache2 Enable Site) 171 co31aHNs CMUMBOJIMYECKUX CCBUIOK.
Hampumep: sudo a2ensite mynewsite, riae mynewsite - uMs ¢aiiia KoHpUrypauu
/etc/apache2/sites-available/mynewsite. TaK e UCIOIB3YUTE 3TY YTUIIUTY IS

BBIKITIOUEHHSI AKTUBHBIX KOH(PUTYPALHH.

10.2.2. HacTpo#fKku IO YMOJIYAHUIO

JlaHHBII pa3ien ONKChIBAET HACTPOUKY NapameTpoB Apache2 o ymonuanuto. OHU
HEOOXOIUMBI, HAIIPUMED, €CITH BbI JJ0OABJIAETE BUPTYAIIbHBIN XOCT, HACTPAUBAETE HY)KHBIC
JIUPEKTHBBI, 4 HEKOTOPBIE HE YKa3bIBaeTe. B 3TOM ClTydae UCIONIb3YIOTCS 3HAYCHUS 10

YMOJTYAHHMIO.

* Directorylndex yka3pIBaeT Ha CTpaHuIy ((arin) o yMOTIaHUIO, KOTOPYIO OTAAET
[10JIb30BATEIIO CEPBEP IIPH 3AIPOCE UHAECKCA KATaJIora, YKa3bIBasi el (/) B KOHIE UIMEHU

KaTtajiora.

Hanpumep, korna nosap3oBaTesnpb 3alpalliviBaeT CTPAHUIY
http://www.example.com/this_directory/, OH MOJTy4UT €€ B CIIy4ae CyIlIECTBOBAHUS YKa3aHHOT'O
B DirectoryIndex caiina, unade 6yJeT oToOpakeH CreHepUPOBAHHBIN CEPBEPOM KaTallorT,
ecnu ykaszaHa omnus Indexes umu OyaeT oTOpakeHa crpanuna "JlocTym 3amperieH".

CepBep MomnbITaeTCs HAUTH OAMH U3 (PaityioB, yKa3aHHBIX B nupekTuBe Directorylndex,
MMpOCMATHBAs €€ 3HAYSHMSI 1O TTOPSIKY ¥ BEPHET MIEPBBIN CYIECTBYIOIIMIA (haiil U3 CITUCKA.
Ecrmu HU OJTMH W3 TIepeUnCIIEHHBIX B TUPEKTHBE (aMIoB He OyIEeT HAM/ICH U JIUIS 3TOTO

KaTasiora Oyner ycraHoBieHa onuus Indexes, cepBep creHepupyeT CUcOoK (aiioB U
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noaxkartajnoros B html-popmare. 3HaueHne 10 YMOIUAHUIO, KOTOPOE MOKHO HAWTH B (aiiiie
/etc/apache2/apache2.conf " index.html index.cgi index.pl index.php index.xhtml". BooOmem,
eciu Apache2 HalIeT B 3aIIPOILIEHHOM KaTajloTre OJIMH U3 (haiIoB, yKa3aHHBIX B CITUCKE, OH
€ro oToOpas3ur.

HupextuBa ErrorDocument 1aeT BO3MOXHOCTh YKa3aTh (haii, KOTOpbIid Apache OyneT
BO3BpaIaTh B ciIydae coobmreHuii 00 omubke. Hampumep, ecimu 1oIb30BaTeb 3aIIPOCUT
HECYIIECTBYIOIIYIO CTpaHuIly, OyIeT BbI3BaHa omubka 404 u Apache BepHeT (haiiyi, yKka3aHHBIM
B KOH(UT'YpaLUH 110 YMOJIYAHMIO - /usr/share/apache2/error/HTTP_NOT_FOUND.html.var

. Daiin He HAaXOOUTCS BHYTPH KaTallora, yka3aHHOTO B nupekTuBe DocumentRoot, HO
nupekTruBa Alias, onrcaHHas B (DaMyie /etc/apache2/apache?. conf MEPEHANPABIIET 3aITPOCHI
K KaTaJory /error B KataJyor /usr/share/apache2/error/. YToObI IPOCMOTPETH CITUCOK JUPEKTHB
ErrorDocument, Bocrionb3yiTech komanaoii grep ErrorDocument /etc/apache2/apache2.conf

ITo yMmomuaHwuto, JIOT 3ampaliMBaeMbIX JOKYMEHTOB CEpBEp MUIIIET B (aiin
/var/log/apache2/access.log. Bbl MOkeTe yKa3aTh A5l KAXKI0TO BUPTYyaIbHOI'O XOCTa
OTJIENbHBIN (a1 17151 JIOTOB MOCPEICTBOM TUPEKTUBBI CustomLog WK K€ 3AMEHUTh 3HAUCHHE
10 YMOJIYAHHIO, YKa3aHHOE B (haiijie /etc/apache2/apache2.conf. BBl Tak ke MOxeTe
yKa3aTh (ai JIsl 3aKMCH OIIMOOK MOCPEICTBOM TUPEKTUBBI ErrorLog (TI0 yMOITUYAHHUIO -
/var/log/apache2/error.log ). OH 3aIIUCBIBACTCS OT/ICILHO OT JIOTOB 3alpaliuBacMbIX
JTOKYMEHTOB, YTO YIIPOIIAET MOUCK OIIMOOK MPH KaKuX JIMOO MpobiieMax ¢ cepBepoM
Apache?2. Tak e BBl MOXKeTe yKa3aTh TUPEKTUBLI LogLevel u LogFormat (cMoTpuTe Qaiin

/etc/apache2/apache?2.conf JJIA ONPEACIIEHUS HACTPOEK 10 YMOJYAHUIO).

Hexoropble ompu yka3aHbl T KaXA0TO KaTajiora, a He JijIs cepBepa, OIIUN JIUPEKTUB.
Ctpoda Directory 3akiroueHa B xml-1mogo0OHbIe TATH:

<Directory /var/www/mynewsite>
</Directory>

HupextuBa Options BHyTpu cTpodbl Directory MOKeT TPUHUMATH OJHO UK HECKOJIBKO

MIEPEUNCIICHHBIX Jlajiee 3SHAUCHHUI, pa3/IeIEHHbIX POOETIOM:

* emphasis role="bold">ExecCGI

* Includes - Pa3pemurs server-side includes. Server-side includes pazpemaroT DogKI04aTh K
html-¢aitnam npyrue daisl. To He oOas onuus. st TONOIHUTENTbHON HHBOPMAUH
roceTute cTpanuny the Apache2 SSI Howto [http://httpd.apache.org/docs/2.0/howto/ssi.html].

* IncludesNOEXEC - Pazpemuts server-side includes, HO BBIKJIIOUMTh KOMaHIbI #eXeC U
#include B CGI ckpunrax.

* Indexes - OToOpaxaTh CIMCOK COAEP’KUMOI0 KaTaylora, eCiiu Hi OJJHOTO (haiina u3 crmcka
Directorylndex He oOHapy*eHa B 3aIIPOIIEHHOM KaTaJore.

Q s coo6pa>1<e1—1m71 6e30I1acHOCTH OOBIYHO 3TO HE YCTaHaBIUBACTCA U €CCTCCTBEHHO
HC JOJDDKHO YCTAHABJIMBATLCA IJIA KaTajiora DocumentRoot. Bxirrouaiite 9Ty OIIIHIO
TOJIBKO Ha OTACJIIbHBIC KaTaJIOT'd U TOJIBKO B TOM CJiy4a€, €CJIIM YBEPECHEI, YTO

XOTHUTE, YTOOBI ITOJIH30BATEIN MOTJIH nIpocMaTpuBaThb BCE COACPIKUMOEC KaTajora.
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* Multiview - [Tognepxka content-negotiated multiviews; onmus BBIKIIIOYEHA 10
YMOJTYaHHMIO B 1eJIIX Oe3omacHocTu. [loceture Apache2 dokymenmauuro no smoii onyuu
[http://httpd.apache.org/docs/2.0/mod/mod_negotiation.html#multiviews].

* SymLinksIfOwnerMatch - [lepexouTh 110 CHMBOJIMYECKUM CCBUIKAM TOJIBKO B Cllyuae,

eciu y (aina/kaTanora U CCbUIKM OJMH U TOT )K€ BIIaJIeNer.

10.2.3. ITapaMeTpsl BUPTYAIBHBIX XOCTOB

BupTtyanbHbie XOCTBI TO3BOJISIOT BaM 3aIlyCKAaTh pa3HbIE CEPBEpa I PA3HBIX ip-aJIpecos,
pa3Hble MMEHA XOCTOB WIIM Pa3Hble MOPTHI HA OJHMX U TeX XK€ KoMmbloTepax. Hampumep,

BBl MOJETE 3aIyCTUTh CalThl http://www.example.com u http://www.anotherexample.com Ha
OJTHOM M TOM e BeO-cepBepe UCIOIb3Ysl BUPTyaIbHbIE XOCTa. DTa OIS COOTBETCTBYET
nrpekTuBe <VirtualHost> 1151 BUPTyallbHOTO XOCTA IO YMOJYAHHUIO U BUPTYAJIbHOTO XOCTAa IO
[P-anpecy. Ona cootBercTBYeT nupektuBe <NameVirtualHost> st 6a3upoOBaHHOTO HA UMEHH

BUPTYAIIBHOTO XOCTA.

JIMpEeKTUBBI, YCTAHOBIJIEHHBIE JIJIS BUPTYATBLHOTO XOCTa TPUMEHSIIOTCS TOIBKO JIJISI TOTO
BUPTYaJIBHOT'O XOCTa, JIJI1 KOTOPOTO OHU YCTaHOBJIEHBI. Ecu AupekTHBa ycTaHOBJIEHA B
OCHOBHOM KOH(UTYpamuu cepBepa U HE YCTAHOBIIEHA JUISI KOHKPETHOTO BUPTYaIbHOIO XOCTa,
TO OyIeT UCIOJIP30BAHO 3HAUEHHE 10 yMOT4aHuo. HampumMep, BB MOKETe yKa3aTh aapec
3JIEKTPOHHOM MOYTHI BeOMacTepa B OCHOBHOM KOH(UTYpaMOHHOM aiiie cepBepa u He

YKa3bIBAThb €TI0 IJId KAXXIOI'0 BUPTYAJIBHOI'O XOCTaA.

Ycranosute qupektuBy DocumentRoot i1 onpeneneHus kaTajaora, COAep/KaIero
KOPHEBOM TOKYMEHT (Takoi Kak index.html) mist BUpTyanbHOro xocra. 3Ha4eHUE TUPEKTUBBI

DocumentRoot 10 yMOJIYaHUIO - /var/www.

HupextuBa ServerAdmin BHyTpu cTpodbl VirtualHost - 3T0 MOYTOBBII agpec, 0TOOpakaeMblii
BHHU3Y Ha CTPAaHMIAX OIIMOOK, €CIIM Bbl BEIOPAJIM OTOOpAXKEHUE ITOAIMCEN CTPAHMIL C TOYTOBBIM

aJpecoM Ha CTpaHULAX OIIUOOK.

10.2.4. TTapamerpsl CepBepa

JlanHbIit pas3ien oObsICHIET, KaK HACTPOUTH OCHOBHBIE TTapaMeTPhI CEpBeEpa.

LockFile - [lupextuBa LockFile ycranaBnmuBaet myTh K lock-¢aiiny cepBepa, KOTOPBIit
UCIIOJIB3yeTcs, eciu cepBep coopad ¢ mapamerpamu USE_FCNTL_SERIALIZED_ACCEPT
i USE_FLOCK_SERIALIZED_ACCEPT. OH 10o/DKeH pacIiojlaraThCs Ha JIOKaJIbHOM JUCKE.
3HayeHue AUPEKTUBBI JOJDKHO OBITh OCTABIIEHO IO YMOIYAHHIO 32 UCKIIIOUEHUEM CIIyvas,
Korja Katajyor JioroB Haxoautcs B paszaene NFS. Jloctyn k daitny A0KeH ObITh TOIBKO Y

CYIIEPIIOIL30BATENS (TOOt).

PidFile - upexTusa PidFile ycranaBiauBaeT uMs (aiiiia, B KOTOPBIH CEpBEp 3aIMChIBACT CBOM
HoMep nonecca (process ID (pid)). dain NOJHKEH YMTATHCS TOJIBKO CyIepHoab30oBaTeieM (root). B

OOJIBILIMHCTBE CJIy4acB CJICAYCT OCTABUTH 3HAYCHUEC 110 YMOJIUAHHIO.
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User - Jlupextusa User onpezenset userid, 1o KOTOPBIM cepBEp OTBeYaeT Ha 3ampockl. OHa
OTIpEIeIIIET BO3MOYKHOCTH B JJOCTYTIE IJTs cepBepa. JIroOble (haitiibl, HeIOCTYITHBIE ISl 3TOTO
MOJIH30BATENSl HE OYAYT IOCTYITHBI U JIUIS IIOCETUTENIEH CAaUTOB. 3HAYEHHUE 110 YMOITYAHHUIO

www-data.

O be3 nMosHOTro MOHUMAaHMS TOTO, YTO BBI JIENAETE, HE YCTAHABIMBANTE JUPEKTUBY
User B 3HaueHue root. Mlcrionp30BaHue Cyneproib30BaTes (root) KaK Moab30BaTeNs

Be6—cepBepa CO304aCT OYCHb CEPBE3HLIC IbIPbI B 0€30ITaCHOCTH BaIIIETO CCpBEpa.

HupextuBa Group mo 3HaYeHHIO CXOIHA ¢ qupekTuBol User. OHa ycTaHABIMBAET IPYIIILY, OT

KoTOpo# paboTaeT Beb-cepBep. 3HAUCHHUE 10 YMOJIYAHHUIO - www-data.

10.2.5. Moayau Apache

Apache - MoaynbHbIN cepBep. [1oa 3TumM noapasymeBaeTcs, 4TO B OCHOBHYIO YacTh cepBepa
BXOJIAT TOJIBKO camble 6a30Bbie (PyHKIMH. Pacimpensle BO3MOKHOCTH JOCTYITHBI TIOCPEICTBOM
MO/YJIeH, KOTOpbIe MOTYT OBbITh 3arpy>keHsl B cepep. [To ymomuanuio, 6a30Bb1it HA60OP MOIyIIEH
BXOJHUT B cocTaB cOopku. Ecim cepBep cobpaH ¢ BOZMOKHOCTBIO UCTIOIb30BAHMS JUHAMHYECKH
3arpy’kaeMbIX MOJyJIeH, TO MOAYJIM MOTYT COOMPAThCs OTAEIBHO U 100ABISATHCS B IUPEKTHKY
LoadModule. Muaue, Apache qoipkeH ObITh iepecobpaH A1t JOOABIEHUS WK YAATICHUS
Kakux-mmb0 mojysein. B Ubuntu Apache2 coGpaH ¢ moaaepKKoi TMHAMUYECKOH 3arpy3Ku
Moayer. Bl MoxeTe ycTaHAaBIUMBATH JOMOJHUTEIbHBIE MOYJIM Apache2 1 UCIIOIB30BATH UX
BMECTE C BallluM cepBepoM. Bl MoxkeTe ycTaHOBUTH MOy M Apache2 UCIIOIB3YsI KOMaHIy
apt-get. Hammpumep, 4To0BI ycTaHOBUTH MOAYJIb ayTeHTU(uKampu MySQL, BaM HYKHO 3aIIyCTUTh

CJICAYIOIIYIO KOMAaHAY B TCPMHUHAJIC!

sudo apt-get install libapache2-mod-auth-mysql

ITocrne ycTaHOBKM MOyl OH Oy/IeT JOCTYIIEH B KATaJIOTe /etc/apache?/mods-available. BBl
MOeTe UCIIOJIb30BaTh KOMaH1y a2enmod JIjIsl BKITFOUeHHsI MOAYJIsl. Bl MOXeTe Crosib30BaTh
KOMaHOy a2dismod JJI BBIKJTIOUCHUSA MOYJIA. TTocne BrIIIOUEHUS MOAYJIsd OH 6YJI€T JOCTYIICH B

KaTaJIore /etc/apache2/mods—-enabled.

10.3. Kondwurypamms HTTPS

Moayab mod_ssl modaBIsieT BaxkHYIO (PYHKIHUIO K cepBepy Apache2 - BO3MOXHOCTh MU(POBATh
repenaBaeMyto uHbopMmanuio. TakuM 00pa3oM, Korja Bail opaysep ucroiab3yeT SSL

mudparmio, B Hauase ccbuiku (Uniform Resource Locator (URL)) ucnonb3yercst npedukc https:// .

Mopynb mod_ssl nocryreH B makete apache2-common. Eciiu TaHHBIN TAKET y BAC YCTAHOBIIEH,

BBI MOXKETE 3aIIyCTUTDh B TCPMHUHAJIC CIICAYIOITYIO KOMAaHAY JJI BKIIFOYCHUA MOYJIA mod_ssl:

sudo a2enmod ssl
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10.3.1. Ceptudukarsl U 0€30I1ACHOCTh

JI71s1 HACTPOMKHM 0€30MaCHOCTH BALIETr0 CepBEPA UCIIOb3YITE KPUITOTPaA(UIO C OTKPHITHIM
xirodeM (public key cryptography), 4TOOBI cO31aTh TAPY MyOJIMYHOTO/IACTHOTO KITFOUEH

(public and private key pair). B 60NbIIIMHCTBE ClTy4yaeB, BbI MOCHLTIACTE 3aIIPOC Ha CepTURUKAT,
JTIOKA3aTeTbCTBO WACHTU(HKALMY Baliel komranuu u orutaty B Certificate Authority (CA). CA
MIpOBepsIeT Balll 3aIIPOC Ha CepTU(UKAT, BAIly WICHTU(UKAIMIO U 3aTEM BBICBUIAET CEPTUPUKAT

JJIA BAlI€ro CCpBEpa.

ANBTEpHATUBHBINA BAPHUAHT - Bl MOXKETE CO3J1aTh CBOM COOCTBEHHBINM CEPTU(PUKAT, MOAMTMCAHHBIHI
cobcTBeHOPYUHO. OTHAKO, COOCTBEHOPYUYHO MOANMCAHHBIE CEpTEPUKATHI HE MOTYT

UCIOJIB30BATHCS HA OONBIIMHCTBE MpeAnpusiThii. CoOOCTBEHOPYUHO MOAMUCAHHBIE CePTU(PUKATHI
HE IpUHUMAIOTCs Opay3epoM aBTomatndecku. [Tonbp3oBaTensm 3agaercs BONpoc, IPUHUMATE JIU

CepTI/ICI)I/IKaT U CO34aBAaThb JIK 3allITUIIICHHOC COCIUHCHUC.

Kak Tonpko y Bac Oyzaer cepTudukat (He BaxHO, moanucaHubiii B CA uiir cCOOCTBEHOPYYHO),

BaM HY>KHO YCTAHOBHUTbB €I'0 Ha Balll CEPBEP.

10.3.2. Tunsl cepTudUKaToOB

BaM HyXeH KiTtou 1 cepTU(UKAT AJ1s1 YIIPABIEHHs BAlIMM O€30I1aCHBIM CEPBEPOM, TO €CTh
BaM HY)KHO CT€HEpUPOBATH COOCTBEHHO MOAIMUCAHHBIN CEPTUPUKAT UITH TPHOOPECTH
ceprudukat noanucaHubii B CA. IToamucannsiii B CA cepTudHKAT IPEIOCTABISET ABE BAXKHbBIE

BO3MOXHOCTH BaIlleMy CepBepy:

* Bpayzeps! (00BIYHO) aBTOMATHYECKU OTIPENIEIISIOT CEPTUPHKATHI U pa3pemiatoT 0e30MmacHbIe

COCOUHCHUA oe3 IMOATBCPIKACHUS ITOJIb30BATCIIA.

* Boigannsnii CA moAnucaHHbIM CEPTUPUKAT SBISETCS TapaHTUEN UICHTU(DUKALMH

OpraHu3auuy, IPeIOCTABIISIOLIEN BeO CTpaHuLbl Opay3epy.

B GonbimHcTBe Opay3epoB, noaaepxkuBaromux SSL, ecTh crucok ceptudukatoB CA, KOTOPHIH
OHH aBTOMAaTHYeCKu TpuHUMaroT. Ecnu y Opay3epa HETy B CITUCKE cepTHU(HUKATA, TTOAMUCAHHOTO

CA, 6pay3ep 3a1aCT BOIIPOC ITOJIB30BATECII0, YCTAHABJIMBATh COCAMHCHUC UJIN HET.

Ber MoxeTe chopMUpOBaTE CBOI CAMOIIOITUCAHHBIN CePTU(GUKAT I BAIIEro 6e301acHOro
cepBepa, HO HAJI0 IOMHUTh, YTO CAMOIIOAMCAHHBIN CEPTUPHKAT HE MTPETOCTABIISET TY XKe
(YHKIMOHAJIBHOCTB KaK cepTU(UKAT NoAUCaHHbIN noanucbio CA. CaMonoanucaHHbIN
cepTU(UKAT HE TPU3HAETCS AaBTOMATHIECKH OOIBIIMHCTBOM Beb Opay3epos, v mo1o0HbIH
cepTUUKAT HE MTPEIOCTABISAET HUKAKON TrapaHTUU OTHOCUTEIIBHO KOMITAHHH, 00eCTIeUnBarOIIei
BeOcaitt. CepTrdukaT moanucaHHbii noanucbio CA rapaHTupyeT 00a 3THX BaXXHBIX KpUTEPHUs
Juts OezonacHoro cepsepa. Ilponece nonmyuenns ceprudukarta noanucaHHoro CA 10cTaTouHo

npoct. Jlanee crenyer KpaTkuit 0030p:
1. Coznaiite mapy Kirodeit mudpoBaHus, OTKPBITHIN U 3aKPBITHIA

2. Co3paiite 3ampoc cepTudrKaTa OCHOBAHHBINM HA OTKPBITOM Kitoue. JIaHHBI 3ampoc

COACPKUT B cebe I/IH(I)OpMa]_II/IIO O Ball€M CEPBEPE U KOMITAHUU I'’/I€ OH Pa3MCIIaCTCA.
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3. OrmpaBbTe 3aIpoc cepTUPHKATA BMECTE C IOKYMEHTAMU MOJITBEPKIAIONIYIO BAIlY IMYHOCTh
B CA.MBbI HEe MOKEM PEKOMEHI0OBATh BaM, KaKo# TUIl cepTudukaTa BbIOpaTh. Bale perieHue
MOJET OCHOBBIBATHCS HA BAIlleM TIOCIIETHEM OIIBITE, Ha OTBITE BAIIUX IPY3€ U KOJIJIET UIU

MPOCTO Ha GUHAHCOBBIX (haKTOpax

Ecnu Bl OCTaHOBUIIMCH HA CA, BaM HCO6XOI[I/IMO CJICA0BATb UHCTPYKIOHAM, KOTOPBIC OHH
IPEAOCTABAT OJIA IMMOJTYUYCHUA UX cepTH(anaTa

4. Korga CA YCTAHOBHUT, UTO BBI ABJIICTCCH TEM, 3d KOT'O cebs BbIJACTC, OHU IIPULLIIOT BaM

1 poBoit cepTUhUKAT

5. YcTaHOBHTE 3TOT CepTU(hUKAT HA CBOM CepBEP U HAUMHANTE UCIIOTh30BATh OE30IMACHYIO

nepeaavyy JaHHbIX.

[Tonyuaete BbI cepTudurat oT CA UM reHepupyeTe ero CoOOCTBEHOPYUIHO, IEPBBIM IIATOM

IOJIKHO OBITH CO3/IaHUE KITIOYA.

10.3.3. I'enepanus Certificate Signing Request (CSR)

Hns renepupoBanus Certificate Signing Request (CSR) Bam motpeOyeTtcst cO37aTh CBOM
CcOOCTBeHHBIN KiTt04. BBI MOXeTe 3aIyCTUTh ONMMCAHHBIE Jlajiee KOMAaH/Ibl B TEPMUHAJIS TS

CO3aaHuUA KJIro4a:

openssl genrsa —-des3 -out server.key 1024

Generating RSA private key, 1024 bit long modulus
..................... ++++++

................. ++++++

unable to write 'random state'

e is 65537 (0x10001)

Enter pass phrase for server.key:

Temnepsb BBl MOXeTe BBECTH Balll NapoJib. JJ1st Haumydieil 0e30MacHOCTU OH JIOJIKEH COAEPKATh
HE MEHEEe BOCbMH CHMBOJIOB. MUHMMAaIIbHAS IJTMHHA - YEThIpE cuMBoIa. [lapoib 1omkeH
coiepKaTh MU PBI W/HUITH CIICIMAIBHBIC CHMBOJIBI H HE SIBIIATHCS CJIOBOM U3 CIIOBaps. 3alIOMHUTE

TO, UYTO BBbI BBCICTC.

[ToBTOpUTE Maposs 17151 JocToBepHOCTH. [loCe mpaBUIIBHOTO TOBTOPA MAPOJIs cepBep

CICHCPUPYCT KIIHOY U 3aITMIICT €Ir'o B (bafm server.key.

O BBbI Tak jxe MoKeTe 3aIyCTUTh 3allUIICHHBIN BeO cepBep 0e3 macnopT-napossi. ITo
ya100HO MMOTOMY, YTO BaM He HYKHO OyJeT BBOAMUTH MAPOJIh KaXKIbIi pa3 IMPH 3aITyCKe

3alIUIICHHOT'O CEPpBLpa. Ho 310 04yenb HeOGe30macHO.

B m060M ciryuae, BbI MOKETe 3aIlyCKaTh Balll cepBep U 0e3 MacnopT-napoas He yKa3bIBas

napametp -des3 Ipu reHepaIyu MacriopTa Wik yKa3as ClIeAyIONIyI0 KOMaHy B TEpMUHAJIE:
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openssl rsa —-in server.key -out server.key.insecure

3amycTuB BhINIEYKA3aHHYIO KOMaH/y CEpBEp COXPAHUT HEOE30IMaCHBIN KITI0U B (haiije
server.key.insecure. BbI MOXKETE UCIIOIBL30BATh 3TOT (aii a1 renepanun CSR 0e3

nacrnopT-mmaposid.

Hns1 coznanus CSR, BBITIOJHKUTE CIIEAYIONIYIO KOMAH/y B TEPMUHAJIE:

openssl req —-new —-key server.key —-out server.csr

Byzaer Bb1aHoO npuriamieHye BBECTH KiIIoueByto (Gppa3zy. Eciu Bl BBeM NpaBUIIbHYIO KITIOYEBYIO
bpa3sy, Bam OyJeT NpeaioKeHO BBECTH Ha3BaHME KOMITAHWH, HA3BaHUE CaiTa, aJpec 3J1.

nouThl u T.14. [Tocne Toro kak Bel BBeeTe 3TH NapamMeTpsl, Bam CSR Oyner co3iaH u coxpaHeH
B (haite server.csr. Bel MoXxere oripaButh JaHHbIil CSR B CA s 06pabotku. CAN
ucrnoiab3yer gaHHbl CSR i Beinycka ceptudukaTa. C 1pyroi CTOpOHbI Bl MOXKETE CO31ATh

CaMOITOITMCAHHBIN cepTU(UKAT UCITONB3Yys 3TOT CSR

10.3.4. Co3znanue cepTuduKaTa CO CBOEH MOAIUCHIO

[[J'ISI TOTO, YTOOBI CO31aTh CepTI/I(bI/IKaT CO CBOEM MOAMNHUCHIO UCIIOJIHUTE CIICAYIONIYIO KOMMaHAy B

TCPMHHAJIC:

openssl x509 -req —-days 365 -in server.csr -signkey server.key —-out server.crt

BrrmenpuBeneHHAss KOMaH/1a MPEJIOKUT BBECTH KITIOUEBYIO Gpasy. [1pu BBOIe mpaBUIbHOR

KJII0UEBOM (ppa3ssl, Balll cepTUPHUKAT OyIeT CO3MaH U COXPAHEH B (paifjie server.crt.

o Ecnu Bam 3amuineHHbIi cepBep OyIeT UCTIONBb30BaH B KOMMEPUYECKHUX HENISIX, BAM
CKopee Bcero HeoOxoaum ceptudukat noanucanawiii CA. B narHOM cityuae He

PEKOMEH/IyeTCsl UCIIOJIB30BATH CAMOTIOIITMCAHHBIN CepTU(HUKAT.

10.3.5. Ycra"HoBka ceprudukara

BBl MOkeTe YCTAHOBUTH (haiill KITI0Ya server . key U (Al CEpTUPHKATA server.crt WM

cepTudukat, mpenocraBieHHb Bam CA, cieayroleii KOMaHI0M B TePMUHAJIE:
sudo cp server.crt /etc/ssl/certs
sudo cp server.key /etc/ssl/private

Bb1 1OoDKHBI 7OOABUTH CIIETYIONINE YeTHIPE CTPOKH B (haii
/etc/apache2/sites-available/default WIM B KOH(QUTYPAMOHHBIN (Al BAIIero
BUPTYAJIbHOT'O XOCTa. BBl JOKHBI PaCconoXuTh UX B paszaene VirtualHost. I OHM TOTKHBI UATH

nocie cTpoku DocumentRoot:

SSLEngine on
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SSLOptions +FakeBasicAuth +ExportCertData +CompatEnvVars +StrictRequire

SSLCertificateFile /etc/ssl/certs/server.crt

SSLCertificateKeyFile /etc/ssl/private/server.key

ITporokon HTTPS momxkeH OBITH ITpuBs3aH K TOPTY 443. BaMm Hy»XHO J0OABUTD CIICIYIONIYIO
CTPOKY B KOH(PUIypAIMOHHBIN (AT /etc/apache2/ports.conf :

Listen 443

10.3.6. doctym k CepBepy

[Tocne yctaHoBKM cepTUdHKATa BaM HY>KHO TIepe3aIyCTuTh cepBep. Bbl MoxeTe nepe3amycTuThb

CepBEp CIeIYIONIeH KOMaHI0N B TEpMUHAIIE:

sudo /etc/init.d/apache2 restart

BaM HY»XHO 3aITOMHHTBH U BBOJUTD MACMIOPT-MAPOITH KAXKIBIN pa3 IMpH 3aITyCKe BAIIIETO
6e30MmacHoro cepBepa.

V Bac Oynzet 3ampoiiieH nacrnop-naposis. [locie BBoga mpaBUIbHOTO Iaposisi cepBep

Oyzer 3amyIieH. Bel cMOXeTe TOCETUTh CTPaHULBI HAa OE30TTACHOM CepBepe YKa3aB CChUIKY

https://your_hostname/url/ B anpecHoti cTpoke Opay3epa.

10.4. Ccpuiku

Hoxymenmauust Apache? [http://httpd.apache.org/docs/2.0/]

Hokymenmauusi Mod SSL [http://www.modssl.org/docs/]
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11. ITpokcu-cepBep Squid

Squid - TOTHOIEHHOE MPUIIOKEHUE BeO MPOKCH KEII CepBepa, MPEAOCTABIISIONIEE TTPOKCH U
kammpoBanue cepucoB it HTTP, FTP u npyrux nomnyisipHbIX TPOTOKOIOB. Squid MOXKET
obecneunTs K3IMpOoBaHue U ocpeaHnyectso SSL 3anpocos u kammpoBanue DNS 0630poB;

TaK K€ BBINIOJIHATH MPO3PAYHOE KIIMPOBaHKE. Squid moaAep)KUBAET IIUPOKUI CIIEKTP
K3IIMPYIOIIMX IPOTOKOJIOB, Takue Kak Internet Cache Protocol (ICP), Hyper Text Caching Protocol
(HTCP), Cache Array Routing Protocol (CARP) 1 Web Cache Coordination Protocol (WCCP).

[Tpoxcwu/kem cepep Squid - BETMKOJIEITHOE PEIIEHHs VTSl pa3HbIX 33444, B KOTOPBIX TpedyeTcs
UCII0JIb30BaHME IPOKCH WM K3LIMpOoBaHus. Ero npuMeHeHne Bappupyercs OT MaJIbIX O(HCOB /10
CePBhE3HBIX MHOTOYPOBHEBBIX CETEH, KOTOPBIE MPEAOCTABISIOT OOIIMPHBIE CUCTEMBI YITPABIICHUS
JIOCTYTIOM Y HAOJII0OJIEHUE 32 KPUTHUECKUMH NTapaMeTpamu uepe3 Simple Network Management
Protocol (SNMP). ITpu Be1OOpe kKOMIIbIOTEPA 7151 BBIAEIEHHOTO cepBepa moj Squid yoenuTecs,
YTO OH OCHAILEH OOJIBIINM KOJIMYECTBOM ONEPATUBHOM NMAMSTH, TaK Kak Squid K31mpyeT

JAaHHBIC B OIICPATUBHYIO IMAMATDH JJIA ITOBBIIICHUA ITPOU3BOAUTCIIBHOCTH.

11.1. YcraHoBka

B crpoke TepMuHaiia BBEAUTE CIEAYIOUIYI0 KOMaHAy Uil YCTAHOBKU cepBepa Squid:

sudo apt—get install squid squid-common

11.2. Kondwurypanus

Squid HacTpanBaeTcst MOCPEICTBOM PEAAKTUPOBAHMS 3HAUCHHUM TUPEKTHB B (haiiie
/etc/squid/squid.conf . Cleayronye IpuMepbl IOKa3bIBAIOT HECKOJIBKO IUPEKTUB, KOTOPBIE
MOT'YT ObITh U3MEHEHBI [UIs BIMSHUS Ha 1oBeAeHue Squid cepsepa. st Gosee neTanbHOM

HacTpoiiku Squid cMoTpuTe pazaenr CripaBka.

@ ITepen penakTupoBaHKeM KOH(DUTYpaOHHOTO (haiia crenanTe KOMHI0 OPUruHaja ¢
LIEJIbIO BOCTAHOBJICHUS] KAKUX-JIMOO 3HAYEHUI, €CIIM 3TO OTPEOyeTCsl UK ITPOCTO IS

CITPaBKH.

Cxonmpyiite Qaiti /etc/squid/squid.conf ¥ 3AIIATUTE OT 3AITUCH CIIETYIOLIEH

KOMAaHIOM:
sudo cp /etc/squid/squid.conf /etc/squid/squid.conf.original
sudo chmod a-w /etc/squid/squid.conf.original

* JInsa TOrO, YTOOBI HACTPOUTH TTOPT, HA KOTOPOM OyeT paboTats cepBep Squid, Ha 8888
(10 yMosryanuto 3128), BaM Hy»KHO U3MEHHUTD 3HAUEHUE TUPEKTUBEI http_port cie1yomum

obpa3oM:

http_port 8888
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» U3meHnute mupekTuBy visible_hostname s ykazanus umenu cepepy Squid. He oOsi3atenbHo,
4yTOOBI UM cepBepa Squid coBNagaao ¢ UMEHEM KOMITbIoTepa. B taHHOM mpumMepe OHO

YCTAHOBJIEHO KaK weezie

visible_hostname weezie

* OmnsTh Xe, UCIIOJIB3YSI KOHTPOJIb TOCTyMa Squid-a, BI MOXKETE HACTPOUTH JIOCTYII K pecypcam
WHTEpPHETA TOJIbKO ISl TOIb30BaTENeH C ONpeAeSIEHHBIMU ip-aapecamu. Hampumep, Mbl

MPOJIEMOHCTPUPYEM JOCTYH MOJIB30BATENSIM TOJBKO U3 nmojacety 192.168.42.0/24 :
Ho0baBbTe crienyroiiee B KoHer cexiu ACL B BanieM aiinne /etc/squid/squid.conf :
acl fortytwo_network src 192.168.42.0/24

IToTtom, 100GaBbTE ClleAyIOIIEe B HAYAIO CeKiyu http_access B BameM (aiie

/etc/squid/squid.conf :

http_access allow fortytwo_network

* Hcrnonp3ys OTIIMYHBIE BO3MOKHOCTH pa3TpaHUYEHHS 1OCTYIIA B Squid, BbI MOKETE pa3pelInuTh
JOCTy K pecypcam MHTepHeT TobKo B paboune yacel. Harpmep, MbI TPOAEMOHCTpUPYEM

npoctyt ¢ 9:00 mo 17:00, c noHeAebHUKA IO NATHUILLY, W1 moaceTu 10.1.42.0/24:
Hob6aBwTe cnemyromee B koHen cekuuu ACL B BameM (aiine /etc/squid/squid.conf :
acl biz_network src 10.1.42.0/24 acl biz_hours time M T W T F 9:00-17:00

HOTOM, I[O6aBbTC CJICaAyroIce B HaYaja0 CCKINu http_access B BallieM (1)21171.]'[6

/etc/squid/squid.conf :
http_access allow biz_network biz_hours

ITocne BHECeHMS M3MEHEHUM B (DAl /etc/squid/squid. conf, COXpPAHUTE €0 U, HAOpaB
B TepMUHAJIE CIIEYIONIYIO0 KOMaH/y, Tiepe3anycTure squid cepBep, UTOOBI U3MEHEHUS

BCTYIIMJIU B CUITY.

sudo /etc/init.d/squid restart

11.3. Ccpuiku

Squid Humepnem-caiim [http://www.squid-cache.org/]
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12. CucremMa KOHTPOJIsSI BepCHI

KoHTpob Bepcuii - 3TO UCKYCCTBO YIIPABJICHUS M3MEHEHUsIMM B HHpopMaiwu. [{aHHbINI
WHCTPYMEHT M3JaBHA OBLI BaXKEH ISl IPOTrPAMMUCTOB, KOTOPbIE OOBIYHO BHOCSIT HEOOJIbIINE
W3MEHEHUS B IPOI'PaMMBl, a 3aTeM, Ha CIIEAYIOIIMHI 1€Hb, OTMEHSIOT 3TH u3MeHeHus. OHako,
[10JIb3a OT CUCTEM KOHTPOJISI BEPCHI ITPOCTUPAETCS JATIEKO 34 TPAHUIBI MUPA pa3paboTKu
IPOrpaMMHOTO oOecrieueHusi. MecTo JUIsi CUCTeM KOHTPOJISl BEPCHI €CTh BE3JIE, /1€ JIF0/IU

UCTIOJIB3YIOT KOMITBIOTEPHI JIJIS YIIPABJICHUS YaCTO U3MEHSIONIEHCST HH(pOpMaIuei

12.1. Subversion

Subversion - 3TO cucTeMa KOHTPOJIS BEPCUH C OTKPBITBIM UCXOIHBIM KOJIOM. Mcrions3ys
Subversion Bbl MOKETe COXPaHSATh UCTOPHIO M3MEHEHMH (PaityioB 1 JOKYMeHTOB. [lepeBo ¢aitios
¥ NTAII0K XPaHUTCS B IEHTPAJIbHOM PEIO3UTOPHH ITOX0KEM Ha OOBIKHOBEHHBIH (DAMIOBBIN apXUB,

3a UCKITIOYEHUM TOTO, YTO COXPAHSIOTCS JTIO0BIe MX MOIU(DUKALIUH.

12.1.1. YcraHoBka

st moctyna k perosutopuro Subversion, mocpeacTBoM HTTP mpoTokosa, Bbl JOTAKHBI
YCTAaHOBUTD U HACTPOUTH Beb cepBep. Apache2 rapanTupoBaHHo pabortaeT ¢ Subversion. Jlst
YCTAHOBKM U HACTpOiiku cepBepa Apache2, oOpaTtutech K moapasneiny HTTP paznena Apache?.
[ist goctyna x peno3utopuro Subversion, mocpencrsom HTTPS nipoTokosia, Bbl JOJIKHbI
YCTAHOBUTD M HACTPOUTH IU(POBOIL cepTudHKat B BeO cepBepe Apache2. [Is ycTaHOBKM U

HacTpouiku udpoBoro ceprudurarta, ooparurech k nogapaszaeny HTTPS pasznena Apache?2.

Jist yctaHOBKU Subversion BBITIOJIHUTE CIEAYIOIIYI0 KOMaHAY B TEPMUHAJIE:

sudo apt-get install subversion libapache2-svn

12.1.2. Koudurypanuus cepsepa

I[aHHI)If;I mar moapa3zyMeBacT, YTO Bbl YCTAHOBUJIM B CUCTEMY IMTAKETBI, OTMCUYCHHBLIC BBIIIIC.

JanHas cexiusi 0OBACHSIET KaK CO3AaTh PEMO3UTOPpUii Subversion U MOIYYUTh TOCTYI K IIPOEKTY
12.1.2.1. Co3zdarnusi penousumopusi Subversion

Pernozutopuit Subversion MOKeT OBITh CO3/1aH UCTIONB3YS CIEAYIONIYIO KOMAaH/Y:

svnadmin create /path/to/repos/project

12.1.3. MeTtonsl gocryna

Penosutopuit Subversion MOXXeT OBITH JOCTYIIEH Pa3HBIMH CIIOCOOAMU - HA JIOKATLHOM JIUCKE
WM Yepe3 pa3Hble CETEBbIE IPOTOKOIIBI. B mr060M citydae, pacrosiokeHue perno3uTopus Beeraa

ccpuika (URL). Tabmuna oObsICHsIET pa3Hble CXeMBI CCBUIOK B JJOCTYITHBIX METOAAX JOCTYIIA.
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Taonuna 4.1. MeToapl gocTyna

Cxema MeTtoa mocryna

file:// MPSIMOM TOCTYH K PENO3UTOPUIO (HA

JIOKAJIbHOM JIUCKE)

http:// Hocryt o mpotokoiry WebDAV k BeOGcepBepy
Apache2, ymeronieMy paboTaTh C CHCTEMOMN
Subversion

https:// To e camoe, uto u http://, HO ¢ SSL
nmmppoBaHUEM

svn:// Hoctyn uepe3 BEIOOPOUHBIN TPOTOKOJ K

cepBepy svnserve

svn+ssh:// To ke camoe, uTo u svn://, HO uepe3 SSH

TYHEIb

B 370l ceximu 0OBbsICHSIETCSI KAK HACTPOUTH Subversion JJIsl BCeX 3TUX METOAOB JIOCTYyIA.
311ech MBI ONMCBIBAEM OCHOBBI. [{7151 60J1ee AeTanIbHOrO OMUCAHUs, OOPATUTECDH K KHUze Vi
[http://svnbook.red-bean.com/].

12.1.3.1. IIpsimoii docmyn k penoumopuio (file://)

DTO caMblif MPOCTOM U3 BeeX MeTOA0B moctyna. OH He TpeOyeT 3amycka HUKAKOTro mpolecca
cepBepa Subversion. ITOT METO TOCTYIIA UCIIOIB3YETCs TSI TOCTyIa K Subversion ¢ TOM xe

MarmHbl. CHHTAKC KOMaH/IbI, BBEJICHHOM B CTPOKE TEPMHUHAJIA, CITCYIOIINLI:

svn co file:///path/to/repos/project

HJIN

svn co file://localhost/path/to/repos/project

Ecnu BBl He yKa3aiau uMs XOCTa, UCIOIb3yUTe Tpu cidiua (/) - nBa st IpoTOKOoJIa
(B TaHHOM ciTy4ae - (aiii1) IUTIOC MePBBI CIIBMI B IyTU. Eciu BBI yKa3aau uMs XocTa,

WCIIOJIb3YHTE IBa ciewa (//).

[TpaBa gocTymna K peno3uTOPHIO 3aBUCAT OT MPaB J0CTyna K ¢ainosoii cucreme. Eciu
[OJIb30BATENb 00Iaa€T ITpaBaMU Ha YTEHUE/3aITUCh - OH MOKET ITPOU3BOJIUTH OTJIAAKY U

BHOCUTB U3MEHEHUS B PEIIO3UTOPUI
12.1.3.2. Jocmyn uepes npomokoa WebDAYV (http://)

Jitst mocTymna K peno3utopuio Subversion gepe3 mpoTokosl WebDAV Heobxoaumo
cKoH(purypupoBath cepep Apache 2. [lo6aBbTe 3TOT (hparMeHT B (aiin

/etc/apache2/apache2.conf:
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<Location /svn>

DAV svn

SVNPath /nyTh/x/penosuTopuo

AuthType Basic

AuthName "HaszBaHHe penosutopuda"
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user

</LimitExcept>

</Location>

CrenyromuM aromM Heo0XoauMo co31aTh Gaii /etc/subversion/passwd. DTOT (paiiin COOEPKHUT
HACTPOMKY uaeTHU(uKarmu. i1 1o0aBIeHHs 3aMCH, HATIPUMEP HOBI'O MOJIb30BaTeNs, BbI

MOXETC 3aIIyCTUTDh 3TY KOMAaHAY U3 OKHA TEpMHHAJIA:

htpasswd2 /etc/subversion/passwd uMs_mnoJss3oBaTeqns

Komanpa 3anpocut BBecTr naposib. Kak Toapko nmapons OyaeT BBEIEH - MOJIb30BATENb OyIeT
nobasneH. Teneph UTO ObI MOJTYYUTh JOCTYIT K PENO3UTOPpUI0 BaM HEOOXOIMMO BBHITIOITHUTH 3TY

KOMaHOy:

svn co http://umsacepsepa/svn

O INepenaya mapost IporucXoauT OTKPHITHIM TeKcToM. Eciu Bol He xoTHTE, UTO GBI
IIapoJIb OBUI IIEpPeXBaUCH MCIIOJNIB3YiTe mudpoBanue Tpadduka ¢ mpuMeHenneM SSL.

JomnonHuTenbHbie CBeieHrs Bbl MoXkeTe HAWTH B CIIEAYIOIIEHN CEKIHH.
12.1.3.3. Jocmyn k npomokoay WebDAV ¢ npumenernuem SSL (https://)

Hoctyn k penosutoputo Subversion uepe3 npoTokoi WebDAV ¢ npumenenuemM SSL (https://)
MOXO0X Ha http://, 3a UCKIIIOUEHHEM TOTO, UTO B BeO cepBepe Apache 2 HEOOXOIUMO YCTAHOBUTD U

CKOH(MUTYpHPOBATH HIUPPOBOI CEPTUPHUKAT.

MOXHO yCTaHOBUTD U(PPOBOI CEPTUPHUKAT BBIIAHHBINA TAKON OpraHU3aIMei, Kak Verisign uiu

cepTUdUKAT, TOANMCAHHBIN Bamu.

DTOT 1IaT MOpa3yMeBaeT, YTO Y BAC €CTh YCTAHOBIICHHBIN U CKOH(MUTYpUPOBAHHBIM IU(POBOIA
ceptudukat B BeO cepBepe Apache 2. /I qocryna k perosuroputo Subversion, 00s3aTeIbHO
O03HAKOMbBTECH C TIpeablayei cexiuei! Crio6o0bI JOCTYIA TAKHUE XKeE, 32 UCKITIOYSHUEM

npotokoa. Heo6xomumMo ucmons30BaTh https:// i1 TOCTyIa K PEMO3UTOPUIO Subversion.
12.1.3.4. locmyn ¢ ucnoav3osaruem c8oezo npomoxoaa (svn://)

Kak Tonpko peno3uropwuii Subversion 6yAeT co3aaH, MOXKHO OYAeT CKOH(UTYpUPOBATH
KOHTPOITb HocTyIa. s usMeHeHuss KOHTPOJIS TOCTYIIa u3MEHUTE (hai
/nyTb/K/penosnTopHm/npoeKT/conf/svnserve.conf.f{aHpHMep,ﬂHH]HUHOquHﬁ

ayTeHTU(PHKAIMY, YOepUTe KOMMEHTAPHIM Ha CISIYIONIMX CTPOYKAX:

# [general]
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# password-db = passwd

Kak Tonpko Bel packoMMeHTHpYyeTe BblllIeyKa3aHHbIE CTPOKH, BBl MOXeTe UCIIOIb30BATh
CIIMCOK TTOJIh30BaTeei u3 (aina passwd. PegaktupoBats HeoOXxomumo paiti passwd

HaXOISIIMICS B TOH K€ TUPEKTOPUH U 100aBbTE€ HOBOT'O IIOJI30BATEIS.

username = password
Yto ObI MOJIYyYUTH OOJIBIIE HH(POPMALMK ITIOCMOTPHTE (Dari.

Temnepp uTo OBI MONYYHUTH TOCTYM K Subversion uepe3 CBOM MPOTOKOJ svn:// ¢ TOTO K€ UIIH C
JIpYroro KOMIIbIOTepa, Bel MoxkeTe 3aI1ycTUTh cepBep Subversion UCIIOIb3Ysl KOMMAH/Y SVNSErve.

CuHTaKkcuc:

$ svnserve -d --foreground -r /nOyTh/X/pPEernosuTOpPHIO
# —-d —— daemon pexumM cepBHca (HEBUIHUMEBIH)
# ——foreground —-- 3anyCcTHUTL Ha KOHCONL (IONE3HO ONd OTIALKH)

# -r —— KOpeHb PENO3UTOPHUI

Onga HOﬂpO6HOPO OIMHMCaHHu4d HCIOINb30OBaHHWA KOMAHIOBl BBIIIOIHHTE KOMAHOY:

$ svnserve —-help

ITocne 3amycka 3Tol KoMaHIB! Subversion OyaeT 3amyieH Ha mopTy 3690. [l Toro, 9to OB

CMCHUTD pCHOBHTOpHﬁ, HCO6XOI[I/IMO BBIIIOJIHUTH KOMAaHy:

svn co svn://umaXOTca/npoexT IpOEexT —-—username HMd_TINOoJib3OBaTedJid

Ecnu B koHure yxaszano, 0yaert 3ampoiieH napois. [locne ayrentndukamim, OyaeT npoBepeH
KOJ 13 peno3uTtopus Subversion. [{J1 CHHXpOHHU3AIMK JTOKAJIBHON KOIIMK U PETIO3UTOPHS

MMPOEKTa MOXHO BBITIOJTHUTE TTOA-KoMaH 1y update. CUHTaKC BBEIEHHOM KOMAaH/IBI CIIEAYFOIITHIA.

cd mupexToOpHsa_mpoexTa ; svn update

Ber MoxeTe 00paTUTHCS K MHCTPYKIUH TTOJIB30BATEIS, €CJIM BAC MHTEPECYET JAETaIU
UCTIOJIB30BAHUS KXKIOU MoI-koMaH bl Subversion. Ha mpumep, uTo 651 y3HATH 60JIBIIE TTPO

KOMMaHy "co", 3aIyCTUTE 3Ty KOMaHdy:
svn co help

12.1.3.5. Jocmyn ucnoav3ys Hecmaudapmmulii npomoxoa ¢ noddepaickoit SSL (svn+ssh://)

Konduryparms u mpouecc cepBepa Takue ke Kak u B cirydae ¢ svn://. bonee moapoOHo onucaHo B
npeabIayei cekipy. Ha aToM aTane noapasymeBaeTcst 4To Bl BBITOHUIN MTPEIbIAYIINE IIaTH

" 3aITyCTHUIIU CCPBEP Subversion, HCIIOJIb3YySd KOMMAHAY SvNserve

Taxk xe nmoapaszyMmeBaeTcsi, YTO Ha TOM K€ KOMITbIoTepe 3amyleH cepsep SSH u Ha Hero
paspelieHbl BXoAsIuMe coequHeHus. YTo Obl MpOBEPUTH, MONPOOYITE MOIKIIOUUTHCS K 3TOMY

KOMIIBIOTCPY HCIIOJIb3Ys SSH. Ecnu BBI 3a1111 B 3TOT KOMIIBIOTCP, 3HAUUT BCE 3aMevaTelIbHO.
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Ecnu BBl HE MOKETE BOUTH B 3TOT KOMIIBIOTED, PELIUTE 3Ty MPOOJIeMy NEpe]l TEM, KaK

IpUCTYIIATh K JAJIbHEUIIUM 1l1aram.

ITporokon svn+ssh:// ucnosnp3yercs eciau HEOOXOIUMO MOAKIIOYUTHCS K PEMO3UTOPHUIO
Subversion ucros3yst SSL. B aToMm ciryuae Bce nmepeaaBaeMble JaHHBIE OYAYT 3ai(ppOBaHbL.

J71st TocTyna K perno3uTOPHIO MPOEKTa HEOOXOIMMO UCTIONIb30BATh CIIEAYIONIYI0O KOMMAHTY:

svn co svn+ssh://hostname/var/svn/penosuropuii/npoexT

e Yto OBl MOYYUTH JOCTYIT K PEMO3UTOPHIO Subversion UCIOJIB3Ys 3TOT METO/I,

HEOOXOIMMO BBECTH ITOJIHBIH MY Th (/IIyTh/K/PEMO3UTOPHUIO/TIPOEKTY).

Ecnu B ykazano B HacTpoiikax OyneT 3ampoliieH napoib. HeoOxonuMo BBecTH Napoib,
UCIOJIb3yeMblIH ITpu noAkItoueHun yepe3 SSH. Ecnu maposs BepHBIit, OyAeT MpoBepeH KOl U3

peno3utropusa Subversion.

12.2. Cepep CVS

CVS - cuctema KOHTPOJIA Bepcuii. E€ MOXKHO MCTIOIB30BATH IS 3aITMCU UCTOPUM UCXOTHBIX
(haitnos.

12.2.1. YcraHoBKka

Beenute CIICOAYIOIIYIO KOMAaHAY B OKHE TCpMHHAJIA JJII YCTAHOBKH CVS:

sudo apt—get install cvs

ITocne Toro, kKak BB yCTAHOBUTE VS, HEOOXOIMMO YCTAHOBUTH Xinetd JJIs 3aITycka/OcTaHOBa

cepBepa CVS. Ilpu 3anpoce BBeAUTE CISAYIONIYI0O KOMAaHY JJI1 YCTAHOBKHM Xinetd:

sudo apt-get install xinetd

12.2.2. Kondurypauus

Penoszutopuit OyneT MHUIMAIN3MPOBAH aBTOMAaTUYECKHU T10CJIE YyCTAHOBKH cvs. ITo ymouanutio
PENO3UTOPHIl HAXOAUTCS B TUPEeKTOpuH /var/lib/cvs. DTOT MyTh MOKHO U3MEHUTH TP TOMOILU

KOMAaH/IbI:

cvs —-d /Bam/HOBHI/cVs/peno3uTopHi init

s 3amycka CVS cepBepa nociie u3BMEHEHUST HACTPOEK peno3uTopusi Bel Moxere
cKOH(purypupoBath xinetd. MOXHO CKONMPOBATh MPUBEAEHHbBIE CTPOKH B (pait

/etc/xinetd/cvspserver

CEepBHUC CVsSpserver
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nopt = 2401
THUII_CcokeTa= stream
IpoToOKON = tcp
IOoNnb30BATENbL = root
X0aTbk = no

Tun = UNLISTED

cepBep = /usr/bin/cvs

aprymeHTe_cepBepa = —-f --allow-root /var/lib/cvs pserver
OTKIIFOUHTBE = nNoO
}
Ecnu 6pu1a n3MeHeHa IMpeKTopusi o yMoauaHulo (/var/lib/cvs), To HeoO6xoauMo OyaeT

U3MEHUTD PEIIO3UTOPUI.

[Tocne kondurypupoBanus xinetd Ber Moxere 3amyctuts CVS cepBep UCIONB3Ysl KOMAHTy

command:

sudo /etc/init.d/xinetd start

st mpoBepku 3amyiieH g1 CVS cepBep MOXXKHO KCIOJIB30BATh KOMAH/Y:

sudo netstat -tap | grep cvs

ITocne TOrO, Bul 3aIllyCTUTEC 3Ty KOMaHy, Bl gomkHEL YBUACTDH HEUYTO IMOXOXKE:

tcp 0 0 *:cvspserver *:* LISTEN

[Tocne 3Toro MoxHO 100aBJISITh HOBBIX I1OJIb3BATENEH, HOBBIE IIPOEKTHI U YIIPABJISATH CEPBEPOM
CVS.

O CVS no3BosieT 100aBISATh HOBBIX MTOJIB30BATEN HE3ABUCMMO OT YCTAHOBIIEHHOM y HUX

OC. BeposTHO caMblii JIETKUH YTk McHoyb30BaTh Linux Users aiist CVS

12.2.3. JToGaBjieHuE IPOEKTOB

OTa ceknys 0OBICHSIET KaK J0OABUTh HOBBIM MPOEKT B perno3utopuii CVS. Co3naTh
JIUPEKTOPHIO, 10OABUTh HEOOXOAMMbBIE JOKYMEHTBI U UCXOIHbIE TEKCTBI B 3Ty JUPEKTOpuUIo. UTo
Ob1 100aBUTH MPOEKT B perozutopuit CVS 3amycTute 3Ty KOMaHay:screen> ¢d MyTh/K MPOEKTY
cvs import -d :pserver:umsnonb3oBatensa @umsxocra.com:/var/lib/cvs -m '""HmnoprupoBanue

MOHX MPOEKTOB B peno3uTopuii CVS''. HOBbIF_NPOeKT HAYaJIo

12.3. CchuIKH

Homawnssi cmparnuya Subversion [http://subversion.tigris.org/]

Knuea Subversion [http://svnbook.red-bean.com/]
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Hucmpykyus no CVS [http://ximbiot.com/cvs/manual/cvs-1.11.21/cvs_toc.html]
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13. ba3bl 1aHHBIX

[TocraBka Ubuntu BKiIIOUaeT ABa cepBepa 6a3 JaHHBIX. DTO
* MySQL™
* PostgreSQL

. OHH TaK xe HOCTYIIHBI B I'NTABHOM PCITO3UTOPHUH. B sToi CCKIUM OIMMCAHO KaK YCTAHOBHUTH U

HACTPOWTH ITH cepBepa 0a3 JaHHBIX.

13.1. MySQL

MySQL 3T0 OBICTpbIH, MHOTOIIOTOYHBII, MHOI'OIIOJIb30BATENbCKUM U HaIExHBIN SQL cepsep.
OH npegHa3HAaueH KakK JUIsl KPUTUYECKHU BaXKHBIX MPOU3BOCTBEHHBIX CUCTEM C OOJIBIION

3arpy’KCHHOCTbIO, TAK U JIs BCTPpAUBAHUS B 60J'IBI_HYIO qacCTb HpPIJ'IO)I(eHI/Iﬁ.

13.1.1. YcraHoBka

BrlnonHuTe 3Ty KOMaHly B OKHE TepMHHAJA 1711 yCTHAaHOBKK MySQL.:

sudo apt-get install mysqgl-server mysql-client

Kak Tonbpko ycraHoBka OyJieT OKOHUEHHA, cepep MySQL noikeH OyaeT aBTOMaTHYECKH
3anyiueH. [i1st Toro, 4to 6Bl MPOBEPUTSH 3allylleH i cepBep MySQL mim HET MOXKHO
BOCITIOJIb30BaThCs] KOMMAaHIOM:

sudo netstat -tap | grep mysql

ITocne Toro, Bel 3ammycTure 3Ty KOMaH1y, Bbl JOIKHBI YBUJIETh HEUTO OXOXKE:

tcp 0 0 localhost.localdomain:mysqgl *:* LISTEN -

Ecnu cepBep He OB 3amyIIieH, TO AJIsI 3aIyCKa MOXKHO TTONTPOOOBATh 3TY KOMAaH/Y:

sudo /etc/init.d/mysql restart

13.1.2. KoHdurypauus

ITo ymomyaHMIo Taposb aIMUHUCTPATOPa HE ycTaHOBJIeH. [lepBoe, 4To HEOOX0IMMO cAeIaTh

Ccpasy e MOC/e YCTAHOBKH - 3TO YCTAHOBUTH 3TOT Mapoib. Bocmosb3yiiTech 3TOM KOMaHIOM:

sudo mysqgladmin -u root (maposs) (HOBmHimaposs) ( (maposb) — BEpPOSTHO HMeeTCs BBHAOY TEKYWMH — NIPHM.

sudo mysqladmin —u root -h localhost (maposns) (HOBHIHMAPOJB)
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s ycTraHOBKM 0a30BBIX HACTPOEK MOXKHO OTPENAKTHPOBATH DA /etc/mysql /my.cnf --
jor (aitn, Homep nopta u Ti. Eciin XoTuTe y3HAaTh OOJIBIIE - TOCMOTPUTE CONIEPIKUMOe (aiiia

/etc/mysgl/my.cnf

13.2. PostgreSQL

PostgreSQL - 5To 00beKTHO-OpUEHTUPOBAHHAS 0a3a JaHHBIX, KOTOPAs UMEET XapaKTepHbIC
YEPTHI KIIACCUYECKUX KOMMEPUECKHX 0a3 TaHHBIX C PACITUPEHHBIMUA BO3MOKHOCTSIMU, KOTOPbHIE
MOTYT OBITh HaliieHBI B cucTeMax DBMS crnenyromero mokoseHus. (DBMS - DataBase

Management System - cucTema yrnpasieHus: 0a30i JaHHBIX - TPUM. TIEPEBOTUHKA).

13.2.1. YcraHOBKA

s Toro, yto 661 ycTaHOBUTH PostgreSQL, HEOOXOAMMO BBITIOJIHUTD CIIEAYIOIIYIO KOMAHTY:

sudo apt-get install postgresql
ITocne okHUaHUS YCTAHOBKH BBl MOKETE HACTPOUTH cepBep PostgreSQL mox cBou HyXIbI.

13.2.2. Kondurypauus

ITo ymomuanuio coequHeHue yepes npotokon TCP/IP otkitoueHo. PostgreSQL uMeeT mogaepxKy
HECKOJIbKUX METOJOB ayTeHTH(PUKALUK KITMEHTOB. [10 yMOITUaHUIO UCTIONB3YETCSI METO
ayrentudukamuu IDENT. [Tonpo6Hyro nHGpOpMALKIO Bbl HAWAETE B 3TOM UHCTPYKUMH: : the
PostgreSQL Administrator's Guide [http://www.postgresql.org/docs/8.1/static/admin.html].

B npuBeA€HHBIX HIKE MHCTPYKIMSAX OIPAa3yMaeTcs, YTO BHIOPAHO MOIKIIIOUEHHE

¢ ucniontb3oBanueM TCP/IP u ayTeHTH(dUKALIMEH KIIMEHTOB 110 anroputmy MDS.
Kondurypammonnsie daiibl PostgreSQL HaXOIATCS B /etc/postgresqgl/<version>/main.
Hanpumep, eciu Bol ycranoBuiu PostgreSQL 7.4, koHpurypanuoHHble Ghaiibl OyayT COXpaHEHBI

B /etc/postgresqgl/7.4/main.

@ JI71s1 HACTPOMKYM ayTeHTU(UKALMK C UCTIOIb30BaAHKMEM ident OTApETaKTUPYNUTE

/etc/postgresqgl/7.4/main/pg_ident.conf

Hns Bxmtouenust TCP/IP coemuHeHu OTpeIakTUpYTe (aii

/etc/postgresql/7.4/main/postgresqgl.conf

Haiinute cTpoky #tcpip_socket = false v usMeHUTe €€ Ha fcpip_socket = true. BBl Tak ke MOXETe
OTPEIAKTUPOBATH BCE OCTAJIBHBIE TAPAMETPHI, €CIIM BbI 3HAETE, YTO HYKHO AenaTh! s

MOAPOOHOCTEH, 00PATUTECh K KOH(MUTYpauuOHHOMY (paitmy wiu qokymeHnTamuu PostgreSQL.

[To ymomuaHuio, Mojib30BaTENbCKUE JOKYMEHTHI HE YCTAHOBJIEHBI B MD5 ayTeHTU(PUKAIMIO.
[ToTomy, B IepByI0 OUepeas HEOOX0MMO HACTPOUTH cepBep PostgreSQL st ucmmonp30BaHus
dosepumenbHoli AyTEHTU(UKAIMN KIIMEHTA, COSIMHEHUS ¢ 0a30i JaHHBIX, HACTPOUTH

1apoJib ¥ BEPHYTh HACTPOMKH HA3a]1 JUIsl UCIIOJIB30BaHUs ayTeHTUGuKanuu MDS5.
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s BKiTtoueHust Gogepumenvroli ayTeHTU(DUKAIMN KIIMEHTA OTPEIaKTUPYHTe (Qali

/etc/postgresql/7.4/main/pg_hba.conf

3aKOMEHTHUPYHTE BCE CYIIECTBYIOLINE CTPOKH, KOTOPBIE UCTIONB3YIOT ident u MD5
ayTeHTH(PHKALUIO 1 JOOABHTE CICIYIONIYIO CTPOKY:

local all postgres trust sameuser

Torna 3anycture cepBep PostgreSQL ciemyrorieit KoMaHo0M:

sudo /etc/init.d/postgresql start

Kax Tompko PostgreSQL cepBep OyaeT yCIIeNHO 3aImyIeH, IS TOIKII0UYeHUS K TTpuMepy O0a3sl
nanHbIx PostgreSQL B TepMuHaje HabepuTe Cleayolyl0 KOMaHay

psqgl -U postgres -d templatel

BrrmeykazanHast komanaa coenuHseT ¢ 6a3om naHHbix PostgreSQL template ] xak moib30BaTENs
postgres. CoemMHMBIIUCH C cepBepoM PostgreSQL, BBI omagaere B CTpoKy BBoaa SQL 3ampocos.
Brl MokeTe BBITTOIHUTH ClieayIolyo koMaHay SQL B cTpoke psql 111 HACTPOUKH Mapois

MOJIb30BATETIS postgres.

templatel=# H3MEHHTE [OJIb3OBATEJA postgres sammdppoBaHHBIM MapoJieM 'Baul Mapods';

[Tocne HacTpoliku apoIIst, OTPEAAKTUPYUTE (DA /etc/postgresql/7.4/main/pg_hba.conf IS

UCTIOJIb30BaHusI MD5 ayTeHTH(DUKAIUH:

3aKOMMEHTUPYHTE HEJABHO TOOABIICHHYIO f7ust CTPOKY U I0OaBbTE:

pal|

local all postgres md5 sameuserd

O [TpuBenenHas Boillle KOHPUTYypAlWs HU B KOEM CITydae He SIBJIETCS 3aKOHUeHOM. s
HACTPOWKH JOTIOJTHUTEIbHBIX [TapaMETPOB, OXKAIYHCTa, 00paTUTeCh K Pykosodcmay

admunucmpamopa PostgreSQL [http://www.postgresql.org/docs/8.1/static/admin.html].
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14. CepBHCHI 2JIeKTPOHHOH MOYTHI

ITponecc nocTaBku 31EKTPOHHBIX MMICEM OT OJTHOTO YEJIOBEKA K IPYroMy uepe3 JTOKaAIbHYIO
ceTh Wi VIHTepHeT BKIIIOYAET B ceOsl B3aUMO/IEMCTBIE MHOXeCTBa cucTeM. Kaknas us atux
CHCTEM JOJDKHA OBITh MPABUIIBHO HACTPOEHA, YTOOBI BBIMOJIHSITE CBOIO paboty. OnpaBureinb
WCIIOJIB3YET noumosslii azeHm noavzosameas (Mail User Agent, MUA) Wi KJIMEHT 3JIEKTPOHHON
MOYTHI, YTOOBI OTIPABIIATH COOOIIEHHMSI Yepe3 OJIMH WITH HECKOJIBKO azeHInog nepedauul noumsl
(Mail Transfer Agents, MTA), mocieaH it U3 KOTOPBIX NEPEAACT COOOIICHUE azenmy docmasku
noumot (Mail Delivery Agent, MDA) 115 TOCTABKY IIOYTHI B TIOUTOBBIH SIIITUK MOJIydaTeNs,
OTKYJa OHO MOET OBITh JJOCTABJIEHO MOJyYaTeNto C IOMOIIBIO €r0 MOYTOBOr'O KIIMEHTA,
00wIuHO yepe3 cepBep POP3 i IMAP.

14.1. Postfix

B Ubuntu arent nepemauu moutsl (Mail Transfer Agent (MTA)) mo ymomuanuto - Postfix. On
cuuTaeTcsi 0e30MacHbBIM, OBICTPBIM U JIETKUM B aIMUHUCTprpoBaHuu. OH coBMecTuM ¢ MTA
sendmail. /laHHBIM pa3aen oOBSICHUT, KaK YCTAHOBUTH U HACTPOUTH postfix. Taxk xe Oyner
OIMcaHo, Kak HacTpouTb SMTP cepBep ¢ uconb30BaHHEM O€30ITACHOTO COSIUHEHUS (TS

0e30IacHOM NepeJayu MOYThI).

14.1.1. YcraHoBKa

Hist yerpanoBku postfix BMecte ¢ SMTP-AUTH u Transport Layer Security (TLS) 3amyctute

CJIETyIONTYI0O KOMAaHTY:

sudo apt-get install postfix

[Tpocto HaxkuMaiiTe enter KOT/1a YCTAHOBIIMK OyIET 3a/1aBaTh BOIIPOCKI, HACTPOWKH Oy Ty T

OHHC&HBI6OHCGHOHPO6HO]BCHCHYKHHCMIH&FQ

14.1.2. BaszoBas koHbUrypanus

J1st HACTPOMKY MPWIOKEHUS postfiX, BBIOIHUTE CIIEAYIOIIYI0 KOMAaH/TY:

sudo dpkg-reconfigure postfix

Byner 3anmynieH rmojs3oBatenbekuit uHTepdetic. Ha kaxaoM skpaHe BRIOSPUTE CIIETYIONIHE
3HAYEHUS:

* Ok

o CaiiT B UHTEPHETE

* NONE

* mail.example.com

* mail.example.com, localhost.localdomain, localhost
e No
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127.0.0.0/8
* Yes

3ameHuTe mail.example.com HMMCHCM XOCTAaB BAllICTO ITOYTOBOI'O CEPBECPaA

14.1.3. Ayrentudukanus SMTP

Crenyromue mary HacTpauBaroT postfix st ucrionb3oBanus SASL st SMTP AUTH. Bmecto
paBk# (aityia HACTPOEK HATIPSMYIO, BBl MOXKETE MCITOIL30BaTh KOMaH1y postconf st
HACTPOWKH Bcex mapamMeTpoB postfix. [TapameTpsl HacTpoliku OyIyT coXpaHeHbI B (aiiie
/etc/postfix/main.cf. [103%Ke eclu BBl MOXKENAETE MEPEHACTPOUTH OTIPEACIICHHBIN MTapaMeTp,

BBl MOJKETE JTMOO BBIMTOJTHUTH KOMAH/IY WX BPYYHYIO U3MEHUTD (Daii.

1.  Hacrtpotite Postfix gyist Beimosanenust SMTP AUTH ucnonb3yst SASL (saslauthd):

P

postconf —-e 'smtpd_sasl_local_domain ='d

postconf —-e 'smtpd_sasl_auth_enable = yes'd

postconf —-e 'smtpd_sasl_security_options = noanonymous'd

postconf —-e 'broken_sasl_auth_clients = yes'd

postconf —-e 'smtpd_recipient_restrictions = permit_sasl_authenticated,permit_mynetworks, reject_
postconf —-e 'inet_interfaces = all'd

echo 'pwcheck_method: saslauthd' >> /etc/postfix/sasl/smtpd.confd

echo 'mech_list: plain login' >> /etc/postfix/sasl/smtpd.confd

2. [Hanee, nactpoiite nugponoii ceprudukat TLS. I1pu orBeTe Ha 3a71aBaeMble BOIIPOCHI,

CIIeMyHTE MHCTPYKIUSIM, U BBIOUPANTE IMOAXOSAIINE OTBETHI

<

openssl genrsa —-des3 -rand /etc/hosts -out smtpd.key 10244

chmod 600 smtpd.keyd

openssl req —-new -—-key smtpd.key -out smtpd.csrd

openssl x509 -reqg -days 3650 —-in smtpd.csr -signkey smtpd.key -out smtpd.crtd
openssl rsa —-in smtpd.key -out smtpd.key.unencryptedd

mv —f smtpd.key.unencrypted smtpd.keyd

openssl reqg —-new -x509 -extensions v3_ca -keyout cakey.pem -out cacert.pem -days 36504
mv smtpd.key /etc/ssl/private/d

mv smtpd.crt /etc/ssl/certs/<

mv cakey.pem /etc/ssl/private/d

mv cacert.pem /etc/ssl/certs/

BbI MokeTe MONy4YHuTh UPPOBOM CePTUPHUKAT B KOMITAHUN CEPTURUKAIAN UK
CO3/1aTh CEPTU(DUKAT CAMOCTOITEIHHO. 3a TOAPOOHOCTIMHU 00paIIanTech K

IokyMeHTy Pasden 10.3.4, « Cosdanue cepmugbukama co coeii noonucwvto» [56]

3. Hacrpoiire Postfix mis BeimonHenus TLS mmdpoBanus, Kak 1T BXOIAIICH, TaK U TSI

UCXOJSI1IEN NOYThI:
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pu

postconf —-e 'smtpd_tls_auth_only = no'd

postconf —-e 'smtp_use_tls = yes'd

postconf —-e 'smtpd_ use_tls = yes'd

postconf —-e 'smtp_tls_note_starttls_offer = yes'd

postconf -e 'smtpd_tls_key_ file = /etc/ssl/private/smtpd.key'd
postconf -e 'smtpd_tls_cert_file = /etc/ssl/certs/smtpd.crt'd
postconf -e 'smtpd_tls_CAfile = /etc/ssl/certs/cacert.pem'd
postconf —-e 'smtpd_tls_loglevel = 1'd

postconf -e 'smtpd_tls_received_header = yes'd

postconf -e 'smtpd_tls_session_cache_timeout = 3600s'd
postconf -e 'tls_random_source = dev:/dev/urandom'd

postconf -e 'myhostname = mail.example.com'd

SMTP AUTH st with postfix 6yaeT HacTpoeHa Iocjie TOro, Kak Bbl 3aIlyCTUTE BCeE
koMaHbl. COOCTBEHHBIM cepTudukat co3nat st TLS u HacTpOoeH /i1 NCIIOJIb30BAHMUS

¢ postfix.

Tenepb, Qa1 /etc/post fix/main.cf JOIKEH BBITISIETh NOJOOHbIM

[../sample/postfix_configuration] o6pazom.

Hauannas nactporika postfix 3aBepuieHa. Bel MoxeTe 3aIycTUuTh AeMOHa postfix ¢ MOMOIIBIO

CJ'IeI[y}OH_ICﬁ KOMaH/BbI:
sudo /etc/init.d/postfix start

Teneppb neMoH postfix yCTaHOBJIEH, HACTPOEH U yaa4yHo 3amnyiieH. Postfix nogaepxusaer SMTP
AUTH kax onpeneneHo B nokymeHTe RFC2554 [ftp://ftp.isi.edu/in-notes/rfc2554.txt], KOTOPBIi
ocHOBaH Ha SASL [ftp://ftp.isi.edu/in-notes/rfc2222.txt]. Ognako, ayreHTHduKanuo SASL Bce Taku

HEe0OXO0AUMO HACTPOMTH 0 TOTO, KAK BbI CMOXKETE HCIOIb30BaTh SMTP.

14.1.4. Hactpoiika SASL

libsasl2, sasl2-bin u libsasl2-modules HeoO6xoauMbI 11st BKItoueHuss SMTP AUTH ucnonb3yst

SASL. Bl MOXeTE YCTAHOBUTD 3TU MTPUIIOKEHUS, €CITU €IIE ITOTO HE CAEIAIH.

apt—get install libsasl2 sasl2-bin

HexoTtoprblie u3mMeHeHnss HEOOXOAUMBI TSl KOPPEKTHOM paboThl. M3-3a Toro, Tuto Postfix
3aITyCKaeTcs B OKPYKEHHUH C UI3MEHEHHBIM KOPHEM (C TOMOIIBIO chroot) B /var/spool/postfix,
HEOOX0IMMO CKOHGUTYpupoBaTh SASL /715 3amycka B "MOIACITBHOM" root-OKpPYKEHUU

(/var/run/saslauthd CTAHOBHUTCS /var/spool/postfix/var/run/saslauthd):

mkdir -p /var/spool/postfix/var/run/saslauthd

rm -rf /var/run/saslauthd

Hns aktuBanum saslauthd oTpenakTupyire Ghai /etc/default/saslauthd, U3MEHHUB WK

no6asuB B Hero nepeMeHHyto START. [liist HacTpoiiku 3amycka saslauthd B "nonaensHOM"
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root-okpy»keHuu, 100aBpTe mapameTpbl PWDIR, PIDFILE u PARAMS. Harmocnenok, u3aMeHUTE
nepemeHHy10 MECHANISMS Ha noaxoasiiyo ajisi Bamero cirydast. @ami JOIKEH BhIIISIETh

MPUMEPHO BOT TaK:

# This needs to be uncommented before saslauthd will be run
# automatically

START=yes

PWDIR="/var/spool/postfix/var/run/saslauthd"
PARAMS="-m S${PWDIR}"
PIDFILE="${PWDIR}/saslauthd.pid"

You must specify the authentication mechanisms you wish to use.
This defaults to "pam" for PAM support, but may also include
"shadow" or "sasldb", like this:

MECHANISMS="pam shadow"

e

MECHANISMS="pamn"

Ecnu xotute, BbI MOKeTe uconb30BaTh shadow BMecTo pam. IT0T criocod 6yaer
* UCIIOJIB30BATh Mepeiaydy Naposien XeIUPOBaHHBIX ¢ ToMolbi0 MDS, uto sBisercs
MOJTHOCTBIO Oe3omacHbIM. MM 1onp30BaTess U Mapoiib, HEOOXOAUMBIE IS
aBTOpU3aIyu, OyIyT TAKUMU Ke, KaK U Y TIOIb30BaTeNel Ha CUCTEME, KOTOPYIO BbI

UCIIOJIb3YETE MO/ CEPBED.

Tenepsr o6HOBUTE "cocTosiHUE" dpKg IS /var/spool/portfix/var/run/saslauthd.
Nunmpanu3anyoHHbIN cKpUIlT saslauthd Bocrosb3yeTcs 3a1aHHBIMU HACTPOMKAMU, YTOOBI

CO3AaTh HEAOCTAIOIIUEC KAaTAJIOTHU C COOTBETCTBYIOIIIMMHU ITpaBaMM OOCTYIIAa U BJIAJACHUA:

dpkg-statoverride —--force —--update —--add root sasl 755 /var/spool/postfix/var/run/saslauthd

14.1.5. TectupoBanue

Hactpoiika SMTP AUTH 3aBepiieHa. Tenepb caMoe BpeMst IJIsl IPOBEPOYHOI0 3aMMyCKa B
TECTUPOBAHUS YCTAHOBOK. BBI MOXkeTe 3amyCcTUTh 1eMOH SASL ¢ TOMOIIBIO Cleyoen

KOMAaH/IOHbI:
sudo /etc/init.d/saslauthd start

Yto0OBI mpoBepUTh MpaBWiIbHO Jin paboTaroT SMTP-AUTH u TLS, BBIIIOIHUTE CIICTYIONTYIO
KOMAaHAY:

telnet mail.example.com 25
IIOCHGyCTaHOBKHCOGHHHeHHH(3HOQTOBbmdcepBepONIpOMﬁX,BBCHHTG
ehlo mail.example.com

Bce pa60TaeT IpaBUIbHO, €CJIM B IMIPEACTABJICHHOM BBIBOJAC Bbl YBUIUTE B TOM YHCJIC U CTPOKH
IpEACTaBJICHHBIC HUXKEC!
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250-STARTTLS
250-AUTH LOGIN PLAIN
250-AUTH=LOGIN PLAIN
250 8BITMIME

BBenute koMaHAy quit 115 3aBEPIIEHUS CEAHCA.

14.2. Exim4

Exim4 - aTo npyroi areHT nepegayun coobuenuit (Message Transfer Agent, MTA),
pa3pabortannsiii B KemOpumkckom yauBepcuretre (University of Cambridge) 17151 HCITOIb30BaHUS
Ha Unix-cucteMax, NOAKIIOYEHHBIX K cetn MIHTepHeT. MOKHO ycTaHOBUTH EXim Kak 3amMeHy

sendmail, 0THAKO HACTpOIKa exim JOBOJbHO CHIILHO OTJIMYAETCSl OT HACTPOHKH sendmail.

14.2.1. Ycra"HoBKa

J1st ycTaHOBKY exim4, BBIIIOJTHUTE CACAYIONIYIO KOMAHY:

sudo apt-get install exim4 eximéd4-base eximé4-config

14.2.2. Koadurypanus

J1st HacTpoUKy exim4, BBIIOJIHUTE CIEAYIONIYIO KOMAH/Y:

sudo dpkg-reconfigure eximé4-config

OTo06pa3zuTcs moap30BaTeNbekuil uHTepdeiic. OH MO3BOJIIET HACTPOUTH MHOTHE MTAPAMETPHI.
Hanpumep, B exim4 ¢aiiipl HACTPOEK pa30oMTHI HA MHOKeCTBO (ainoB. Eciiu BbI kenaeTe UMETh

HACTPOWKH B OJTHOM (aiijie Bbl MOXKETE HACTPOUTH 3TO B TIOJIH30BATEIILCKOM UHTEpdeEiice.

Bce mapameTpsbl, KOTpbIe Bbl HACTPAMBAETE C TOMOIIBIO ITOJIb30BATEIBCKOTO HHTEpdeEiica,
XpaHHTCHB(paﬁHC/etc/exim4/update—exim4.conf.conf.ECHHBLIXOTHTCHSMCHHTBHﬂCTpOﬁKH,
TO BBl MOXeTe: TMOO 3aITyCTUTh €Il Pa3 MacTep HACTPOUKH, JIMOO OTPENaKTUPOBATh JAHHBIN
(hait;r BpyuHYyIO B BaIlleM JTFOOMMOM TEKCTOBOM pemakTope. I1ocie 3aBepiiieHuss HaCTPORKH,

BBITIOJTHUTE CIIEAYYIOIIYI0 KOMAaH/IY, YTOOBI CO3/1aTh OCHOBHOM KOH(PUTYPAIMOHHBIN (ailt:

sudo update-eximé4.conf

OcHoBHoOI (haitl KoHUrypamuu O0yIeT CO31aH U COXPAHEH 10 IMEHEM

/var/lib/exim4/config.autogenerated.

o BbI He TOJDKHBI, HU TTPH KAaKUX 0OCTOSTEIBCTBAX, PEAAKTUPOBATH BPYUHYIO
OCHOBHOM (haiijI HACTPOCK /var/lib/exim4/config.autogenerated. OH OOHOBIISICTCS

ABTOMATHYECKHU KX/bIM pa3, KOT/a BbI 3allyckaeTe komaHay update-exim4.conf

s 3amycka 1eMoHa exim4 BOCIIOJIB3YUTECH CIIETYIONIEeH KOMaHO0M:
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sudo /etc/init.d/exim4 start

TODO: This section should cover configuring SMTP AUTH with exim4.

14.3. Dovecot Server

Dovecot - 3TO areHT JOCTABKU MOUTHI, HAIIMCAHHBIN C YIIOPOM Ha 6e3onacHocTb. OH
MO/I/IEP’)KUBAET OCHOBHBIE (DOPMATHI MOYTOBBIX SIMMKOB: mbox wiu Maildir. DToT pazmen

PaCCKa3bIBACT O TOM, KaK HACTPOUTH €TI0 B KAYCCTBC CCPBECPa 1map W p0p3

14.3.1. YcraHoBKka

s ycraHoBKuU dovecot, BBITTOHUTE CIIEAYIONIYI0 KOMaHTy B KOMaHIHOM CTPOKE:

sudo apt-get install dovecot-common dovecot-imapd dovecot-pop3d

14.3.2. Koudurypauus

st HacTporiku dovecot BBI MOXKETE OTPEIaKTUPOBATH (Al /etc/dovecot /dovecot . conf.

Be1r MoxeTe BBIOpaTh MPOTOKOJI, KOTOPBI OyaeTe UCIoIb30BaTh. BO3MOXHbIE BApHAHTHI:
pop3, pop3s (pop3 secure), imap u imaps (imap secure). Onrcanue TUX MPOTOKOJIOB BBIXOJINT 32
IIpeiesibl JTaHHOTO PyKOBOACTBA. [l71s1 nanbHeiei nHpopMamuy NoceTUTe CTaTbi B BUKUIIEIUA
ulink url="http://en.wikipedia.org/wiki/POP3">POP3

IMAPS u POP3S 6onee 6e3onachsl, ueM IMAP u POP3, Tak kak OHU UCITOJIB3YIOT UG POBaHKE
SSL nist yctaHoBKM coequHeHus. ITocie Toro, kak Bbl ONPEAENTUITUCE C TPOTOKOJIOM, BHECUTE

U3MEHEHUS B CITEAYIONIYIO CTPOKY (paiiyia /etc/dovecot /dovecot . conf:

protocols = pop3 pop3s imap imaps

OHa BKITIOUAeT MPOTOKOIIBI ITpu ctapTe dovecot. Jlanee, 1o6aBbTe CIEAYIONIYIO CTPOKY B pa3en

pop3 daitna /etc/dovecot /dovecot . conf:

pop3_uidl_format = %$08Xu%$08Xv

3aTeM BBIOEPHUTE UCIIOIB3YEMBIi MOUTOBBIN AIMK. Dovecot moaaepxuBaeT popmaTsl maildir
1 mbox. ITo HauboJIee YACTO UCITOIb3YeMbIe (DOPMATHI MOUTOBBIX SIUKOB. Kaxapii u3
3TUX (OPMATOB UMEET CBOM MPEUMYILIECTBA, KOTOPbIE OOCYKIIEHBI HA 8eO-caiime dovecot
[http://dovecot.org/doc/configuration.txt].

Br16paB TUIl TOYTOBOTO SIIMKA, OTPEJAKTUPYUTE Al /etc/dovecot/dovecot .conf U HI3MEHUTE
CIIEIYIOIIYIO JIMHUIO:

default_mail_env = maildir:~/Maildir # (mng maildir)
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Uil

default_mail_env = mbox:~/mail:INBOX=/var/spool/mail/%u # (mng mbox)

Bawm cnenyet HacTpouts Bamn Mail Trasport Agent (MTA) mist nepenayu BXOISIIEH
MOYTHI 3TOMY THITy HOYTOBOTO SIIUKA €CIM OH OTJIMYAETCI OT TOTO, KOTOPOIL'O BbI

HACTPOUIIH.

ITo oxonuanuu HacTpoiiku dovecot, 3amyctute feMmoHa dovecot, YTOOBI TPOBEPUTH PAOOTY

BallvuX YCTAHOBOK:!

sudo /etc/init.d/dovecot start

Ecnu BbI akTHBMpPOBAIIM imap Win pop3, BBl MOXKETE TAK)KE MIONIPOOOBATH BOWTH Ha CEPBEP
pu oMot koMaHy telnet localhost pop3 v telnet localhost imap2 YcraHoBKa BBITIOJIHEHA

YCHENIHO, €CIIY BbI BUAWTE BHIBOJI, IOJOOHBIN CIIEAYIOIIEMY:

bhuvan@rainbow:~$ telnet localhost pop3
OeiTaemca 127.0.0.1...

Coemununcd ¢ localhost.localdomain.
Knasuma Bo3Bparta '~]'.

+OK Dovecot roros.

14.3.3. Dovecot: Hactpoiika SSL

J1st HacTpoiku ucnojyib3oBaHus SSL B dovecot, BBl MOKETE OTPEAAKTHPOBATH

Gbai/etc/dovecot /dovecot . conf, K3MEHUB CIIEAYIOIINUE CTPOKH:

ssl_cert_file = /etc/ssl/certs/dovecot.pem
ssl_key_file = /etc/ssl/private/dovecot.pem
ssl_disable = no

disable_plaintext_auth = no

®datine cert u key cozmaroTcst aBToMaTU4deCKu Ipu ycraHoBke dovecot. [Toxayiicta, oOpaTute
BHMMAHUE, YTO JJAHHBIC KITFOUM HE IOJITUCAHBI U UX MCITOJIb30BaHue OYIET JaBaTh OIMUMOKY BUIA
"bad signature” (TuTOXast MOITUCH) MTPH MOJKITIOYCHUN KIUEHTOB. UTOOBI U30€XaTh 3TOTO, BB
MOJKETE BOCIIOJIb30BaThCS KOMMEPUYECKUMU CepTH(PUKATAMU, UIIH, YTO EIIe JTyUIlle, BBl MOXKETE
UCIIOJIB30BATh CBOU COOCTBEHHBIE cepTuduKaThl SSL.

14.3.4. HacTpoiika OpanaMayspa il IOYTOBOTO cepBepa

s noctyna K BaliemMy OoYTOBOMY CEPBEPY C IPYTrOro KOMITbIOTEPA BbI JOJKHBI HACTPOUTH
OpaHaMayep Ha pa3pelieHre COSAUHEHUN 10 HEOOXOIUMMBIM MMOPTaM.

* IMAP - 143

* IMAPS - 993

* POP3-110

* POP3S - 995
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14.4. Mailman

Mailman - 3T0 mporpaMma ¢ OTKPBITBIMH KOJIAMHU JIJISI YIIPABICHUS TUCKYCCUSMH, BETYIIIMMUCS
yepe3 3JEKTPOHHYIO MTOUTY, U pACCBUTKAMMU 3JICKTPOHHBIX HOBOCTHBIX COOOIIeHUIA. MHOTHE
OTKPBITHIE CIUCKH PACCBUIOK (BKItoUas Bce Ha Ubuntu mailing lists [http://lists.ubuntu.com])
UCTIOIB3YIOT Mailman, B Ka4eCTBE TPOTpaMMBbI YIIPABIICHUS IIOYTOBBIMU CITUCKAMU. ITO MOIITHOE

MIPUITOKECHHUE, IITPU 3TOM €T0 JICTKO YCTAHOBUTDH U IOJACPKUBATD.

14.4.1. YcraHoBKa

Mailman nipeocraBisieT BeO-uHTepdeiic A1 aIMUHUCTPATOPOB U MoJIb30BaTened. To
eCcTb, eMy HeoOxoauM cepBep Amad (apache) ¢ mogaepsxkoi mod_perl. Mailman ucronb3yeT
BHEIITHUI ITOYTOBBIN CEPBEP MJI OTIPABKH U TIOTYyUEHUS 3JIEKTPOHHOM MTOYTHL. OH OTIIMIHO

B3aHMO,Z[eﬁCTByeT CO CJIICAYIOIIMMHU ITOYTOBBIMH CEPBECPAMMU:

* Postfix
e Exim

* Sendmail
¢ Qmail

MBbI paccMOTpUM KaK yCTaHOBUTH mailman, BeO-cepBep apache u mouToBbIi cepBep Exim. Eciu
BBI XOTUTE YCTAHOBHUTH Mailman It Apyroro IMoYTOBOTO CepBepa, IMOXKaJIyicTa, 00paTUTECh K

pasneny CChUIKH.

14.4.1.1. Apache2

st onucanust ycraHoBku apache2 cmotpure Pazdea 10.1, «Y cmanoexa» [48].
14.4.1.2. Exim4

st yctaHOoBKY EXim4 BBIMOJHUTE CIAEAYIOIINE KOMAH bl B CTPOKE TEPMUHAIA:

sudo apt-get install exim4
sudo apt-get install eximéd-base

sudo apt-get install eximé4-config

IMocne ycTaHOBKHM exim4, (haitiibl HACTPOEK COXPAHSIIOTCS B KATAJIOTe /etc/exim4. B Ubuntu, mo
YMOJTYaHHIO, HACTPOMKH exim4 pacripeesieHbl Cpen Pa3IuuHbIX (ailyioB. Bel MOKeTe H3MEHHUTH

9TO MOBEACHNUE M3MCHUB CIICAYIONIYIO IIEPEMEHHYIO B (haijie /etc/exim4/update-exim4.conf:

* dc_use_split_config="true'
14.4.1.3. Mailman

J1st uHCTaammu Mailman BBITTOJIHUATE CIIEAYIONTYI0O KOMaHAy B CTPOKE TEpMHUHAIIA:

sudo apt—get install mailman
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Omna xonupyeT (aiibl, HEOOXOAMMBIE Il yCTAHOBKM, B KaTajor /var/lib/mailman. ITiroc,
ycranaBimmBaeT ckpunthl CGI B katasor /usr/lib/cgi-bin/mailman. A Taxke co3gaeT JTUHYKC
[10JIb30BaTENs [ist M IMHYKC rpymniy list. DTOT MoJIb30BaTeNb OYAET BlIaIeIblLEM IIporecca

mailman.

14.4.2. Koudurypanus

JlaHHBIV pa3fen moapa3yMeBaeT, UTO Y BAC YK€ YCTAHOBJIEHBI: mailman, apache2 u exim4.

Teneps BaM HY>KHO TOJIBKO HACTPOUTH HX.
14.4.2.1. Apache2

IMocne ycraHoBKM apache2, T0OaBbTE CIIEAYIONINE CTPOKH B (DAMIT /et c/apache2/apache?2. conf:

Alias /images/mailman/ "/usr/share/images/mailman/"

Alias /pipermail/ "/var/lib/mailman/archives/public/"

Mailman ucnions3yet apache2 mis ucrioaHeHus cBoux CGI-ckpuntoB. CGI ckpunThl
mailman-a ycraHOBIJIEHBI B kaTajore /ust/lib/cgi-bin/mailman. To ecTs ero url-aapec Oyaet
http://hostname/cgi-bin/mailman/. YToObI UIBMEHHUTH ITO, BBl MOXKETE OTPEIAKTUPOBATE (haiiil

/etc/apache2/apache2.conf
14.4.2.2. Exim4

[Tocne ycranoBku Exim4, cepsep Exim MoxeT ObITh 3allyllieH U3 KOMaHAHOM CTPOKH TEpMHUHATA

IIpy ITIOMOIIIN:

sudo /etc/init.d/exim4 start

st Toro, 4ToOBI mailman paboTait ¢ exim4, BaM HE0OX0IMMO HAaCTpouTh exim4. Kak 3amedeHo
pasee, MO0 YMOJITUAHMIO eXim4 UCTIONIb3yeT MHOXKECTBO KOH(PUTYPAIMOHHBIX (HalIoB pa3InIHBIX
TuIroB. /s monmydeHus 6oJjiee moapoOHON nHpopMayu, 00paTUTECh K 8eb-cmparuue Exim
[http://www.exim.org]. Iis 3amycka mailman, Ham HY>KHO TOOABUTH HOBBII (Al HACTPOEK K

CIIEAYIOUIMM TUIaM KOH(QUTYpALHIi:

¢ OcHOBHOE
* ITlepenaua moyThl

* MapmpyTtuzatop

Exim co3aeT oCHOBHOM (haitin HaCTpoeK, pa3dupasi Bce 3TU HACTPOeUHble MUHU-(aiIbl. To ecTh

ITOPAAO0K, B KOTOPOM UIYT 3TH (haiiIbl HACTPOCK, OUCHBb BaXKCH.
14.4.2.3. OcHosHoe

Bce HacTpoeuHble (Daiiibl OCHOBHOTO THTIA XPAHATCS B KATAJIOTE /etc/exim4/conf.d/main/.

Co3snaiTe HOBBIM (DAMIT 04_eximi-config_mailman U JOOABHTE B HETO CIIEAYIOIIEE:

# start
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# Home dir for your Mailman installation -- aka Mailman's prefix
# directory.

# On Ubuntu this should be "/var/lib/mailman"

# This is normally the same as ~mailman

MM_HOME=/var/lib/mailman

#

# User and group for Mailman, should match your --with-mail-gid
# switch to Mailman's configure script. Value is normally "mailman"
MM_UID=list

MM_GID=list

#

# Domains that your lists are in - colon separated list

# you may wish to add these into local_domains as well

domainlist mm_domains=hostname.com

# These values are derived from the ones above and should not need
# editing unless you have munged your mailman installation

#

# The path of the Mailman mail wrapper script
MM_WRAP=MM_HOME/mail/mailman

#

# The path of the list config file (used as a required file when

# verifying list addresses)

MM_LISTCHK=MM_ HOME/lists/${lc::$local_part}/config.pck

# end

14.4.2.4. I1epedaua noumst

Bce HacTpoeunbie (aitbl, MpUHAIISKAIME K THITY TPAHCIIOPTUPOBKA, XPAHSTCS B KATAJIOTe
/etc/exim4/conf.d/transport/.(jOSﬂaﬁTe}KHHﬂﬁ(baﬁﬂ 40_exim4fconfig_mailmanP1ﬂ06aBbTe

B HEro CJIICAYIOoIIce:

mailman_transport:
driver = pipe
command = MM_WRAP \
'${if def:local_part_suffix \
{${sg{$local_part_suffix}{— (\\w+) (\\+.*)2}{\$1}}} \
{post}}' \
$local_part
current_directory = MM_HOME
home_directory = MM_HOME
user = MM_UID
group = MM_GID

14.4.2.5. Mapwpymusamop

Bce HacTpoeunbie Gaiibl, IpUHaUIEKAIIME K TUITY POYTEP, XPAHATCS B KATAJIOTE
/etc/exim4/conf.d/router/. CO3/aiTe HOBBIN (PAMIT 101_exim4-config_mailman U JOOABBTE B

HETO CIICOYIOIIEC:
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mailman_router
driver = accept
require_files = MM_HOME/lists/$local_part/config.pck

local_part_suffix_optional

local_part_suffix = -bounces : -bounces+* : \
—confirm+* : —Jjoin : —-leave : \
—owner : -—-request : —admin
transport = mailman_transport

O ITops1oK OCHOBHBIX ¥ TPAHCIIOPTHBIX (DaitIOB HACTPOEK He BakeH. OTHAKO, TOPSIOK
(baitioB HACTPOEK POyTepa TO0JDKEH OBITh coxpaHeH. KOHKpeTHO 3TOT daiti 1o
MOPSJIKY AOJDKEH ObITh 110 daiia 200_exim4-config_primary. O6a 3Tux darina
COZIEpKaT OAMHAKOBBIN TUM HHGOopManuu. [1epBrIii U3 HUX OyAET ompeaeneH Kak
npenuecTBeHHUK. /{7151 momyukenus 6osee MoaHOM HHPOpMALMH, OOPATUTECH K CEKIUH

CCBUIKH.
14.4.2.6. Mailman

ITocne yctaHoBKM mailman, AJ1s1 €ro 3aIycKa BOCIIOIb3yUTECh KOMaH/IOM:

sudo /etc/init.d/mailman start

Tenepb BaM HY>KHO CO31aThb OCHOBHOM CITMCOK PaCCBbLIKH. BOCHOJ’ILSyﬁT@CB HJIA 9TOI'O

CIIEYIOIIEH KOMaHIOM:
sudo /usr/sbin/newlist mailman

Enter the email address of the person running the list: bhuvan at ubuntu.com
Initial mailman password:

To finish creating your mailing list, you must edit your /etc/aliases (or
equivalent) file by adding the following lines, and possibly running the

‘newaliases' program:

mailman: "|/var/lib/mailman/mail/mailman post mailman"

mailman-admin: "|/var/lib/mailman/mail/mailman admin mailman"
mailman-bounces: "|/var/lib/mailman/mail/mailman bounces mailman"
mailman-confirm: "|/var/lib/mailman/mail/mailman confirm mailman"
mailman-join: "|/var/lib/mailman/mail/mailman join mailman"
mailman-leave: "|/var/lib/mailman/mail/mailman leave mailman"
mailman-owner: "|/var/lib/mailman/mail/mailman owner mailman"
mailman-request: "|/var/lib/mailman/mail/mailman request mailman"
mailman-subscribe: "|/var/lib/mailman/mail/mailman subscribe mailman"
mailman-unsubscribe: "|/var/lib/mailman/mail/mailman unsubscribe mailman"

Hit enter to notify mailman owner...

Mb1 HacTpowiM exim Ha pacro3HaBaHue Bcex cooOuieHnit oT mailman. Takum oOpa3om, He

00s13aTeNIbHO CO31aBaThb HOBBIC 3A4IIMCH B (baﬁne /etc/aliases. Eciv BbI BHECIH KaKue-IMO0
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W3MEHEHUS B KOH(PUTypalMOHHbIE (PaiiIbl, MOKAIYICTa, yIOCTOBEPhTECH, UTO BBl IIEPE3ATYCTHITN

COOTBETCTBYIOIIME CITYKOBI 10 TOTO, KaK IMepeiIeTe K CIeAYIOIEeMy pa3Ieiy.

14.4.3. AAMUHHMCTPUPOBAHKE

ITopazymeBaetcs, UTO y Bac ycTaHoBKa o ymoauanuio. CGI-ckpunTsl mailman Bce eliie
HaxoAsaTcs B kaTaiore /usr/lib/cgi-bin/mailman/. Mailman rpegocTaBiseT JIETKUX BeO-uHTepdeic
JUTS aIMUHUCTpUpPOBaHUs. JJIst HOCTyIa K €ro CTpaHUIAM YKaXUTE CICAYIONIYIO CChIIKY B

BaleM Opaysepe:
http://hostname/cgi-bin/mailman/admin

Crucok 1Mo yMOJTYaHHuIO, mailman, TOSIBUTCS Ha 3KpaHe. Eciiu BhI IETTKHUTE IO UMEHU
CITMCKA PACCBUIKH, ITOSIBUTCS 3aIIPOC IS ayTeHTU(PHUKAIUKU ¢ ITOMOIIIbI0 mapoJs. Ilocie BBoga
MIPaBUIIBHOTO TAPOJIS, BBI IMOJIYIUTE BO3MOKHOCTD U3MEHATH 4 IMUHUCTPATUBHBIC HACTPOUKH
JUTS. TAaHHOT'O CIUCKa. [{J1st co3aHust HOBOT'O CITUCKA BBl MOXETE BOCIIOJIBb30BATHCS YTUITUTOM
KOMaHHOM CTpokH (/usr/sbin/newlist). B kauecTBe aibTepHATUBBI, BBl MOKETE UCIIOJIH30BATh

JUUIS1 CO37]aHUsI HOBOTO CIMCKA BeO-uHTEpQeiic.

14.4.4. I1onp3oBarenu

Mailman nipe1ocTaBIsieT MOJIb30BATENO0 BeO-uHTeEpdeiic. st JocTyma K 3Toi CTpaHuIE,

reperdauTe B Opay3epe Ha ClaeayroIuii url:
http://hostname/cgi-bin/mailman/listinfo

Ha stom s3xpaHe nosIBUTCS CO3JaHHBIN MPHU YCTAHOBKE CIIUCOK PACChUIKU "mailman". Ecin
MENKHYTH HA HA HA3BAHUU CIHMCKA PACCBUIKH, TOSBUTCS (hopMa peructpanuu. st moanvcku
Ha 3TOT CIIMCOK MOKHO BBeCTH Barr modtoBeIit azipec, uMs (He 00s13aTeNTbHO) U Tapoik. I1ocre
aToro Bam OyneT oTIpaBiieHHO 3JIEKTPOHHOM MTOUYTOMN mpurnamnieaue. YToObl oANKMCaThCS Ha

CIIMCOK PACCBUIKH, CIEAYNUTE MHCTPYKIUSAM, COIEPKAIIMMCS B 3TOM MPUTJIAIICHHN.
14.4.5. Ccbuiku
GNU Mailman - pykogodcmao no ycmarogke [http://www list.org/mailman-install/index.html]

HOWTO - Cosmecmuoe ucnoawvsosanue Exim 4 u Mailman 2.1

[http://www.exim.org/howto/mailman21.html]
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I'maBa 5. Paoora B cetu Windows

KOMHLIOTCprIe CCTHU 4aCTO BKIIIOYAIOT PA3JIMYHBIC CUCTEMBI, U XOTA YIIPABJIICHUC CETHIO,
HETTUKOM COCTOSIIIeN 13 paboumx cTaHiuii u cepBepoB Ubuntu, SIBIII€TCS TPOCTOM 3a1a4ei,
HEKOTOPBIE CETU TOJKHBI OBITh MOCTOPOEHBI Kak u3 Ubuntu-cucTeM, TaK U U3 CUCTEM
Microsoft®Windows®, coritacoBaHHO pabOoTarolux BMeCTe. DTa 4acTh PykoBoICTBa cepBepa
Ubuntu paccMaTpyBaeT MPUHIMITEL U MHCTPYMEHTBI, UCIIOJIb3YEMBIE JJI1 HACTPONKU BAIIETO
cepsepa Ubuntu JJ1si COBMECTHOT'O MCITOIBL30BAHUS CETEBBIX PECypCOB BMECTE C KOMITBIOTEpAMU

Windows.
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1. BBenenue

VYcnemnoe ceTeBoe B3anMoaencTBUe Balteil cucteMbl Ubuntu ¢ Windows-KJIMEHTAMH BKJIIOYAET
B ce0st oOecIieueHre U MHTETPaLUIO CO CITy )kKOaMu, o01uMu Tt okpyxeHust Windows. Takue
CITYOBI MTOJICPKUBAIOT COBMECTHOE UCITOJIB30BAHUE JAHHBIX U MH(POPMAIUK O KOMITBTEPAX U
MOJIb30BATEJISIX CETH, © MOT'YT OTHOCHUTBCS K TPEM OCHOBHBIM (DYHKIIMOHATBLHBIM KATETOPHUSIM:

* Cnyx0b1 noctyna K (painam u npuaTepam. Vcnons3o0BaHue mpoTOKoIa 0J10Ka CEPBEPHBIX
coobmeHutt (SMB) mitst obecrnieueHus COBMECTHOTO UCIIOJIb30BaHUS (PaiiioB, Aok, TOMOB, a

TaKXE O6L[ICFO AOCTYyIIa K IPUHTCPAaM 4€PE3 CCTh.

» Cayx0bI KaTasora. Pacripeneienue BaXHOM HHPOPMALMK O KOMITBIOTEPAX M MTOJIH30BATENISIX
CETH C UCIIOJIb30BAHMEM TAKHUX TEXHOJIOTHH, KaK OOJIErYeHHBIN MPOTOKOJ JOCTYIIA K

katajoraMm (LDAP) u Microsoft Active Directory®.

* AyTeHTH(PHKAIHS H JOCTYI. Y CTAHOBJICHUE ITOUTMHHOCTH KOMITBIOTEPA HITH ITOTH30BATENS
CeTH U ompeesieHne nHGOPMALUH, K KOTOPOI KOMITHIOTEPY UM TIOJIB30BATENIO pa3PEIIaeTCs
UMETb JOCTYII, UCIIOJIb3YsI TAKUE MIPUHIMIIBI M TEXHOJIOTHH, KaK IIpaBa JocTyna K ¢ariy,

CPYIIIOBBIE TTOJIUTHKH U CITyK0y ayTreHTugukanuu Kerberos.

K cuacrsio, Bama cucrema Ubuntu MOkeT 0OecriednBaTh BCe 3TH BO3MOXHOCTH JUIs1 KJIMEHTOB
Windows 1 pacnpeensiTb CeTeBble pecypchl Mex 1y HUMU. OIHON U3 OCHOBHBIX YacTen
MIpOrpaMHOTO oOecreueHusi, KoTopoe BKItouaeT Bara cuctema Ubuntu aiist cetu Windows,
siBisieTcss SAMBA - HAOOp IMPUITOKEHUI U HHCTPYMEHTOB cepBepa SMB. OToT pazmen
PykxoBoactsa no cepepy Ubuntu KpaTKO 03HAKOMHUT C YCTAaHOBKOM M 0a30BOM KOH(UTypanren
Habopa cepBEepPHBIX MPUIIOKEHUM U YTUIIUT U3 HaObopa SAMBA. JlononHuUTenbHAS, TOAPOOHAS
JOKyMeHTanus u uHpopManus 0 SAMBA BBIXOAUT 32 paMKHU 3TOT'O PYKOBOJICTBA U HAXOOUTCS

Ha caiime SAMBA [http://www.samba.org].
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2. YcranoBka SAMBA

IBKOM&HHHOﬁCTpOKCBBeHHTeCHCHYKHHYK)KOMaHHYHHHYCTaHOBKHCCpBCpHONJHpHHOXCHHH
SAMBA:

sudo apt-get install samba
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3. HacTrpoiika SAMBA

Bb1 moxxete HacTpouTh cepsep SAMBA myTem BHeceHUs! UI3MEHEHHMI B (aiii
/etc/samba/smb.conf, U3MEHUB 3HAYEHMSI [10 YMOJYAHHUIO U 100aBUB HOBBIE. [lONOIHUTENbHAS
uHpOPMALHS O KAKIOM ITapaMeTpe TOCTYITHA U3 KOMMEHTAapHeB B amiie /etc/samba/smb.conf
WM U3 CTPAHMIBI PYKOBOJICTBA /etc/samba/smb.conf, KOTOPYIO MOXHO yBHIETh, HAOpaB

CIIEAYIONIYI0 KOMaH/Iy B TEPMUHAIIBHOM CTPOKE:

man smb.conf

@ [Tpexe ueM BHOCUTH U3MEHEHHsSI B KOH(PUTYPAIMOHHBII (aiiil, BaM CIIEIYeT CIeNaTh
KOIIMIO UCXOTHOTO (haiiia v 3aLIUTUTD €€ OT 3aluch. TakuM o0pa3oM, epBOHaYATIbHbIE
YCTAaHOBKH MOTYT UCITOJIB30BATHCS KAK JIJISl CIPABOYHOTO PYKOBOJICTBA, TAK U JUIS

IIOBTOPHOT'O UCITOJIb30BAHMUA.

Crenaiite pe3epBHYIO KOMUIO (paiijia /etc/samba/smb.conf:

sudo cp /etc/samba/smb.conf /etc/samba/smb.conf.original

Temnepb oTKpoIiTe aiil /etc/samba/smb.conf U BHOCUTE BAlll U3MEHEHUSI.

3.1. CepBep

B nomonHeHue K MakeTy CEpBEPHBIX NPWIOKEHUH SAMBA 111 opraHu3anyy COBMECTHOTO
nocryna K ¢aiiam u npuaTepam, Ubuntu Takke BKIIOYAET APYTHUE MOLTHBIE CEPBEPHbBIE
MIPUIIOKEHUS, TPEIOCTABIISIOLIHE TOMOTHUTENIbHYIO (PYHKIMOHAIBHOCTh CETEBOMY CEPBEPY
U1t Windows-KJIMEHTOB, aHAJIOTHUHYIO o0ecrieunBaeMon pealbHbIMU Windows-cepBepaMu.
Hanpumep, Ubuntu npegocTaBiseT UEHTPAIM30BAHHOE YIIPABICHUE CETEBBIMU PECYPCAMH,
TaKUMH KaK KOMITBIOTEPBI U TIOJIb30BATENN Yepe3 CIyKObl KaTaloroB, U o0ecrneynBaeT
UJIEHTU(QUKAIMH ¥ aBTOPU3ALMHA KOMITBIOTEPOB U I10JIb30BATENEH Yepe3 CIyKObl

AyTeHTUPHUKALMH.

Crnenytomue naparpads! paccMatpuatoT SAMBA 1 BcrioMoraTebHble TEXHOJIOTHH, TAKUE

KakK cepBep 00JICTUCHHOTO IMMPOTOKOIA CIIy)O0bI kKaTanoros (LDAP) u cepBep ayTeHTH(DHKALN
Kerberos 0oee getanbHO. Bbl Takke MOTyUUTE MPEACTABIEHUE O HEKOTOPBIX AUPEKTUBAX
JIOCTYITHBIX B KOH(UTrypanmuoHHoM daiie SAMBA, koTopble 00JierdaroT uHTerpanuio ¢ Windows

KIIMCHTAMM U CEPBCPAMMU.

3.1.1. Active Directory

Active Directory - 3To 3amaTeHTOBaHHAS peau3anusi CIy>K0bl KaTainoroB oT Microsoft,
UCTIOJIb3yeMast ISl OOECTIeYeHHS CPENICTB pacipeaesieHuss MHPOpMaLKu O CETEBBIX pecypcax
¥ 1oJIb30BaTeNsaX. KpoMe nueTpanm3oBaHHOTO HCTOYHMKA MH(OPMALMK TAKOTO poaa, Active

Directory TaKXE HCﬁCTByeT KaK HCHTPpAJIM30BaHHAA 3alllMIIICHHAA basza JaHHBIX JJId IIPOBEPKHU
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IIOJUIMHHOCTH B ceTu. Active Directory coueTaeT BO3MOXXHOCTH TPAIUIMOHHO PACIIOI0KEHHbIE
B PAa3JIMYHbIX, CIICHUAJIM3UPOBAHHBIX CUCTEMAX KATAJIOI'OB JI YIIPOLICHUA UHTCT PALHH,
yIpaBiieHus! 1 oOecriedeHus 0e301MacHOCTH ceTeBbIX pecypcoB. [Taker SAMBA MoxeT ObITh

HACTPOEH Ha UCIIOJIb30BaHueE cepBUCOB Active Directory koHTposiepa foMeHa Windows.
3.1.1.1. LDAP

Cepgepnoe npunoxxenue LDAP obecrieunBaeT ¢pyHknuoHansHocth Cayk6b61 KaTamoros

I KoMITbIoTepoB Windows Ha MaHep, OYeHBb CXOXKUH co cryk0amu Microsoft Active
Directory. Takue ciy0bl BKIIIOUAIOT YIIPaBJIeHUE aTPUOYTaMU M B3aUMOOTHOIICHUSIMU
MEXIY KOMIIbIOTEPAMH, I10JIb30BATENSIMH, U TPyNIIaMU KOMITBIOTEPOB MIIM IIOJIb30BATENEH,
KOTOPBIE PA0OTAIOT B CETH; U 0OECIIEUNBAIOT /IEKBATHBIC CPEJCTBA ISl OTIMCAHMS, HAXOXKICHUS
W yIpaBiieHUs1 3TUMH pecypcaMu. CBoOOIHO pocTynHast peanu3auusi LDAP, umerormasicst

115 Bated cucteMmbl Ubuntu, HaspiBaeTcss OpenLDAP. CepBepHble 1EMOHBI, OTBEUYAIOLINE 32
o0cTy)kuBaHHUe 3anpocoB K katanory OpenLDAP u nepenauy JaHHBIX KATaJIoTa OT OJHOTO
LDAP cepsepa k npyromy B Ubuntu — 3710 slapd u slurpd. OpenLDAP M0XeT HUCIIOTb30BaAThCS

B couetanuu ¢ SAMBA, ju1st obecrieueHus JOCTyIa K (ariaM, eyaTu U CIy)0aM KaTaloroB
TaK e, KaK 3TO JenaeT KoHTpoJuiep nomeHa Windows, eciin maker SAMBA ckoMIIUIIMpPOBAaH ¢

noaaepxxkon LDAP.
3.1.1.2. Kerberos

Cucrema oGecrieuenus 6e3onacHocTu ayTeHTUduKanmu Kerberos - 3T0 cTaHmapTU3UpOBAHHAS
ciry>x0a JJ1 PeIOCTaBICHUs Ay TEHTU(PHUKAIMN KOMITBIOTEPAM U TIOJIb30BATEISIM ITOCPEICTBOM
IEHTPAJIM30BAaHHOI'O CEpBEpa, KOTOPBIN MPETOCTABIAET 3alIM(PPOBAHHBIE OMUIIETHI
YCTAHOBJICHUS TOJITHOMOYUI, TPUHUMAEMBIE B KAUECTBE MMOITBEPKIACHUS aBTOPU3ALUH JTIOOBIMU
JIPYTMMHU KOMITBIOTepaMH, UCTIob3ytonmMu Kerberos. [1peumymectBa ayreHTHQUKALUMM C
nomo1nbio Kerberos BKIII0UaroT 0000 IHYIO UIEHTH(PUKALMIO, IEIETMPOBAHUE, BOBMOXKHOCTD
B3aMMO/IEUCTBUS U YIIPOILEHHOE YIIPABIIEHHUE 10BEPUTEIbHBIMA OTHOILEHUSIMUA. OCHOBHBIMH
JIEMOHAMM cepBepa T 00CIykuBaHus ayTeHTuuKamun Kerberos 1 aIMUHUCTpUpPOBaHUS Oa3bl
naHubIX Kerberos B Ubuntu siBirstrores krbSkdc n kadmin. SAMBA MoskeT ucrmoirb30BaTh Kerberos,
KaK MEXaHU3M IS ayTeHTU(HUKAMK KOMIIBIOTEPOB M IOJIb30BATEIEH BMECTO KOHTPOJLIEpa
nomeHa Windows. UToOsI 310 caenath, cucreMa Ubuntu J0KHA UMETh YCTAHOBIIEHHYIO CITYKOY
Kerberos, u aiiin /etc/samba/smb.conf TOJDKEH OBITH MOIU(PHUIMPOBAH TS BEIOOPA BEpHON
obaacmu v pescuma besonacrocmu. Hampumep, oTpeakTupyiTe Gat /etc/samba/smb. conf,

J100aBUB 3HAYCHHUS:

realm = HMJSI_IIOMEHA
security = ADS

K ¢afity 1 COXpaHHTE €TO.

@ He 3abynpre 3amenuts TokeH UM S_JIOMEHA B npuMmepe Bbllie Ha (aKTUIECKOE UMS

Bamiero nomMeHa Windows.
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Bam nmoHago6uTcs nepe3anyctuth AeMoH SAMBA 1i1st TOro, 4TOOBI K3MEHEHHS BCTYITAIN
B cuity. Ilepe3anycture neMoH SAMBA ¢ mOMOIIbIO CIEAYIONIEH KOMAaH/Ibl BBEJICHHOM B
TEPMUHAIBHOM CTPOKE:

sudo /etc/init.d/samba restart

3.1.2. YyeTHBIE 3aIIUCH KOMIILIOTEPOB

VueTHbIe 3amucu KOMIBIOTEPOB Ucnonb3ytoTes B Cityxx6ax Karanora nns yHukaabHOM
UJICHTU(PUKAINI KOMITBIOTEPHBIX CUCTEM, HAXOSIIMXCS B CETH, M 00padaThIBAIOTCS TAKHM XKe
00pa3om, B IJ1aHe OE30MMACHOCTH, KAK U YUETHBIE 3aIMUCH MTOJIb30BaTeNIeil. Y UeTHbBIE 3aIiCH
KOMITBIOTEPOB MOT'YT UMETH MAPOJIH TaK K€, KaK ¥ YUETHBIE 3AIMCH TIOIb30BATENEH, U TPOXOIAT
ABTOPH3ALMIO JIJI51 JOCTYIA K CETEBBIM PECypCaM aHAJIOTMYHO YYETHBIM 3aIMUCSIM MOIb30BATEIICH.
Hanpumep, eciv nosb30BaTeNnb, UMEIOLIUI BEPHYIO YUETHYIO 3aIIMCh IMEHHO 3TOM CETH
MBITAETCS Ay TEHTU(PHUIUPOBATHCS C CETEBBIM PECYPCOM C KOMITBIOTEPA, KOTOPBIN HE UMEET
BEPHOM YYETHOM 3aIUCH, TO B 3aBUCUMMOCTH OT IPUMEHSIEMBIX K CETH MOJHUTHK, TOJIb30BATENIO,
BO3MOXHO, Oy/IET OTKa3aHO B JIOCTYIIE K PECypCy, €CITH KOMITBIOTED, C KOTOPOT'O OH IBITAETCS

9TO CACIAaTh, ABJIIACTCA IIOCTOPOHHUM.

VY4yeTHas 3aIuch KOMITBIOTEPA MOXKET OBITh T0OaBiieHa B (aitn mapoieit SAMBA, nipu ycinoBuw,
YTO UM I[O6&BJI$ICMOFO KOMIIBIOTEPA CYIIECTBYET B KA4YECTBC HOHYCTHMOﬁ y‘—ICTHOfI 3aI1ucu
MOJIH30BATENS B JIOKAIbHOM O6a3e mapodeit. CuHTakcuc 11t JOOABIEHUS YUETHOM 3aIICH
KOMITBIOTEPA 3aKJII0YAETCs B UCIIOJIb30BAHUM KOMaH/Ibl smbpasswd B TEpMHUHAIIbHOM CTPOKE

CIIETYIOIIMM 00pa3oM:

sudo smbpasswd —a -m HMs_KOMIIBIOTEPA

@ He 3a0ynpre 3amenuts TokeH MM S_KOITBIOTEPA B npuBeneHHOM BBIIIIE TTPUMEPE
Ha (PaKTHUECKOE UMS TOTO KOMIIBIOTEPA, 11 KOTOPOTO XOTHTE CO3/1aTh YUETHYIO

3aIIuCh.

3.1.3. IIpaBa nocryma K danaam

[TpaBa nocryna x ¢aiiny onpeaensioT TOUHbIE TPUBUIIETHH, KOTOPbIE UMEET KOMITBIOTED UIIH
MOJIH30BATENb TI0 OTHOIIEHHUIO K OTJICIIBHON TUPEKTOPUH, (arry wium rpymre daiios. Takue
MpaBa MOTYT ONPEIENATHCS C TOMOIIBIO PeAAKTUPOBAHUS (paiiia /etc/samba/smb.conf U
YCTaHOBKH TOUYHBIX Pa3pelleHuil, OnpeesiomunX JOCTYI K 00mieMy katajaory. Hampumep,
€CITM BbI OMpeeuin o01wmii pecypc SAMBA, Ha3bIBaeMbll sourcedocs, v )KenaeTe 1aTh IpaBa
JIOCTYNA MOAbKO umeHue TPYIIE MOJIb30BATEIECH, U3BECTHOMN KaK planning, a TaK K€ XOTUTE
pa3pelnTh 3aIKCh B OOIIMIA pecypc rPpyIIe, Ha3bIBAeMOM authors, v IOJIb30BATEIIO MO UMEHEM
richard, Torma BaM HEOOXOIMMO OTPEIAKTHPOBATD (Paiiil /etc/samba/smb.conf M JOOABUTH

CIIeAyIOIINE JaHHbIE MO 3aITUChIO [sourcedocs]:

read list = @planning
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write list = @authors, richard
Coxpanute (ailit /etc/samba/smb.conf I TOTO YTOOBI U3MEHEHMS BCTYIIUIIA B CUITY.

A pyroe BO3MOXXHOE PEUIEHUE - ONIPEAETUTh A0 MUHUCIPAMUEHble TIPABA TOCTYIA TS
KOHKPETHOTo paszfensieMoro pecypca. [lonb3oBaTtenu, UMEIOIINe aIMUHUCTPATUBHBIE
MTOJTHOMOYHSI, MOTYT MPOU3BOUTH UTEHUE, 3aTTUCh, U3MEHEHHE JTI000H nH(popManyu, JOCTYITHON
Ha peECypce, A1 KOTOPOT'O 3TUM IT0JIB30BATEIIAM ObLIU SIBHO 3alaHbl AAMUHUCTPATHUBHBIC ITpaBa
nocryna. Hanmpumep, eciu Bbl XOTUTE ONIPEIEIIUTD [1OJIb30BATENIO Mmelissa aIMUHUCTPATUBHbBIE
IpaBa JOCTYIIa K pecypcy sourcedocs, BaM HEOOXOAUMMO U3MEHHUTD (DA /etc/samba/smb. conf,

J100aBUB CIIEAYIOIIYIO CTPOKY B pas3fen [sourcedocs]:
admin users = melissa

COXpaHI/ITe (baﬁn /etc/samba/smb.conf JJI TOTO YTOOBI UI3MEHEHMSI BCTYIIWJIA B CUITY.

3.2. KinueHThI

Ubuntu BKITIOYAET KIIMEHTCKUE MPUIIOKEHHUS U CPELICTBA ISl JOCTYIIA K CETEBBIM pecypcaMm,
paszzaenseMbIM 1o mpoTokoily SMB. Hanpumep, yrunura smbcelient pazpemaer JOCTyIl K
yaajeHHOM (haiioBoii cucteMe, Harmogooue FTP kimuenTa. i1 mocryna K oOIIei marnke,
W3BECTHOM NOJ UMEHEM documents, IPeIOCTABIAEMON ynaneHHBIM Windows KOMITBIOTEPOM O
Ha3BaHUeM bill, UCNIONb3ysl, K IpUMEPY, smbclient, BBl MOXXETE BBECTU B KOMMAH/THOM CTPOKE

KOMaH/1y MMOJOOHYIO CIIeTyIOIIEH:

smbclient //bill/documents -U <username>

3ateM Bam Oy/eT MPEeAJIOKEHO BBECTH ITAPOJIH TS TIOJIH30BATENS, YKA3aHHOTO MOCIE OTIIUN
-U. INocne ynaunoi ayTeHTUGUKAIMH, OyIeT MpeIocTaBIeHa KOMaHIHAs CTPOKa, I/1e BbI
CMOJKETE BBOJIUTH KOMAH/IBI TSt 00paOOTKH U epenauu (PpaityioB, CHHTAKCUUECKH CXOXKUE

C KOMaHJaMHu, UCII0JIb3yeMbIMK Herpaduueckumu FTP-knmuentamu. [l nonyuenus 6oee
oApo6HO# nHopManuu 00 yrunute smbclient, 03HAKOMBTECH C PYKOBOJICTBOM 17151 JTAHHOMN

YTUIUTBI, BOCIIOJIB30BABIINUCH KOMAaHIOM:

man smbclient

Ucnonp3ys komaHay mount, BbI MOKETE IPUCOETUHUTD yIAJICHHbBIN CETEBON PECYPC, TOCTYITHBIIM
1o nportokoiry SMB, nokansHo. Hanpumep, a1 npucoenuHenus K Baiuei cucteme Ubuntu B
KaTtaJjor /mnt/pcode COBMECTHO UCIIONIB3YEMOM MAIKU C HA3BAHUEM project-code, HAXOAILEHCS
Ha cepepe Windows 1oz uMeHeM development, ACTIOB3Ysl UMS TTOJIb30BaTENs dlightman, BaM

CII€aAyCT BBECTHU TAKYIO KOMAHAY:

mount -t smbfs -o username=dlightman //development/project-code /mnt/pcode
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3ateM Bam Oy/ieT MPeIOKEHO BBECTH M1APOJIb U, ITOCJIE YCIIENTHON ayTeHTU(DUKAIINY,
COJZIEP’)KUMOE COBMECTHO UCIIOJIb3YEMOTO pecypca OyIeT TOCTYITHO JIOKAJIBHO Yepe3 TOUKY
MOHTHUPOBAHMSI, YKA3aHHYIO B KaUECTBE MOCIIEIHEr0 MapaMerpa B KoManae mount. Jist
OTKJIIOUYEHHS Pa3IesIIeMOro pecypca IpoCcTO UCIOJIb3yHTe KOMAaH/1y umount, KaK BbI 3TO JI€aIn

C IpyTUMH IIPUCOEMHEHHBIMU QalioBeIMU cucTeMamu. Hampumep:

umount /mnt/pcode

3.2.1. YyeTHBIE 3aITUCU ITOJIb30BATEIIEN

VueTHbIe 3aMucu NMOJIb30BaTENeH ONPENEISIOT JIUI C HEKOTOPBIM HAOOPOM MpaB I
UCTIOJIb30BAHMSI ONIPE/ICIIEHHBIX PECYPCOB KOMITBIOTEPA U CETEBBIX pecypcoB. OOBIYHO, B CETEBOM
cpeze, yueTHas 3alKCh MMOJIb30BATENs IPEIOCTABIISIETCS KaXAOMY JIMIY UMEIOIIEMY TOCTYII

K KOMITBIOTEPY UJTM CETH, T/I€ TIOJIMTUKH U PA3pELIEHUS] OMPEAENSIOT 3aTEM TOYHBIE ITpaBa
JIOCTYTa, KOTOPBIMH 001aJjaeT yueTHasl 3anuch. s onpeneneHus CeTeBbIX MOIb30BaTENeH
SAMBA Baue#t cuctemsl Ubuntu Bbl MOXKETE UCIOJIB30BaTh KoMaHay smbpasswd. Hanpumep nis
TOTO, YTOOBI JOOABUTH I0JIb30BaTess SAMBA ¢ uMeHeM jseinfeld B Bamy cuctemy Ubuntu, Bam

HGOGXOJII/IMO BBCCTH CIICAYIOIIYIO KOMAaHAY:

smbpasswd —a Jjseinfeld
3ateM npwioxxeHue smbpasswd 3alpocuT y Bac Maposib AJIsl 3TOTO MOJIb30BaTENS:
Hosrii maponb SMB:

BBemute maposb, KOTOPHIN Bbl XOTUTE YCTAHOBUTH JIJIS TIOJIb30BATEISI, ¥ TPUIIOKEeHUE smbpasswd

INPEAIIOXKUT ITIOTOPUTH BBOA IMAPOJIA:
BeemuTe mnaponb SMB eme pas:

IToaTrBepauTe maposib u mpunoxeHue smbpasswd JOOABUT 3aIKCh IS [TOJIb30BATENS B (haii
napoJiieit SAMBA.

3.2.2. I'pynnsl

['pynmel onpenensitoTr HAG0P KOMITBIOTEPOB WX MTOJIb30BATENIEH, UMEIOIIMX OJTMHAKOBBIN
YPOBEHb JIOCTYIIA K OMPEIAEICHHBIM CETEBBIM PECYpPCaM, U MIPEAOCTABISIOT CPEICTBO JISI
CTPYKTYpUpPOBAHMS KOHTPOJISI JOCTYIIA K pecypcaM. Hanpumep, eciu rpynna ga onpeaeineHa

Y B HEE BXOJSIT MOJIb30BATENM freda, danika v rob, a B APYTYIO CYLIECTBYIOIIYIO TPYIILY SUpport
BXOJIAT danika, jeremy u vincent TOTJa OIIPEIEICHHBIN CETEBOU PECYPC, HACTPOEHHBIN JIJIs
pas3pelieHus JocTyna IrpyIe ga, OyJaeT TOCTyIeH Jis mojib3oBaTene freda, danika, u rob, HO He
JUIS jeremy WM vincent-a. Tak Kak moyib3oBaTens danika BXOJUT B 00€ TPYIIIIbL, ga U support, OHa
OyIeT UMeTh TOCTYII K pecypcaM, HaCTPOSHHBIM ISl JOCTYyIIa 00EUX T'PYIII, B TO XK€ BpeMs BCE
JIPyTHe MOJIb30BATENN OYIyT UMETh JOCTYI TOJIBKO K TEM pecypcam, KOTOPhIE HEITOCPEICTBEHHO

JOCTYIIHBI JJIs I'PYIIIIBI, B KOTOPYIO OHU BXOIAT.
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st o60o3HaueHust rpynn B aitnie koHpurypammm SAMBA, /etc/samba/smb. conf, UCIIOIB3YETCS
CIENYIOIMI CHHTAKCHUC: IEpEl Ha3BaHUEM T'PYNIIBI MUIIETCS cCMMBOJ "' @". Hampumep,
€CITM BBl XOTUTE OIPEACITUTh I'PYITITY C UMEHEM sysadmin B OTIpeIeJICHHOM ceKipu ¢aiiia

/etc/samba/smb.conf, BAM HY>KHO BBECTH UMsI TPYIIIbI KaKk @sysadmin.

3.2.3. I'pynmoBbIe ITOJIUTUKHA

I'pynmoBas mojuTuka 0003HavYaeT HEKOTOPBIE MapaMeTphl KoHpurypamnua SAMBA,
OTHOCSIIIIMECS] K YUETHBIM 3aITUCSIM, TPUHAJICKAIIMM JOMEHY WU pabouel rpymre, a Tak
JKe Ipyrue riaodansHble napamMeTpsl cepBepa SAMBA. Hampumep, eciiu cepsep SAMBA
MPUHAISKUT paboyeii rpymnre KoMibioTepoB Windows, HazbiBaeMou LEVELONE, MOXHO
OTPENAKTHPOBATD (DA /etc/samba/smb. conf, K3MEHUB COOTBETCTBYIOIIUM 00Pa30M

CIIEAYIOLIUM ITapaMeTp:
workgroup = LEVELONE

Coxpanure ¢aii u nepe3arycrure 1eMoH SAMBA 115t TOTO, YTOOBI U3MEHEHUS BCTYITUJIU B

CUITy.

K npyrum BaxkHBIM mapaMeTpam Ii100aabHOM MOJMTUKY OTHOCUTCS TapaMeTp netbios name,
koTtopsri onpenensieT umst NETBIOS cepBepa, coobmaemoe Bameit cuctemoii Ubuntu gpyrum
MalMHbIM ceTd Windows. DTo uMs 6yAeT pacrno3HaHo BceMu Windows-KJIMEHTaMu, a TaK

e IPYTUMU KOMITBIOTEPAMHU, CIIOCOOHBIMH K 0003py ceTu 1o TpoTokoiry SMB. Kpome

TOTO, MOXKHO yKa3aTh MM U MECTOIIOJIOKEeHHE (haiira skypHana cepBepa SAMBA, ucnonb3ys

napameTtp log file B daiine /etc/samba/smb. conf.

Heckonpko MTOMOTHUTETBHBIX JUPEKTUB, KOHTPOJIMPYIONIUX TII00ATBHYIO TPYIIIOBYIO
MTOJIUTUKY, BKIIIOUAIOT OIPEIEICHHUS TTI00aIbHOT0 XapaKkTepa JUIsl BCeX pasaesisieMbIX
pecypcoB. Hampumep, ycTaHOBKA OTpe/ielIeHHBIX TapaMeTPOB B ceKImu [global] daiina
/etc/samba/smb.conf OYJET BIUATH HA BCE Pa3eisieMbIe PECYPChI, ECIIH MIepeoIpeaesIIonas
JIMPEKTHBA HE OYJIET MOMEIlIEHA B CEKIMIO KOHKPETHOTO pa3zenseMoro pecypca. MoxxHo
OTIPENICIIUTH BCE OOIME KATATOTH KaK TPOCMAaTPUBAEMbIE BCEMH KIIMEHTAMHM B CETH, TIOMECTHB
mapameTp browseable, KOTOPBIN IPUHUMAET JIOTHYECKOE 3HAUCHHUE, B ceKuuto [global] dhaiima

/etc/samba/smb.conf. Takuu 00pa3oM, eciIu BbI T0OABIISIETE CTPOKY:
browseable = true

B cekuuio [global] paiina /etc/samba/smb.conf, BCE COBMECTHO MCIIOJIb3yeMbIe uepe3 SAMBA
pecypcesl Bawei cucteMbl Ubuntu cMOTYT IpocMaTpUBATHCS BCEMU aBTOPU30BAHHBIMU
KJIMEHTAMH, €CJIM TOJIBKO CEKIMsl KOHKPETHOI'O Pa3/esieMOro KaTajiora He COIEPKUT CTPOKY

browseable = false, KOTOpas IEPEONPEIALITUT TITO0ATBHBIN TapaMeTp.

Hpyrum npumepom, padoTaioUuM M0J00HBIM 00pa30M, SIBIISIIOTCS AUPEKTUBEI public n
writeable. JlupexTuBa public TpUHUMAET JIOTUYECKOE 3HAUYSHHUE U OTIPEACIISIeT SIBIISIeTCS

JIN KOHerTHbeI paSHeHﬂeMBIﬁ PECYpPC BUIUMBIM BCEM KIIMCHTaM, ABTOPHU30BAHHBIM HUIIU

90



Pabora B cett Windows

HEaBTOPU30BaHHBIM. [lupekTBa writeable Take NPUHUMAET JIOTHYECKOE 3HAUEHHE U
OTIpeNieIIsieT JOCTYIIEH JIM KOHKPETHBIN pa3/eIsieMblil pecypc Ha 3aIMCh ISl BceX 0e3

HUCKIIFOYCHUSA CETECBBIX KIIMCHTOB.
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IIpunoxenue A. Creative Commons by
Attribution-ShareAlike 2.0

CREATIVE COMMONS CORPORATION IS NOT A LAW FIRM AND DOES NOT

PROVIDE LEGAL SERVICES. DISTRIBUTION OF THIS LICENSE DOES NOT CREATE

AN ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COMMONS PROVIDES THIS
INFORMATION ON AN "AS-IS" BASIS. CREATIVE COMMONS MAKES NO WARRANTIES
REGARDING THE INFORMATION PROVIDED, AND DISCLAIMS LIABILITY FOR
DAMAGES RESULTING FROM ITS USE.

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE
COMMONS PUBLIC LICENSE ("CCPL" OR "LICENSE"). THE WORK IS PROTECTED BY
COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF THE WORK OTHER THAN
AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED.

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND
AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. THE LICENSOR GRANTS YOU
THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH
TERMS AND CONDITIONS.

1. Definitions.

a. "Collective Work'' means a work, such as a periodical issue, anthology or encyclopedia, in
which the Work in its entirety in unmodified form, along with a number of other contributions,
constituting separate and independent works in themselves, are assembled into a collective
whole. A work that constitutes a Collective Work will not be considered a Derivative Work (as

defined below) for the purposes of this License.

b. "Derivative Work'' means a work based upon the Work or upon the Work and other
pre-existing works, such as a translation, musical arrangement, dramatization, fictionalization,
motion picture version, sound recording, art reproduction, abridgment, condensation, or any
other form in which the Work may be recast, transformed, or adapted, except that a work that
constitutes a Collective Work will not be considered a Derivative Work for the purpose of
this License. For the avoidance of doubt, where the Work is a musical composition or sound
recording, the synchronization of the Work in timed-relation with a moving image ("synching")

will be considered a Derivative Work for the purpose of this License.
c. ""Licensor'' means the individual or entity that offers the Work under the terms of this License.
d. "Original Author' means the individual or entity who created the Work.
e. "Work" means the copyrightable work of authorship offered under the terms of this License.

f. "You" means an individual or entity exercising rights under this License who has not

previously violated the terms of this License with respect to the Work, or who has received
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express permission from the Licensor to exercise rights under this License despite a previous

violation.

g. ""License Elements'' means the following high-level license attributes as selected by Licensor
and indicated in the title of this License: Attribution, ShareAlike.

. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict any rights arising
from fair use, first sale or other limitations on the exclusive rights of the copyright owner under
copyright law or other applicable laws.

. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You
a worldwide, royalty-free, non-exclusive, perpetual (for the duration of the applicable copyright)
license to exercise the rights in the Work as stated below:

a. to reproduce the Work, to incorporate the Work into one or more Collective Works, and to

reproduce the Work as incorporated in the Collective Works;
b. to create and reproduce Derivative Works;

c. to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly
by means of a digital audio transmission the Work including as incorporated in Collective
Works;

d. to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly

by means of a digital audio transmission Derivative Works.
e. For the avoidance of doubt, where the work is a musical composition:

i. "Performance Royalties Under Blanket Licenses.' Licensor waives the exclusive right
to collect, whether individually or via a performance rights society (e.g. ASCAP, BMI,
SESACQC), royalties for the public performance or public digital performance (e.g. webcast) of
the Work.

ii. ""Mechanical Rights and Statutory Royalties." Licensor waives the exclusive right to
collect, whether individually or via a music rights society or designated agent (e.g. Harry
Fox Agency), royalties for any phonorecord You create from the Work ("cover version")
and distribute, subject to the compulsory license created by 17 USC Section 115 of the US
Copyright Act (or the equivalent in other jurisdictions).

f. '""Webcasting Rights and Statutory Royalties." For the avoidance of doubt, where the Work
is a sound recording, Licensor waives the exclusive right to collect, whether individually or via
a performance-rights society (e.g. SoundExchange), royalties for the public digital performance
(e.g. webcast) of the Work, subject to the compulsory license created by 17 USC Section 114 of
the US Copyright Act (or the equivalent in other jurisdictions).

The above rights may be exercised in all media and formats whether now known or hereafter
devised. The above rights include the right to make such modifications as are technically necessary
to exercise the rights in other media and formats. All rights not expressly granted by Licensor are

hereby reserved.

. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by
the following restrictions:
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a. You may distribute, publicly display, publicly perform, or publicly digitally perform the Work
only under the terms of this License, and You must include a copy of, or the Uniform Resource
Identifier for, this License with every copy or phonorecord of the Work You distribute, publicly
display, publicly perform, or publicly digitally perform. You may not offer or impose any terms
on the Work that alter or restrict the terms of this License or the recipients' exercise of the
rights granted hereunder. You may not sublicense the Work. You must keep intact all notices
that refer to this License and to the disclaimer of warranties. You may not distribute, publicly
display, publicly perform, or publicly digitally perform the Work with any technological
measures that control access or use of the Work in a manner inconsistent with the terms of this
License Agreement. The above applies to the Work as incorporated in a Collective Work, but
this does not require the Collective Work apart from the Work itself to be made subject to the
terms of this License. If You create a Collective Work, upon notice from any Licensor You
must, to the extent practicable, remove from the Collective Work any reference to such Licensor
or the Original Author, as requested. If You create a Derivative Work, upon notice from any
Licensor You must, to the extent practicable, remove from the Derivative Work any reference to

such Licensor or the Original Author, as requested.

b. You may distribute, publicly display, publicly perform, or publicly digitally perform a
Derivative Work only under the terms of this License, a later version of this License with
the same License Elements as this License, or a Creative Commons iCommons license that
contains the same License Elements as this License (e.g. Attribution-ShareAlike 2.0 Japan).
You must include a copy of, or the Uniform Resource Identifier for, this License or other
license specified in the previous sentence with every copy or phonorecord of each Derivative
Work You distribute, publicly display, publicly perform, or publicly digitally perform. You
may not offer or impose any terms on the Derivative Works that alter or restrict the terms of this
License or the recipients' exercise of the rights granted hereunder, and You must keep intact all
notices that refer to this License and to the disclaimer of warranties. You may not distribute,
publicly display, publicly perform, or publicly digitally perform the Derivative Work with any
technological measures that control access or use of the Work in a manner inconsistent with the
terms of this License Agreement. The above applies to the Derivative Work as incorporated in a
Collective Work, but this does not require the Collective Work apart from the Derivative Work

itself to be made subject to the terms of this License.

c. If you distribute, publicly display, publicly perform, or publicly digitally perform the Work or
any Derivative Works or Collective Works, You must keep intact all copyright notices for the
Work and give the Original Author credit reasonable to the medium or means You are utilizing
by conveying the name (or pseudonym if applicable) of the Original Author if supplied; the title
of the Work if supplied; to the extent reasonably practicable, the Uniform Resource Identifier,
if any, that Licensor specifies to be associated with the Work, unless such URI does not refer
to the copyright notice or licensing information for the Work; and in the case of a Derivative
Work, a credit identifying the use of the Work in the Derivative Work (e.g., "French translation
of the Work by Original Author," or "Screenplay based on original Work by Original Author").

Such credit may be implemented in any reasonable manner; provided, however, that in the case
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of a Derivative Work or Collective Work, at a minimum such credit will appear where any
other comparable authorship credit appears and in a manner at least as prominent as such other
comparable authorship credit.

5. Representations, Warranties and Disclaimer

UNLESS OTHERWISE AGREED TO BY THE PARTIES IN WRITING, LICENSOR OFFERS
THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF

ANY KIND CONCERNING THE MATERIALS, EXPRESS, IMPLIED, STATUTORY

OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF TITLE,
MERCHANTIBILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT,
OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR THE PRESENCE
OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS
DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO SUCH EXCLUSION
MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN
NO EVENT WILL LICENSOR BE LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY
SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES
ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. Termination

a. This License and the rights granted hereunder will terminate automatically upon any breach by
You of the terms of this License. Individuals or entities who have received Derivative Works or
Collective Works from You under this License, however, will not have their licenses terminated
provided such individuals or entities remain in full compliance with those licenses. Sections 1,

2,5,6,7,and 8 will survive any termination of this License.

b. Subject to the above terms and conditions, the license granted here is perpetual (for the duration
of the applicable copyright in the Work). Notwithstanding the above, Licensor reserves the right
to release the Work under different license terms or to stop distributing the Work at any time;
provided, however that any such election will not serve to withdraw this License (or any other
license that has been, or is required to be, granted under the terms of this License), and this

License will continue in full force and effect unless terminated as stated above.
8. Miscellaneous

a. Each time You distribute or publicly digitally perform the Work or a Collective Work, the
Licensor offers to the recipient a license to the Work on the same terms and conditions as the

license granted to You under this License.

b. Each time You distribute or publicly digitally perform a Derivative Work, Licensor offers to the
recipient a license to the original Work on the same terms and conditions as the license granted

to You under this License.

c. If any provision of this License is invalid or unenforceable under applicable law, it shall not

affect the validity or enforceability of the remainder of the terms of this License, and without
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further action by the parties to this agreement, such provision shall be reformed to the minimum

extent necessary to make such provision valid and enforceable.

d. No term or provision of this License shall be deemed waived and no breach consented to unless
such waiver or consent shall be in writing and signed by the party to be charged with such

waiver or consent.

e. This License constitutes the entire agreement between the parties with respect to the Work
licensed here. There are no understandings, agreements or representations with respect to the
Work not specified here. Licensor shall not be bound by any additional provisions that may
appear in any communication from You. This License may not be modified without the mutual

written agreement of the Licensor and You.

Creative Commons is not a party to this License, and makes no warranty whatsoever in connection
with the Work. Creative Commons will not be liable to You or any party on any legal theory for any
damages whatsoever, including without limitation any general, special, incidental or consequential
damages arising in connection to this license. Notwithstanding the foregoing two (2) sentences, if
Creative Commons has expressly identified itself as the Licensor hereunder, it shall have all rights

and obligations of Licensor.

Except for the limited purpose of indicating to the public that the Work is licensed under the CCPL,
neither party will use the trademark "Creative Commons" or any related trademark or logo of Creative
Commons without the prior written consent of Creative Commons. Any permitted use will be in
compliance with Creative Commons' then-current trademark usage guidelines, as may be published

on its website or otherwise made available upon request from time to time.

Creative Commons may be contacted at http://creativecommons.org/.
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IIpunoxenue B. GNU Free

Documentation License

Version 1.2, November 2002
Copyright © 2000,2001,2002 Free Software Foundation, Inc.

Free Software Foundation, Inc.
51 Franklin St, Fifth Floor,
Boston,

MA

02110-1301

USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it
is not allowed.
Version 1.2, November 2002

PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work, while not being considered

responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a

copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms
that the software does. But this License is not limited to software manuals; it can be used for any
textual work, regardless of subject matter or whether it is published as a printed book. We recommend

this License principally for works whose purpose is instruction or reference.
APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work

in a way requiring permission under copyright law.
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A "Modified Version" of the Document means any work containing the Document or a portion of it,

either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document's
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding

them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not identify any Invariant

Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License. A

Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format
whose specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs
or (for drawings) some widely available drawing editor, and that is suitable for input to text formatters
or for automatic translation to a variety of formats suitable for input to text formatters. A copy made
in an otherwise Transparent file format whose markup, or absence of markup, has been arranged

to thwart or discourage subsequent modification by readers is not Transparent. An image format is

not Transparent if used for any substantial amount of text. A copy that is not "Transparent” is called

"Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,

Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and
standard-conforming simple HTML, PostScript or PDF designed for human modification. Examples
of transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary
formats that can be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-generated HTML,

PostScript or PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are
needed to hold, legibly, the material this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means the text near the most prominent

appearance of the work's title, preceding the beginning of the body of the text.
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A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely
XYZ or contains XYZ in parentheses following text that translates XYZ in another language.
(Here XYZ stands for a specific section name mentioned below, such as "Acknowledgements",
"Dedications", "Endorsements”, or "History".) To "Preserve the Title" of such a section when you

modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in
this License, but only as regards disclaiming warranties: any other implication that these Warranty

Disclaimers may have is void and has no effect on the meaning of this License.
VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies

to the Document are reproduced in all copies, and that you add no other conditions whatsoever to
those of this License. You may not use technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept compensation in exchange
for copies. If you distribute a large enough number of copies you must also follow the conditions in

section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display

copies.
COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the
Document, numbering more than 100, and the Document's license notice requires Cover Texts, you
must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover
Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly
and legibly identify you as the publisher of these copies. The front cover must present the full title
with all words of the title equally prominent and visible. You may add other material on the covers
in addition. Copying with changes limited to the covers, as long as they preserve the title of the

Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones

listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must
either include a machine-readable Transparent copy along with each Opaque copy, or state in or
with each Opaque copy a computer-network location from which the general network-using public
has access to download using public-standard network protocols a complete Transparent copy of
the Document, free of added material. If you use the latter option, you must take reasonably prudent

steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent
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copy will remain thus accessible at the stated location until at least one year after the last time you

distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an updated

version of the Document.
MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections
2 and 3 above, provided that you release the Modified Version under precisely this License, with the
Modified Version filling the role of the Document, thus licensing distribution and modification of
the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

GNU FDL Modification Conditions

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and
from those of previous versions (which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version if the original publisher of that

version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this

requirement.
. State on the Title page the name of the publisher of the Modified Version, as the publisher.
. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

™ m g 0

. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
[1(03  below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in

the Document's license notice.
H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there
is no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified

Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent
copy of the Document, and likewise the network locations given in the Document for previous

versions it was based on. These may be placed in the "History" section. You may omit a network
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location for a work that was published at least four years before the Document itself, or if the

original publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements

and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.

Section numbers or the equivalent are not considered part of the section titles.

M.Delete any section Entitled "Endorsements”. Such a section may not be included in the Modified

Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any

Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some
or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the

Modified Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of
your Modified Version by various parties--for example, statements of peer review or that the text has

been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by)

any one entity. If the Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you may not add another;
but you may replace the old one, on explicit permission from the previous publisher that added the old

one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their

names for publicity for or to assert or imply endorsement of any Modified Version.
COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the
terms defined in section 4 [1()0  above for modified versions, provided that you include in the
combination all of the Invariant Sections of all of the original documents, unmodified, and list them
all as Invariant Sections of your combined work in its license notice, and that you preserve all their

Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same

name but different contents, make the title of each such section unique by adding at the end of it, in
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parentheses, the name of the original author or publisher of that section if known, or else a unique
number. Make the same adjustment to the section titles in the list of Invariant Sections in the license

notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original
documents, forming one section Entitled "History"; likewise combine any sections Entitled
"Acknowledgements", and any sections Entitled "Dedications". You must delete all sections Entitled

"Endorsements".
COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single
copy that is included in the collection, provided that you follow the rules of this License for verbatim

copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this

License in all other respects regarding verbatim copying of that document.
AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation's users beyond
what the individual works permit. When the Document is included in an aggregate, this License

does not apply to the other works in the aggregate which are not themselves derivative works of the

Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole

aggregate.
TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include translations of some or all Invariant
Sections in addition to the original versions of these Invariant Sections. You may include a translation
of this License, and all the license notices in the Document, and any Warranty Disclaimers, provided
that you also include the original English version of this License and the original versions of those
notices and disclaimers. In case of a disagreement between the translation and the original version of

this License or a notice or disclaimer, the original version will prevail.
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If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the

requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.
TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such

parties remain in full compliance.
FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that
a particular numbered version of this License "or any later version" applies to it, you have the option
of following the terms and conditions either of that specified version or of any later version that has
been published (not as a draft) by the Free Software Foundation. If the Document does not specify

a version number of this License, you may choose any version ever published (not as a draft) by the

Free Software Foundation.
ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document

and put the following copyright and license notices just after the title page:

Sample Invariant Sections list

Copyright (c) YEAR YOUR NAME. Permission is granted to copy, distribute and/or
modify this document under the terms of the GNU Free Documentation License,
Version 1.2 or any later version published by the Free Software Foundation; with no
Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the

license is included in the section entitled "GNU Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with... Texts."

line with this:

Sample Invariant Sections list

with the Invariant Sections being LIST THEIR TITLES, with the Front-Cover Texts
being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge

those two alternatives to suit the situation.
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If your document contains nontrivial examples of program code, we recommend releasing these
examples in parallel under your choice of free software license, such as the GNU General Public

License, to permit their use in free software.
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